Tunsl BONpOCOB:
multichoice - MHOXecTBeHHBIN BbI60P/OAMHOYHBIN BbIOOD
Heo6xo1uMo BbIOpaTh OJMH UM HECKOJIBKO MMPAaBUJIbHBIX OTBETOB
shortanswer - KopoTkuii oTBeT
Heo6x0/1MMO BBECTHU C KJIaBUATYPbl NPAaBUJIbHBIA OTBET
gapselect - Bei60p nponyiieHHbIX CJI0B
Heo6xo0/MMO0 13 BbINAAAOIETO CIMCKA BHIOPATh
matching - Bonpoc Ha cooTBeTCcTBHE
Heo6xo1Mo BbIGpATh COOTBETCTBHE 3JIEMEHTOB APYT Apyry (HanpuMep,
omnpe/iesieHUe U ONIMCaHUE)
truefalse - Bepno/HeBepHo
Heo6xoarMo BeIOpaATh true uiu false
numerical - YucioBol oTBET
Heo6x041M0O BBECTU YHUCIOBOW OTBET
ordering - YnopsgoyeHue
Heo6x01MMO BBICTPOUTH 3JIeMEHTHI B MPAaBUJIbHOM MOpPsiike (HapuMep, Yucaa

142 no nopsiaxy - 124)

Y Bcex BOIPOCOB MaKCUMaJIbHbINA 6aJa 1. B cBolo e ouepe/ib OTBETHI HA 3TU BONPOCHI
nmeroT BEC - ucuncienue Beca uzet B %. [IpaBUIbHBINA OTBET/9aCTUYHBINA OTBET MOXET
npuHUMaTh Bec 0T 1% 10 100% B 3aBUCMMOCTH OT UX KOJIMYECTBA.

Taxke ecTb WITpadbl B HEKOTOPBIX BOMPOCAX 32 BbIOOP HENMPABUJIBHOrO 0TBeTa. Hanmpumep,
Bbl BbIOpa/iv oTBeT ¢ BecoM 50% ¥ 0JMH HenpaBUJIbHBIN co mTpadom 33% - Baw 6a/11 3a
oTBeT Ha Bonpoc coctaBut 0.12(YTOYHEHHE: 8 muHyc yliimu 6411 He Moxcem, ecau y 8dc

68€eC NoJ/I0HUME/IbHbIX OMEemoe MeHbvUle, Yem Lumpagbos, mo 6ax paseH 0)



Bonpoc 1: YueTtHble 3anucu 8 OC

Tun: multichoice | MakcumanavHbili 6a41: 1

Bacst Kynus HOBbIH HOYTOYK. OH XO4YeT HaCTPOUTh €ro TaK, YT06bl MUHUMU3HUPOBATh PUCK
3apaxeHud CUCTeMbl BUPYCaMH IIPpU MOBCEAHEBHOM HCIIOJIb30BaHHH. Kakwue us
NepeyucIeHHbIX IeCTBUH CUUTAIOTCS IpaBUIaMU Xopoluero ToHa (best practices) npu
HACTPOMKe y4yeTHBIX 3aNKCel B ONIePAllMOHHOM cucTeMe? BpibGeprTe Bce MpaBU/IbHbBIE
BapHaHTBHIL.

A. Bcergia paboTaTh TOJIBKO 110/, Y4€THOH 3alIMChI0 «AIMUHUCTPATOP», YTOOBI
porpamMMsbl 3anyckanuck 6e3 omwnbok. (wrpad fraction=-33.33333)

B. Co31aTh OTAE/IBbHYIO YYETHYIO 3alIMCh € IpaBaMH «OGBIYHBIN
10JIb30BaTeJIb» AJIs1 IOBCeAHEBHBIX 3aja4 (MI'Pbl, HHTEPHET, y4e6a). «
NpaBUJIbHbIN/9acTU4YHO BepHbIH (fraction=50)

C. OTK/IIOYUTB 3aIPOC NApOoJIs IPU BXOJle B CUCTEMY LIS yA06CcTBa. (wTpad
fraction=-33.33333)

D. YcTaHOBUTBH MapoJib HA YYETHYIO 3aIUCh AIMUHHUCTPATOPA. «—
MpaBUJIbHbBIN/9acTUYHO BepHbIH (fraction=50)

E. Ucrosib30BaTh MyCTON MAPOJIb /IS FTOCTEBOU yYeTHOU 3anucH. (mrrpad
fraction=-33.33333)

Bonpoc 2: besonacHocTb npu pabote ¢ OC

Tun: multichoice | MakcumanvHbili 6aa1: 1

Bbl paboTaeTe B KOMIBIOTEPHOM KJIacCe WM B 61biroTeKe. BaM HY»KHO CpPOYHO OTOWTH Ha
5 munyT. Kakue gelictBus obecrnedaT 6e3omacHOCTb Bauei ceccuu B 0C?

A. BBIKJIOUUTH MOHUTOP KHOMKOW nuTaHus. (mrpad fraction=-33.33333)

B. HaxkaTh KOMGMHALUI0 KjaBuil <span class="inline-code ng-star-
inserted">Win + L (BJioKupoBKa 3KpaHa). < MpaBUIbHbIN/4YaCTUIHO BEPHBIH
(fraction=50)

C. IIpocTo cBepHyTH BCe okHa. (mTpad fraction=-33.33333)

D. BeiiiTu U3 cuctemsl (Log out), eciv Bbl He IJIaHUpYeTe 3alyCKaTh
nporpaMmsl B pOHe. < NpaBUIbHBINA/4acTUYHO BepHbIH (fraction=50)

E. [loBecuTh Ha MOHUTOP 3aMUCKY «fI CKOpO BepHYCh, He TporauTe». (mTpad
fraction=-33.33333)



Bonpoc 3: lNMpaBa agoctyna K painnam

Tun: ordering | MakcumaabHblil 6aan: 1

[IpeacraBeTe, uTo B OC Linux nuin Windows npaBa JocTyma 3alHMCbIBAalOTCS TPeMs
rpynnamu: gjia Baapennbua, guia [pynnel u s Becex octasbHbIX Pacnosioxkure npasa
JlocTyna (pa3pellleHus) OT HaMMeHee 6e30MacHOT0 (CaMOro OTKPBITOI0) K HauboJiee
6e3omacHoOMY (CTpoOromy) CBEpXy BHHU3.

dJ1eMeHThI AJ151 yIOPSAJ0YUBaHUA (IPaBU/IbHbIN MOPSAAOK):
1) YteHue v 3anuch A0CTynHbI Baaaenbiyy, [pynmne v BceM ocTalbHBIM.

2) YteHue u 3anuch JOCTYNHbI Biajgenbiy, a [pynne u BceM ocTanbHBIM — TOJIBKO
YTEeHHUeE.

3) UteHue U 3aMUCh JOCTYIHbI TOJIbKO Biasiesbiyy. OcTajbHBIM AOCTYI 3aMPELIEH.

Bonpoc 4: CeteBasa 6e3onacHoctb OC

Tun: shortanswer | MakcumasibHblll 6a1: 1

HanuuivTe Ha3BaHMe KOMIIOHEHTA ONEPALMOHHOW CUCTEMbI, KOTOPbIA KOHTPOJIUPYET U
bunbTpyeT ceTeBOU TpaduK, MPOXOAALUUHN Yepe3 KOMIbIOTED, pa3pellas Ui 3anpelias
coeluHeHUs nporpamMM ¢ UHTepHeTOM. OH MOKET ObITh MPOrpPaMMHBIM WJIM allllapaTHbIM.
Ero yacTo Ha3bIBalOT «MeXCeTeBOMU ...»(KOMIIOHEHT UMeeT HECKOJIbKO BAPUAHTOB
Ha3BaHUU B OTBETE HEOOXOJUMO YKa3aTb OJJUH).

BapuaHTBI KOPOTKUX OTBETOB:
- «*akpan*» (fraction=100)
- «*¢paepBos*» (fraction=100)

- «*6panamayap*» (fraction=100)

Bonpoc 5: MexaHM3mM KOHTPOAA nNpas

Tun: multichoice | MakcumanavHbill 6a41: 1

B coBpeMeHHbIX Bepcusix Windows, Korjia Bbl IbITaeTeCh yCTAHOBUTD HOBYIO POrpaMMy
WJIM U3BMEHUTD BaXKHbI€ HACTPOMKH CUCTEMBI, 9KpaH 3aTEMHSIETCS U MOSABJISETCSA
BCILJIbIBAIOIIlee OKHO C BOPOCOM: «Pa3pelnuTsb 3TOMY NPUI0KEHHI0 BHOCUTb U3MEHEHUs
Ha BalleM ycTpoicTBe?» Kak Ha3bIBaeTCsl 3Ta TEXHOJIOTHS 3aLUThI?

A. Bpanamaysp



B. UAC (User Account Control) < npaBuibHbIN/4acTU4HO BepHbIi (fraction=100)
C. PexxuM rubepHanuu

D. lepparmeHTanus

Bonpoc 6: UcnpaBneHune 6esonacHoctn OC

Tun: gapselect | MakcumaabHbtii 6aan: 1

BcTaBbTe nponyieHHbIe CJI0BA B TEKCT, BLIOPAB UX U3 CIIKCKA (C/I0BA MOTYT CKJIOHATHCH ).
«Pa3paboTuuky onepaLOHHBIX CUCTEM PEryJsipHO BbIYCKAOT HUCIIpaBJIeHUs
6€e30MacHOCTU. ITO NPOUCXOAUT NOTOMY, YTO XaKepbl IOCTOSTHHO UIIYT OIIMOKHU B KOJie
CHCTEMBI, KOTOpbIe Ha3bIBalOTCA [[1]]. YTOOBI 3aKpBITh TaKylo "AbIpY" B 6€30MaCHOCTH,
paspaboTuuk BbinyckaeT [[2]]. Ec/iu ero BoBpeMsi He yCTaHOBUTb, 3JI0YMbILILJIEHHHUK
CMOXeT IPOHUKHYTh B KOMIIbIOTED, laXke eC/IM Ha HeM yCcTaHoBJeH [[3]].»

Cripoii TekcT Bonpoca (Cloze/nponycku):

BcTaBbTe nponylieHHble CJI0BA B TEKCT, BbIOPAB UX U3 CIIMCKA (CJI0BA MOTYT
CKJIOHSITBCS).

«Pa3paboTuuKy onepalMOHHBIX CUCTEM PEryJsipHO BbIMYCKAIOT UCIIpaBJIeHUs
6€e30MacHOCTH. ITO NPOUCXOAUT IOTOMY, YTO XaKepbl IOCTOSIHHO ULIYT OIIUOKHU B
Koze cucteMbl, KoTopble Ha3biBalOTcsd Y ABBUMOCTD. UTo6b! 3aKpbITh TaKyI0
"nbIpy" B 6e3onacHocTH, pa3paboTuuk BeinyckaeT IATY (OBHOBJIEHHUE). Eciu
€ro BOBpeMs He yCTaHOBUTb, 3JI0YyMbILIJIEHHUK CMOKET IPOHUKHYTb B KOMIIBIOTED,
Jlaxke ecav Ha HeM yctaHoBsieH AHTUBUPYC.»

Bonpoc 7: Tunbl BpeaoHocHoro MO

Tun: matching | MakcumanwvHhbslil 6arn: 1

CooTHecHUTe Ha3BaHUE YTPO3bI JJIs1 OTIEPALMOHHON CUCTEMBI C €€ ONTMCAaHUEM.

Hapb] AJIA COOTBETCTBHUA:

1) Tposin (Trojan) < BpemoHocHast mporpaMma, KOTopast MaCKUpPyeTCs Mo/
noJie3HOoe NPUJIoKEHHE (HAlpUMep, O UTPY WJIH TIieep), YTOObI I0/1b30BaTe/Nb
caM eé 3anyCTUJL

2) llporpamma-mudpoBanbiiuk (Ransomware) < Ilporpamma, kotopas wudpyeTt
¢daitibl mosib30BaTesis U TPeOYeT JeHbIU 3a paciIUPPOBKY.

3) Keiinorrep (Keylogger) < IlporpamMa, KOTopasi CKpbITHO 3alIMChIBAeT HAXKATUS
KJIaBHU1LI, YTOObI YKPACTh NAPOJIU U NEPETUCKY.



4) Pytkut (Rootkit) < HabGop nmporpaMMHBIX CpeJICTB, O3BOJISIOLUI CKPbITh
c/ieibl IPUCYTCTBHS 3JI0YMbIIIJIEHHHWKA UJIW BPEJOHOCHOU MPOrpaMMbl B CUCTEME.

Bonpoc 8: Pexxumbl OC

Tun: multichoice | MakcumanavHbllil 6a41: 1

WHoraa BuUpyc 6JI0KMpyeT paboTy aHTUBHUPYCA WU HE IaeT YAAJUTh Cce0sl, TOCTOSTHHO
nepesanyckasach. B TakoM ciydae crienquaJucTbl peKOMeHAYIOT 3arpy3uTb OC B
CreLMaJbHOM JUAarHOCTUYeCKOM pexuMe. B 3ToM pexxuMe 3arpy»arTcs TOJbKO caMble
Heo6X0/AMMble JipaliBepbl U KOMIIOHEHTHI, @ IPOrpaMMbl U3 aBT03arpysKH (BK/I04as
BUPYCbI) He CTapTyIOT. Kak Ha3bIBaeTCs 3TOT PEXUM?

A. PexxuM nosieta (Airplane Mode)
B. Cnsamuii pexkum (Sleep Mode)

C. be3somnacHslii pexxuM (Safe Mode) < npaBU/IbHBIN/4YaCTUYHO BEPHbIN
(fraction=100)

D. PexxuM nnkorauTo (Incognito Mode)

Bonpoc 9: BocctaHOBAEeHUe CUCTEeMDb
Tun: gapselect | MakcumasvHblii 6aa1: 1

[IpeacTaBbTE CUTYaLMIO: BUPYC-LIMPOBaIbIIUK 3auiMdpoBas Bce ¢ailibl HA KOMIIbIOTEPE
Y TpebyeT BhIKYIl. AHTUBUPYC yAAJIUI CaM BUPYC, HO $paiyibl 0CTaJUCh 3alIUPPOBAHBI U
OTKPBITh UX HEBO3MOXXHO. E/JHHCTBEHHBIN rapaHTHPOBAHHbIN CIOCO6 BEPHYTH CBOU
JlaHHbIe 6eCIJIaTHO B TAKOW CUTYyalUM — 3TO BOCCTAHOBUTD UX U3 [[1]], koTOpas ObL1a
c/leJlaHa 3apaHee U XpaHWJ/Iach Ha BHEIIHEM JIMCKe WUJIK B 00J1aKe.

Ceipoit TekcT Bomnpoca (Cloze/nponycku):

[IpeacTaBbTe CUTYALMIO: BUPYC-IIKUPPOBAIBIUIMK 3auIMppoBas Bce paiyibl Ha
KOMIIbIOTEPE U TPebyeT BhIKYI. AHTUBUPYC YAAJUI CaM BUPYC, HO Gailjibl OCTAIUCh
3amKPOBaAHbI U OTKPBITH UX HEBO3MOXKHO. EJIMHCTBEHHBIN rapaHTHPOBAHHbBIN
C1oco6 BEpHYTh CBOM JIaHHbIE OECIIJIATHO B TAKOU CUTYAI[UH — 3TO BOCCTAHOBUTH
ux u3 PEBEPBHAS KOIIH A, koTopas 6bl1a cie/laHa 3apaHee U XpaHWJIACh Ha
BHEIIIHEM JIUCKE WJIH B 06JIaKe.

Bonpoc 10: YcrapeBliune onepaumoHHble CUCTEMDI

Tun: multichoice | MakcumanvHbili 6a11: 1



Baiia 6a6yiika vcnoJib3yeT HOyTOYK ¢ Windows 7 i Windows XP. Ona roBoput: «3aueM
MHe 06HOBJ/IATb cucTeMy A0 Windows 10 niu 11?7 Y MeHs1 CTOUT XOpOIUUH aHTUBUPYC, A1 B
6e30IMacHOCTH». Bbl, KaK CIIeIIHa/IMCT 110 6€30MaCHOCTH, 3HaeTe, YTO OabyIlKa on6aeTCs.
Kakas rsiaBHast Npu4YHHa, o4eMy paboTaTh Ha ctapbix OC omacHo, JaXke ¢ aHTUBHUPYyCOM?

A. Ctapble cucTeMbl paboTaOT Me/IJIEHHEE U TOTPEOGJISIOT 60JIblIle 3JIEKTPUYECTBA.
B. Y cTapbIx cucTeM HEKpacHUBbIM AU3aliH, KOTOPBIH MIyraeT COBPeMEHHBIX XaKepOB.

C. Pazpa6oTuuK (Microsoft) npekpatua noazepxkky 3Tux OC: /11 HUX GoJiblIe
He BbIXOJAAT UCNpaB/ieHUs (IaTYM) HOBBIX AbIP B 6€30NaCHOCTU. AHTUBUPYC
He MOXKeT 3all{UTUTh OT YA3BUMOCTEN B CAMOM «cepAue» (A4pe) CUCTeMBI. «
paBUJIbHBIN/9acTUYHO BepHbIH (fraction=100)

D. Ha cTapbIx cucTeMax He 3allyCKalOTCA HOBBIE UTPBI.

Bonpoc 11: UHcTpymeHTbI 3awmtbl OC

Tun: matching | MakcumanavHbili 6aa: 1

Y KaXX10ro UHCTPYMeHTa 6e301aCHOCTH CBOsI poJib. COOTHECHTE UHCTPYMEHT C €ro
rJ1IaBHOM pyHKLIMEMN.

Hapr AJid COOTBETCTBHUA:

1) AuTuBupyc < CkaHupyeT $alibl HA AUCKE U B OTIEPATUBHON NAMSATH,
CpaBHHUBAs UX € 62301 U3BECTHBIX YI'PO3 (CUTHATYpPaAMHU).

2) Bpangmayap(®aepBos) < CTOUT KakK CTeHA MEXY KOMIIbIOTEPOM U
MHTEPHEeTOM, pellasi, KaKoi MporpaMMe MOXKHO BbIXOJHUTD B CETh, d KAKOH —
HeJsb3sl.

3) VPN < Co3paeT 3amidppoBaHHbIN «TyHHEJIb» AJ51 BBIX0/la B UHTEPHET,
CKpbIBas peaynbHbid [P-aspec nosb3oBaTens (mose3Ho B oTKpbIThIX Wi-Fi ceTsix)

4) Pe3epBHOe KonMpoBaHue(63kamn) < KonupyeT BaxkHble daiiyibl B «06J1aKO» UIH
Ha BHEIIHUH JJUCK, YTOObI UX MOXKHO OblJI0 BEPHYTH B C/Iy4yae MOJOMKH UJIH
BUPYCHOM aTaKH.

Bonpoc 12: Komnunnpyemble A3blKU

Tun: multichoice | MakcumanavHbill 6a41: 1

Bb16epuTe KOMIUIMPYEMble I3bIKK IPOrPaMMHUPOBAHMUS.

A. C < nmpaBuIbHBIN/9acTHYHO BepHbIH (fraction=20)



B. C++ < nmpaBuJbHbIN/4yacTU4YHO BepHbIH (fraction=20)
C. Python (mrtpad fraction=-30)

D.JavaScript (mrtpad fraction=-30)

E. PHP (wrrpa¢ fraction=-30)

F. Go « npaBu/bHbIN/49acTU4HO BepHbIH (fraction=20)
G. Rust < npaBu/ibHBIN/4acTUYHO BepHBIH (fraction=20)

H. Pascal < npaBusbHbIN/4yacTU4HO BepHbIH (fraction=20)

Bonpoc 13: Memory-unsafe ¢pyHKkuumn B C

Tun: multichoice | MakcumanavHblll 6a41: 1

Kakue u3 nepedncieHHbIX QYHKIUY si3blKka C cUMTAIOTCA HEGE30MaCHbIMU C TOYKU 3pEeHUs
paboTHhI C MaMATbIO?

A. strcpy < npaBuJbHBIN/4acTH4YHO BepHbIH (fraction=33.33333)
B. strncpy (wtpad fraction=-33.33333)

C. sprintf < npaBubHBINA/YacTUYHO BepHbIH (fraction=33.33333)
D. snprintf (wrpad fraction=-33.33333)

E. gets « npaBubHBIN/4YacTU4YHO BepHbIH (fraction=33.33333)

F. fgets (wrpad fraction=-33.33333)

G. fread (wTpad fraction=-33.33333)

H. putc (mrrpad fraction=-33.33333)

Bonpoc 14: Tunbl PE-¢paitnos

Tun: multichoice | MakcumanvHbili 6aa1: 1

Kakue tunsl PE-daitios cymectByroT?

A..exe « mpaBWIbHbIN/4YacTUUHO BepHbIH (fraction=33.33333)
B..docx (wrpa¢ fraction=-33.33333)

C..dll « npaBuibHBIN/YacTU4YHO BepHbIH (fraction=33.33333)



D..so (mrrpad fraction=-33.33333)

E..pdf (mrrpad fraction=-33.33333)

F..sys « nmpaBuJbHbIM/4acTU4HO BepHbIH (fraction=33.33333)
G..pptx (mwrrpad fraction=-33.33333)

H. xIs (wtpad fraction=-33.33333)

Bonpoc 15: CootHectn Bupg BMNO u onncaHue

Tun: matching | MakcumanavHbili 6aa: 1

CooTHecuTe Tun BpegoHocHoro [10 ¢ ero onucaHueM.

[Tapsbl /11 COOTBETCTBUS:

1) BeigaéT cebs1 3a 10J1Ie3HOE NPUJIOKEHHE, HO BbINOJIHSET CKPbIThbIE BpeJOHOCHbIE
JenctBus. < TpodaH

2) CKprBaET MIPUCYTCTBHE BPEJOHOCHbBIX KOMIIOHEHTOB B CUCTEME. <> PYTKI/IT

3) CaMOCTOSITEIBHO PACIPOCTPAHSAETCS M0 CETH, UCIIOJIb3Ys YA3BUMOCTH. <
Yepsb

Bonpoc 16: Ha3saHue yasBMmocTu

Tun: multichoice | MakcumanvHbili 6aa1: 1

Ha caiiTe ectb popma moucka. 3anpoc 1noJib30BaTe sl HAMPSAMYIO MOACTABJISETCS B
HTML-cTpanuny 6e3 punbtpauuu. Eciu B nosie noucka BBECTU CTPOKY Bpo/ie:
"><h1>TEST</h1>

TO NpH 3arpy3ske crpanunpl 3ToT HTML-kof 6yAeT Beino/iHeH 6pay3epoM U 0TOOpasuTCa
KaK 4acTb cTpaHuLbl. Kak Ha3bpIBaeTca 3Ta yA3BUMOCTh?

A. SQL Injection

B. Cross-Site Scripting (XSS) « npaBu/bHbIN/4acTU4YHO BepHbIH (fraction=100)
C. CSRF

D. Directory Traversal

E. Buffer Overflow



Bonpoc 17: HazsaHue ya3BMMOCTU

Tun: multichoice | MakcumanbHbliil 6a1i: 1

B Be6-npusioKeHNH eCTb CTpaHULa 3arpy3ku ¢ailsios. [losib30BaTe/Ib MOXKET 3arpy3UTh
rn306pakeHUe, U cepBep coxpaHsieT Gai o TeM Xe UMeHeM, KOTOpoe yKasasl
noJib30BaTeJib. [I[py 3TOM cepBep He IpoBepsieT, KaKHe HMEHHO CUMBOJIbI COJlePKaTCs B
MMeHM Qaiisia U MOXKeT COXPAaHUTh ero, HalpuMep, Kak:

../../config.txt

B pesysibTaTe 3/10yMbILJIEHHUK 110J1y4aeT BO3MOXXHOCTb YUTATh $aiibl 3a NpefiesiaMu
NankKu 3arpysokK.

Kak Ha3bIBaeTcA 3Ta yA3BUMOCTh?

A. Directory Traversal « npaBuibHbIN/4acTU4YHO BepHbIH (fraction=100)
B. SQL Injection

C. CSRF

D. File Inclusion

E. Use-after-free

Bonpoc 18: CooTHeceHUe yA3BMMOCTEN U ONUCAHUM

Tun: matching | Makcumanohbsiii 6ari: 1

CooTHecHTe THUII BE6-YH3BI/IMOCTI/I ceé KpPpaTKHM OIIMCaAHHUEM.

Hapr AJid COOTBETCTBHUA:

1) Ataka, Ipy KOTOPOH 3/I0YMBIIIJIEHHUK 3aCTaBJseT 6pay3ep *KepTBbl BbIIOJHUTD
3amnpoc oT eé UMeHH, HanpyuMep OTIPaBUTb popMy 6e3 eé corsacus. <> CSRF

2) Bueapenwue B 3anpoc yacTy SQL-Ko/ja /i U3MeHEeHHUs UM YTEHUS JaHHBIX B
6aze. & SQL Injection

3) [Ipuio’keHue UCIIOJIb3YeTCs KaK MPOKCH: 3/I0YMbILIJIEHHUK BbIHYXK/IaeT CEpBeP
OTINPABJISITh 3aPOChl HA BHYTPEHHUE WJIM BHELIHHE pecypcbl. <> SSRF

Bonpoc 19: Kpuntorpadusa - ocHoBbI

Tun: truefalse | MakcumanwvHhblil 6aa1: 1

llesb kpunTorpaduu - CKpbITh Nepeiady JaHHBIX OT 3JI0YMbIlIJIEHHHKA. B cBolo ouepe/p,
1LieJIb CTeraHorpaduu - He JaTb €My IPOYUTATh COZEP>KUMOe Nlepe/jlaBaeMbIX JAHHBIX.



A. true

B. false < mpaBubHBIN/9acTHYHO BepHbIH (fraction=100)

Bonpoc 20: Kpuntorpadua - KombuHatopuka

Tun: numerical | MakcumanwvHhbiil 6a11: 1

Bacst BBOAMT 110 0fHOMY NMUH-KOAY Kaxble 0.5 ceKyH[ (Tak, 4To BBoA, 1 MHH-KOAa
3a”HuMaet 0.5 cekyHz). B moJie BBoJ1a MHUH-KOja BBOJUTCSI POBHO 4 y1t06bIX UG pPbL. Bacs
nepe6upaeT Ko/ibl 1o nopAaky, oT 0000 o 9999. OH ocTaHaBAUBAETCS, KOT/|a MUH-KO/,
OKa3bIBaeTCs BepHbIM. CKOJIbKO CEKYH/, OH MOTPATHUT B Xy/LLIEM Cydae?

YucsoBble OTBETHI:

- 3Hayenue 5000 (gomnyck 0, fraction=100)

Bonpoc 21: Kpuntorpadusa - anroputmbol

Tun: multichoice | MakcumanawvHbili 6a41: 1

Brl ¢ ApyroM cTouTe B 3aje, NOJHOM JiloJeill. Ballle B3auMo/ielicTBYe HEBO3MOXKHO CKPBITD -
BCE, YTO BbI CKQKHTE, YCJbIIAT (Apyrue BUAbI B3AUMO/IeHCTBUS, IOMHUMO PEUH, TOXKe
CYMTaeM HeJIOCTYIMHbIMHU ). 3apaHee Bbl HE 0OMEHUBAIMCh HUKAaKUMH

KJIloYaMu /airopuTMaMu. Kak Bbl MOXKeTe MaKCUMa/IbHO 06€30MacuTh KOMMYHHUKAIUIO?
HukTo He fjo/1KeH y3HATh COJepP>KUMOe BalllMX pa3TOBOPOB.

A. Bocniosib3oBaThcs CUMMETPHUIHbIM I_LII/I(l)pOBaHI/IeM AJid nepegady KJar4da

B. Bocno/ib30BaThCs aCCMMETPUYHbIM MM poBaHMEM /15 NepeJayM KI04a
< MpaBUJIbHBIN/4acTUYHO BepHbIH (fraction=100)

C.[Ipo6oBaTh cy4aHbIE KJIKYH, TOKA OHU HE COBNA/YT
D. 'oBopUTB TUXO

E. B 1aHHOM cuTyanuu HeJib3s1 06€30MacuTh Pa3roBop - B JIIOOOM cJiyyae ero
NPOCAYIIAIT ¥ TOUMYT

Bonpoc 22: Kpuntorpadus - TeopeTnyeckan 6esonacHoCcTb

Tun: multichoice | MakcumanvHbili 6a11: 1

A6con0THO CTOUKUY UGpP - 3TO WUdP, AJs1 KOTOPOro paciiudppoBaThb coobLieHue 6e3
KJII0Ya NPUHIMIIUAIBHO HEBO3MOXHO JIQXKe MPU 6€CKOHEYHbIX BBIUUCTUTEbHbIX
pecypcax. KoHkpeTHee, mosiyyeHHe 3alIMGPOBAHHOTO COOOLIEHUsI HUKOT/A He



JlaeT HUKakKoli nHQpopMaluu 0 TOM COOOIeHUH, KOTopoe mudpoBaiu (KpoMe 3aBeJOMO
M3BeCTHOMH). 3 nepeuunc/ieHHbIX IHPPOB, HA OAUH He SABJISIeTCS aOCOJIIOTHO CTOMKUM B
TUMMWYHOM cuTyauuu. OIHAKO, KaKHe U3 MepeYrCIeHHbIX aJITOPUTMOB MOTYT CTaTh
abCoOJIFDTHO CTOMKUMHU IKbpaMU IpH ONpeAJIeHHbIX YCIOBUAX? 3aMedaHHe: Ha
C0001leHNEe HeJlb3s HAaKJIaiblBaTh HUKAKUX OrpaHUYeHUl. He Hy»KHO BbIOUPATh CXEMBI,
KOTOpbIe aGCOIOTHO CTOMKHU TOJIBKO JJ151 CO061eHUH AuHbl 1 u T.0. OfHaKo, pasmep
KJIIoUya<strong> MoxeT aJlallTUPOBATHCSA MO/ AJHUHY KU pyeMoro TekcTa (ecau AJUHA
KJII0oYa BOOOIIle MOXKET MEHSIThCS B a/ITOPUTME), @ aITOPUTM CO3/IaHUSA KJIl04a, BO3MOXKHO,
<strong>npujieTcs aJJanTHPOBaTh 0CO6bIM 06pa3oM (HO OH He MOXKET 3aBHUCETh OT
COJIEP>KUMOT0 COObIIeH S )

A. llilndp BukeHepa - KaXkAas OYKBa TEKCTa 3aMeHsAeTcs Ha uAymylo Ha Kk 6ykB
nosxxe B ajipaBuTe. K paBHAeTCS HOMepy COOTBECTBYIOL el GYKBBI K/II04a.
ByKBbI K/1104a 6epyTcs N0 NOPAAKY U NIOBTOPSAIOTCS, €C/IU UX He XBaTaeT. «
MpaBUJIbHBIN/9acTUUYHO BepHbIH (fraction=33.33333)

B. llludp Lesaps - kaxkJast 6yKBa TEKCTA 3aMeHSETCS Ha UYINYI0 Ha K OYKB 1o3xe
B asipaBUTeE. K BbIGHpaeTcs 3apaHee, 0JMHAKOBO /1S BCeX OYKB U ABJISETCS
kaovyoM. (mrpad fraction=-33.33333)

C. AES-ECB - mudpyeT Kaxkbli 6J10K TeKCcTa U3 16 6alT Mpu MOMOIIU 06PaTUMON
dyuknuu AES. Kitou coctout U3 16 6aiT u onpefienseT noejieHue pyHkuuu AES.
(mrrpad fraction=-33.33333)

D. KHwkHbIH mup, rAe Kax/Ibli CHMBOJI TEKCTA 3aMEeHSIETCs Ha YMCJI0 - HOMED
TAKOTO Ke CUMBOJIA B KJtoue. Cpe/ii MHOXKeCTBA OJITUHAKOBBIX MOSIBJIEHUH CUMBOJIA
B KJIIOUE BbIOHMPAETCs CHAavasia [epBoe, a 3aTeM CJIe/yIoliee o0 HoMepy, €
BO3BpallleHHeM K IIEPBOMY B CJiydae OTCyCTBUA ciefytomiero. (mrpad fraction=-
33.33333)

E. llludp noACTaHOBKH - AJI1 KAXKA0T0 BO3MOXKHOI'0 TEKCTA BbIOHPAETCA
mudpoTekct. Ha6op 3TUX nap U ABASAETCH KJIKYOM. < MPaBUJIbHBINA/4aCTUYHO
BepHbI# (fraction=33.33333)

F. IlocnegoBaT/ibHbIN NoIMaA¢aBUTHBINA KPP - 3apaHee BbIOUpaeTCs
<strong>ny6/iM4yHas NocjieJ0BaTe/JIbHOCTb IepecTaHOBOK a/1paBUTA, U3
KOTOPBIX BbIGMpaeTcs HayajibHasA. [1o Hell 3aMeHsAeTcs HepBbIA CUMBOJI, IO
c/leAywolneil nepecTaHOBKe - BTOPOH U T.A. [Ipu JocTH>KeHUH KOHLA
nepecTaHOBKH 3allUK/IMBaAIOTCA. K/1104 - HOMep Haya/IbHOM NePeCTAaHOBKU. «
MpaBWJIbHbIN /4acTU4YHO BepHbIi (fraction=33.33333)

Bonpoc 23: CeteBaa 6e30nacHOCTb

Tun: multichoice | MakcumanavHblll 6a41: 1



Hukosar B conpaibHOM ceTH npuliyio coobiuieHue: «CpouHo! TBoM akkayHT B3JIOMaJIH.
YT06BI BOCCTAHOBUTbD JOCTYI, IEPEeN/IU 10 CChlJIKE U BBEIU CBOM JIOTHMH U NMapoJib: hack-
site.ru». Urto cnenyert caenatb Hukosnarw??

A. <p class="ds-markdown-paragraph">HewmeieHHO nepelTH MO CChIIKE U BBECTH
JlaHHbIE, YTOOBI HE MOTEPATH aKKAyHT

B. <p class="ds-markdown-paragraph">Huuero He Aej1aTh, IPOUTHOPUPOBATH
COOOGIIeHHE. < MPaBUJIbHbBIN/YacTUYHO BepHbIH (fraction=100)

C. <p class="ds-markdown-paragraph">IlepecsaTb 3T0 cO0611leHHE BCEM CBOUM
Jpy3bsIM, UTOGBI UX IPeAYIPEUTh.

D. <p class="ds-markdown-paragraph">HanucaTb B 0OTBET, OTIIpaBUB CBOU
HaCTOALIMU MapoJib [/ MTPOBEPKH.

Bonpoc 24: CeteBasa 6e3onacHOCTb
Tun: multichoice | MakcumanawsHblll 6a44: 1

[Ipu nepexo/ie HAa CAUT OHJIANH-OHUOJIMOTEKH B aJIpECHON CTPOKe Gpay3epa nepes aipecom
MOSIBUJICS 3HAYOK 3aMKa U OYKBHI «https». YTo 3T0 03HayaeT?

A. <p class="ds-markdown-paragraph">CaiiT TouHO NpUHAAJIEKUT TBOEMY APYTY.

B. <p class="ds-markdown-paragraph">CoeauHeHue c 3TUM CaiTOM
3amM(PppoOBaHO, JaHHbIE NIEPeJAI0OTCA B 3alIUIEHHOM BUAE.
paBUJIbHBINA/9acTUYHO BepHbIH (fraction=100)

C. <p class="ds-markdown-paragraph">Ha 3Tom caiiTe He/ib31 HUYEr0o KyNHUTb.

D. <p class="ds-markdown-paragraph">3ToT caiiT 3apaxéH BUPyCOM.



