Bcepocceuiickast 0iMMIIMAAA IIKOJbLHUKOB
110 TEXHOJIOTHH
npopuiab «MUudpopmannonHas 6e30N1aCHOCTH)

MyHHIUNAJBHBINA 3TAI
7-8 kiacce
HNHCTpYKIHSA 0 BHINOJTHEHUIO PA0OTHI

YBakaeMblil y4aCTHUK OJIUMITHA/IbI!

BaM npeicTOUT BBIIOJHUTH TEOPETUYECKUE 3aJaHMsL.

Bpems BbinonaHeHMs 3a1aHni TEOpETUUECKOTO Typa 1,5 akagemuueckux yaca (90 MUHYT).

Beimonnenne  teopernyeckux — (MUCBMEHHBIX, TBOPYECKMX)  3aJaHUil  1Le1ecoo0pa3Ho
OpPTraHU30BaTh CIEAYIOIINM 00pa3oM:

- HE CIellla, BHUMATEJIbHO IPOYUTAiTe 3a7aHue U olpenenuTe, Haubosjee BEPHBIH M MOJIHBIN
OTBET;

- OTBeYasl Ha TEOPETUUYECKUIl Borpoc, o0aymaiite u copMynupyiite KOHKPETHBII OTBET TOJIBKO
HA MOCTABJIEHHBIN BOMPOC;

- TI0CJIE BBINIOJHEHUS BCEX NMPEIJIOKEHHBIX 3a/laHui €Il pa3 yIOCTOBEPHTECH B IIPABHIIBHOCTH
BBIOpaHHBIX BamMu OTBETOB M peLICHHI.

BeinosnHenne TeCTOBBIX 3a/1aHuil 11€7ec000pa3HO OPraHU30BaTh CIEIYIOLUM 00pa3oM:

- HE CIIeIa, BHUMATEIbHO IIPOYUTANTE TECTOBOE 3a/1aHHUE;

- olIpesieNuTe, KaKol U3 MPeASIOKEHHBIX BApUAHTOB OTBETa HauboJiee BepHBIN U MOJIHBIH;

- HaNUIUTe OYKBY HITM CJIOBO, COOTBETCTBYIOIIYIO BRIOpaHHOMY Bamu oTBeTy;

- IpOo0JIKaiiTe, TaKUM 00pa3oM, paboTy J10 3aBEPILIECHUS BBIIIOJHEHUS TECTOBBIX 3aJJaHUM;

- T0CJIE BBIIIOJIHEHUS BCEX IPEMIOKEHHBIX 3aIaHHUM €Ile pa3 yAOCTOBEPHTECHh B IIPAaBUILHOCTH
BalllUX OTBETOB;

- ecnu moTpeOyeTcsi KOPPEKTUPOBKa BBHIOpAaHHOTO Bamm BapmaHTa OTBETa, TO HENPaBUIBHBIN
BapHaHT OTBETA 3aYEPKHUTE KPECTUKOM, U PSJIOM HAIIMIINTE HOBBIM.

IIpenynpexnaem Bac, 4ro:

- IIpU OIIEHKE TECTOBBIX 3aJaHUi, TJje HEOOXOAMMO ONpPENeNUTh OJMH MpPaBUIbHBIN OTBeT, 0
0aJJIOB BBICTABIISIETCS 3@ HEBEPHBIN OTBET U B ClIyyae, €CJIM YYaCTHUKOM OTMEUEHbI HECKOJIBKO OTBETOB
(B TOM 4McCIIe TPaBUIIbHBIN), WIIK BCE OTBETHI,

- MpU OIICHKE TECTOBBIX 33/IaHUM, I7Ie€ HEOOXOAMMO ONPEIENUTh BCE IMpaBUIIbHBbIE OTBETHI, 0
0aJJIOB BBICTABIISIETCS, €CIIM YYaCTHUKOM OTMEUEHbI HEBEPHBIE OTBETHI, OO0JIbIIIEEe KOJIMUECTBO OTBETOB,
4YeM MPEeAYCMOTPEHO B 3aJIaHUU (B TOM UHMCIIE IPaBUIIbHBIE OTBETHI) UJIM BCE OTBETHI.

3aaHue TEOPETUUECKOIO Typa CUMTAETCS BBIIIOJIHEHHBIM, €CIIM BBl BOBpeMs caeTe ero uieHam
KIOpH.

MaxkcuMmajbHad onenka — 100 6a10B, B TOM yHcJIe:
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Kenaem ycnexa!



3amanue 1.

Buvioepume ece eexmopnule cpaguueckue peoakmopui
A) Paint

b) Komrac

B) Adobe Photoshop

I') Adobe Illustrator

JT) Corel DRAW

E) Corel PHOTO-PAINT

Omeem: y y .

3amanue 2.

B cmpoke omeema 3anuwume monvko uucno. Ilpu nepepaborke 178 mmactukoBbix OyThuiok (I19T)
MOJIy4aloT TakOoe KOJMYECTBO Marepuajia, YyTO W3 HEro MOXXHO HM3TOTOBHUTH JBa IUIACTMKOBBIX BEIpA.
CkomnbpKO Beiep MOXKHO OyJeT U3rOTOBUTH, eciu nepepadorats 356 000 mmactukoBbix 0yThuToK (I19T)?
Pemenue:

Omeem:
3aganue 3.

B cmpoke omeéema 3anuwiume monwvko uucio. Po6ot nmpoexan HEKU MyTh, IPU ITOM MEPBBIE MOJIMTYTH OH
exain co ckopocthio 80 cm/c, a BTOpBIC TOJIYTH - CO CKOPOCThIo 20 cm/c. Onpenenure CpeaHio CKOPOCTh
Ha BCEM ITYTH, BBIPa3UB OTBET B CM/C.

Pemenue:

Omeem:

3ananue 4.

UYmo u3 nepeyuciennozo Hudce (npu padome Had NPOEKMOM) 6bINOIHAENCA 8 NHOCTIEOHION 0Yepedb?
A) COCTaBUTH TUJIaH MOSCHUTEIIBLHON 3aMHICKU;

b) o6ocHoBaTh BEIOOP 000PYIOBaHMS [IJIsl BBITIOJIHEHUS TPOEKTA;

B) BBIOpaTh MaTepUabl IUTSt ©3TOTOBIICHUS POSKTHOTO U3ICITHS;

I') coOparb nHpOpMaIHIO O BO3MOXKHBIX MYTAX peaanu3aluy MPOeKTa.

Omeem:
3amanue 5.

B cmpoxe omeema 3anumume moawvko yucno. 110 npeactaBaeHHOMY IIJIaHy MEPBOrO 3Ta)Ka YaCTHOTO
JI0Ma OIIPEAETUTE

- KOJIMYECTBO OAHOK KPACKH JIJIsl IOTOJIKA B MIOMEIIEHUSAX (M3BECTHO, YTO OJTHOM OaHKM XBaTaeT Ha 4 M2)

- ¥ KOJIMYECTBO KPACKH ISl BHYTPEHHUX CTEH (I[BET CTEH BO BCEX KOMHATaX MPEIyCMOTPEH OJIMH; PacX0]l
KpacKH TaKo# ke, KaKk U Ha TIOTOJIOK). BeicoTa momenienwii 2,5 M; pa3mepamMu OKOH | JIBepel IpeHeOpeyb.
Pemenue
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Omeem: _JJId IOTOJIKA - 0aHOK KpacKu_, JJId CTEH - OaHOK KpacKu_ .

3amaunue 6.

VYkaxute HoMep craThu YK PO, onpenendromei Haka3aHue 1JI HEIPaBOMEPHOIO JOCTYTA K
KOMITHIOTEPHOW UH(POPMAIIUH.

Omeem:

3ananue 7.
Pacmonoxwure stamsl cyber Kill-chain B mpaBuisHOM mopsike:

Exploitation
Delivery

Installation
Weaponization
Command & Control
Actions on Objective
Reconnaissance

EMMOO®»

Omeem:



3ananue 8.
Bri6epute ysa3sumocts UC, mpuHamiexanyro Kinaccy “ys3BUMOCTH B mpukiagaoM [10”:

a) SQL umabekius B PHP koxe caiita
b) Vsssumocts sapa OC
C) VYsa3BHMOCTB yaanéHHOrO BhIMONHEHHS Koaa B mpoaykre Microsoft Office Word

Omeem:

3amanue 9.
CKOJIBKO OUT COAEPKUT OJIMH OJIOK TaHHBIX, 3alIM(PPOBAHHBIA anroputMoM “Ky3zneuunk™?

Omeem:

3amanue 10.
Kpunrocroexk i anroputm mudposanus DES ¢ kmodom mmnoit 64 6ut? (Ja/Her)

Omeem:

Samanme 11.

OumuHr ocTaéTcst OAHUM U3 HanboJliee pacpoCTpaHEHHBIX CIOCOO0B aTaku. BriGepurte kateropuro
METOJIOB IKCIUTyaTallH, K KOTOPBIM OTHOCUTCS (DUIIIHHT:

a) CouunanbHas UHKEHEPHS
b) Web-ys3sumocts
C) Vs3BUMOCTSH crieruanu3upoBantoro [10

Omeem:

3ananue 12.
Kakue u3 HIDKenepeyrciIeHHbIX TEXHUK oTHOCATCs K “Persistence” (TA0003, Mitre ATT&CK)?

a) Browser Extensions (T1176)
b) Account Manipulation (T1098)
c) Drive-by-Compromise (T1189)

Omeem:

3aganue 13.

Crenyromas ctpoka Obuia 3amu@poBaHa ¢ HCIoIb30BaHKeM mudpa Bwkenepa (kimou: OLY MP):
“FTETIOYQITF”. Pacumudpyiite e€.

Omeem:

3aganue 14.

Kaxkoii ¢aitn comepxut xa1u napodeid nonp3osareneit B OC Debian? (B oTBeTe ykakuTe MOTHBIH MYTh 10
¢aiina)

Omeem:



3amanue 15.
Omnumute cnocoOs! 3ammTel SSH (3 crocoba).

Omeem:

3ananue 16.
[TpeioxuTe criocoObl 3aUThl BeO-TpUIIoKeHus 6e3 MoIu(pUKAIIMK €ro HCXOJHOro Koja (3 cnocoba).

Omeem:

Samanue 17.

Omnpenenure yss3BUMOCTH CISAYIONIETO parMeHTa UCXOTHOTO Kojia BeO-cTpanuibl Ha PHP u npennoxure
UCIpaBJICHUE:

<?php
include ‘./helpers.php’;
if(is_user_authenticated()) {

echo ‘Username: ‘. $_GET[‘username’];

ks

7>

Omeem:

3amanue 18.
Onummre croco6 skcrryatanuu SQL WHbEKIAH TS TOJTYYIeHUS JaHHBIX W3 0a3bl IAHHBIX TI0 IIaram.

Omeem:

3ananue 19
Onumire coco6 ataku Ha npotokon Juddu — Xemnmana.

Omeem:

3amanue 20.

Onuimre COBpeMEHHBIN U HaJIEKHBINA CIIOCO0 XpaHeHUs MapoJieil moib3oBaTenel (Ha3BaHUe aIropuTMa,
IIPUYNHA CTOMKOCTH).

Omeem:



