IIpakTHyeckoe 3ajaHue VISl PErMOHAJIBHOI0 3TANA BCEPOCCUHCKON 0JIMMIINAbI
IIKOJbHUKOB 10 TeXHOJa0Tuu 2023 — 2024 y4eOHbIii rojg
IIpopuns «MHpopMannoHHas 0€30IACHOCTD)
10 knacc

TemaTuku 3agaHuil

B Type HEoOX0IMMO pemnuTh KaKk MOXHO OoJible 3amaHuii. Habopel 3aqanmii OpUEeHTHPOBAHBI Ha
KOMILJIEKCHYIO ~ OLIEHKY HaBBIKOB YYaCTHUKOB  3aKJIIOYMTEIBHOTO Typa UM  OXBaThIBalOT
MIEPEYUCIIEHHBIE HIKE TEMBI:

1. PeBepc (aHamM3 UCXOAHBIX TEKCTOB KOMIBIOTEPHBIX IPOIPAMM)

2. Web (mouck yss3BUMOCTEH Web-TIPHITI0KEHHH)

3. Forensics (mMouck cienoB HHIUACHTOB HHPOPMAIIMOHHOI 0€301TaCHOCTH)

4. Linux\Unix (HaBBIKA aIMHHHUCTPHUPOBAHUSI OTIEPAIMOHHBIX CHCTEM )

5. Anamu3 Tpaduka

6. Cpenctra 3anuTsl nHbopMaruu (C3H1).
IIpumeyanus:

Onenka 3amanuii (kpome tematuku C3UW) mnpousBoauTCS aBTOMATHYECKH N0 (PAKTy
pa3MelieHus] y4acTHUKOM B TIOJIE JJIsi BBOJA KOPPEKTHOTO (iara — CTPOKH OMPEIEIEHHOTO BHA
(mrabnon OymeT O3BydYeH Iepei] HAdajaoM Typa), AOCTYIl K KOTOPOMY SBJISIETCSA HWHIUKATOPOM
YCIIEIIHOTO peuIeHUs 3a1aHus.

Ouenka 3amanuii no Ttematuke C3UM mpouw3BOAMTCS OpraHu3aropaMH Ha OCHOBAHUHU
MIPEIOCTABJICHHBIX yYaCTHUKaMH (ailsioB.

MakcumanbHO BO3MOXKHOE YHCIIO OAJIIOB 3a MPaKTUYECKUid Typ — 35 6asuios.

HudpacTpykTypa yyacTHUKA
1. Ha 1K yyacTHMKa OJMMIUAJbI J1OJKEH OTCYTCTBOBATh JOCTYII B ceTh “UMHTEepHET” .
2. Ha IIK yyacTHUKa ycTaHOBIEH runepsusop VirtualBox!.
3. YuacTHUKY mpefocTaBisieTcsi o0pa3 BUPTyallbHOM MAalIMHBI C HEOOXOJMMBIM IPOrPaMMHBIM
obecrieueHreM I peuieHus 3alanuil. BupTyanbHyr0 MallliHy y4yacTHHKA TpeOyeTcsl 3ayCTUTh 0
Hayasa IpakTUYeCKOTo Typa.
4. Ha cepBepe opraHu3aTopoB 3amycKaeTcsi BHpTyajbHas MamuHa c Ilmardopmoit ¢ 3amaHusimu,
KOTOpasl HUCHOJNb3yeTcs Ui pelIeHUs BceX 3aJaHui, Kpome 3agaHuii mo pabore c¢ C3MU.
Pazeepmuieanue Ilnamghopmer 0na Kaxcooco kKnacca npou3zBOOUMcA HENnOCPeOCmEeHHO20
opzanuzamopamu He panee yem 3a 1 0env 00 nposedenus npaxmuyeckozo mypa. BupryanbHas

MalirHa C HnaT(bopMoﬁ TAaKXC OOJI2KHA OBITh AOCTYyIIHA 110 JIOKAJIbHOM CETH C MaIlliH Y49aCTHUKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Ans 3arpy3ku y4acTHHKamMH (paidioB (CKPHHIIOTOB, CKPHUIITOB, KOH(MUTYpAIIMOHHBIX (DaiiiioB U
T.I.), TOJATBEPXJAIOMIMX BBIMONHEHHE 3amaHuii Tematuku C3U, opranuzatopsl MpenoCTaBsT
MEXaHU3M HHIUBUAYAIbHON 3arpy3kud 3TUX (ailioB (MHIMBUAYaJbHBIC MANKA C MEPCOHAIHHBIM
JOCTYIIOM JUJIsl KayKJIOTO YYaCTHHUKA).

Oo0uue TpedoBanus
1. Jlo Hayanma mpakTHYeCKOro Typa HeoOxomumo obecreunth goctyn ¢ [IK ydacTHMKOB K
[Tnardpopme ¢ 3amanusmu, pa3BepHyToil Ha cepBepe. Ha skpanax I[IK yuacTHWKa JNOJKHBI OBITH
BBIBEJICHBI OKHA PErucTpalyy Ha IaTdopme ¢ 3aJaHUsIMU.
2. llocne crapra NpakTHYECKOTO Typa, YYAaCTHUK JIOJDKEH BBINOJIHATH 3a/JaHUsl TOJHOCTBIO
CaMOCTOSITENIbHO. 3afaHusl pacnoiokeHbl Ha [Inargopme. IlporpamMmmHbIil HHCTpYMEHTApU A UX
peleHus TOCTYNeH Ha BUPTyalbHbIX MamuHax Ha [IK ygacTHHUKOB.
3. [1o oKOHYaHWY pelIeHus 3aJaHIi YIACTHUK OJIMMITHAIBI MOXKET MMOKHHYTH ayTUTOPHIO.
4. Haiinennbie dmaru (kpome 3amanuii C3U1) BBogsTcs Ha [Tnatdopme. KommuecTBo momsITok BBOIA

(bnara He orpaHMYeHO. 3a OMMMOO0YHO BBEACHHBIN (pyiar 6ayIbl HE CHIKAIOTCS.

Tectosbiid CTFd BCOLL

Challenges

QopeH3unka

web

Pucynok 1 — npumepHsIil Bua 3xpanHoro unrepdeiica [lnathopmsl ¢ 3ananusmu

ITopsimoxk nmpoBeneHus
JUTUTENbHOCTh MPAKTHYECKOTo Typa (BBIMOJIHEHHE MPAKTHUYECKUX 3aJaHuil) s ydacTHUKOB 10
kiacca cocranisger: 180 munyt (6e3 yueta nepepriBoB). B ciydae oOHapyxeHHs HEUCIPAaBHOCTH B
00OpyZI0BaHNY, BO3HUKIIIEH HE 10 BUHE YYaCTHHKA, 110 PEIICHUIO HAaOMIoaaTessl JaHHbIA y4aCTHUK
MokeT nepecectb Ha pesepBHbId [IK. Bpems, 3aTpadeHHOe Ha BBISBICHME U YCTPAaHEHUE TaKOMH

HCUCIIPABHOCTHU KOMIICHCUPYCTCA.



Hlugp yuacmnuka

KapTa OLHCHKH YYAaCTHHKA PErUOHAJIBHOI0 3Tala — 10 knacce

Ne TemaTuka 3aganus Kpurtepun oneHku Bcero Banabl no
3aaHus 0a/10B ¢pakTy

1. Linux\Unix (misc) | ®akt pa3memeHus Y4YacTHUKOM B 1
T0JI€ 1715l BBOJIa KOPPEKTHOTO (hiara

2. Linux\Unix (adm) | ®akT pa3menieHus YYaCTHHKOM B 2
TI0JI€ JIJIsl BBOJIa KOPPEKTHOTO (hyiara

3. Forensics @akT pa3MeIIeHUsT YYaCTHUKOM B 3
T0JI€ 1715l BBOJIa KOPPEKTHOTO (hyara

4. Web @akT pa3MeIIeHHsT yYaCTHUKOM B 3
T0JI€ JIJIsl BBOJIa KOPPEKTHOTO (hyara

5. Web dakT pa3MenieHUs YYACTHHUKOM B 5
oJie ISl BBOJa KOPPEKTHOTo (hiara

6. Reverse ®dakT pa3MenieHUs YYACTHHUKOM B 3
oJie ISl BBOJIa KOPPEKTHOTo (hiara

7. Reverse @akT pasMelIeHUS YYaCTHUKOM B 5
ToJie [T BBO/Ia KOPPEKTHOTO (hiara

8. Reverse (pwn) @dakT pa3MelleHus Y4YaCTHUKOM B 6
ToJie [T BBO/Ia KOPPEKTHOTO (hiara

9. C3n Kpurepun OLIGHKM TIpUBENEHBI B 2
3aJJaHUN

10. C3U + Anaim3 Kputepun oueHKd NpUBEACHBI B 5

Tpaduka 3aJlaHuU

X

35




3aganus

Linux\Unix (misc) - ¢renika Bo3MoKHOCTEIH

OOBIKHOBEHHBIN TUHEHPKEp JIIOTHK HATKHYJICS HA 0€300HTHO BBITJISIBIBAIOIIYIO 3 OJyBAHYUKOB
¢nemky. "BECIIJIATHO" - moxyman JIFOTHK, HO OKa3aJ10Ch, 9TO 3TO HE MPOCTO (hIeIKa, a IeITbli
OyJIBDKHUK IU(POBBIX TaifH, OCTABICHHBIN Ha MaMsITh HEKMM 3araJi0ouHbIM 4apoJieeM, KOTOPbIH
PELIII 3aMyTUTh TaKYIO 3araJIouHyI0 UIPY Ha BBIY)KHBAaHUE KJIFOUa JOCTYIIA, YTO caM Obl B HEll He
CTIPaBWIICSA. .. TYT He 000UTHCH 0€3 YEeKaHHOW MOHETHI.

[lenb paGoOTHL: MOJydeHUE NOCTYNA K (haary

Htor paGoThl: NOTYyYUTH TOCTYN A0 (hiaara

Kputepuii orieHkH: peoCTaBiIeHNE MPABHIIBHOTO (priara

PexomentyeMble IpeaycTaHOBIeHHbIe yTHIUTHL: bash, python

Linux\Unix (adm) - ssh postexploiatation

Ha oxnom u3 Be6 cepepoB Kpemoctu Craporo Mopst 3aMeTHIIN MOI03PUTENBHYIO0 aKTHBHOCTB -
Ternepb TaM OOUTAIOT YyAOBHIIA... BCKOPE YUETKU BCEX, KTO BXOJIUII 0 ssh Ha cepBep 0Kazaauch
B3JIOMAaHBI - 4TO ke mpousonuio? JIjis pemeHus 3aganus HaiauTe (Giaar B CKOMIPOMETHPOBAHHOM
cUCTEME

[{enb paOOTHI: MCCIIEOBAHKUE JJAMITA CUCTEMBI
Htor paGoTel: HaliTH (py1ar B CKOMIIPOMETHPOBAHHON CUCTEME

Kputepuii olleHKHU: IpeJ0CTaBIeHNE KOPPEKTHOTO (haara

PexomentyeMble IpeaycTaHoBIeHHbIe yTrauThL: bash, python

Forensics - ransome lab incident

OuepenHol 3aKa3... y HAIllero KJIMEHTa — KyIla JUMb JAyOiIuKaT 3a4apOBaHHOW CHCTEMBI ... BCE
CBUTKU 3aTeMHeHbl MmarudeckuMm mmudpom... [IOMOI'MTE mue pacmmdpoBarh TaMHCTBEHHBIH

NepraMeHT € pyHaMH HA Ha pa60qu CTOJIC.
! !eJ'IL [za6OTBIZ HCCICOAOBAHUEC JaMIla CUCTCMBI

Htor paGoThl: MOTYYUTH TOCTYI 10 (h1ara (ONpereNuTh JIOTUKY HIU(PPOBABIIMKA U AU (POBATH

Gaiin)

Kputepwii olieHKH: IMPEAOCTAaBJICHUE KOPPEKTHOTO (bJ'IaFa.




PexomMenryemble npeaycraHoBiieHHbIe yTiianuThl: bash, python

Web - Bcé mo maodaony

Otmen pa3pabOTKH HCCIENOBATENILCKOTO IEHTpa ApeTy3sl MHUIIET pealn3alio OaHKOBCKOTO
npoueccuHra Ha Oepecrte. J[aHHOW MHHOBAallMOHHOM TEXHOJIOTMM OCTAJIOCh JIMIIb HPONTH BCe
HEOOXO/MMBIE ayIUThl 0€30MacHOCTHM dYTOOBI €€ Hayal MCIOJIb30BaTh MOAHBIM HoBHrpanckuii
cTapTa.

[{ennb paGoTHI: MCCIEOBAHKE JIOTHKH PaOOTHl Web-IIPUIOKEHHS U MTOJIydeHHEe AOCTYyMa K (iary

Htor paGoThl: NOTYyYUTH TOCTYN A0 (hiaara

Kpurepuii orieHk#: npeocTaBieHue KOPPEKTHOTO uiara

Pexomen tyemMblie TpeaycTaHOBICHHBIC YTHIUTBL: Burp Suite, python

Web - no pparmenram

IMocne Toro, kak I'epanbT w3 PuBum ycremHo moGeauin MOHCTPA, MOSBHIOCH HOBOE HCIIBITAHUE —
B3JIOMAaTh CHCTEMY JPEBHUX MaroB, IIOCTPOECHHYIO HAa CTPYKTYPUPOBAHHOM XPAaHWUIIHIIE JaHHBIX, TJ1€
10 HEKOTOPBIM TIPE/ITOJIOKEHHUSIM, XPAHUTCS BakHast HH(popManwms o [IpeanasHaueHun.

Bamra muccusi 3aKIFO4aeTcsi B TOM, YTOOBI MPOJKCILTYaTHPOBATH MOTCHIMATBHBIC YSI3BUMOCTH B
00x0/ie OrpaHUYCHHI BBOJA JAHHBIX, KOTOPhIE MOTYT MMO3BOJHTH U3MEHSATH CTPYKTYPY 3ampocoB K
3TOMY XpaHuuiny. [IoMHHTE, YTO BebMAaKy IOJIC3HO HE TOJIBKO 3HATh, KAK B3aHMMOJICHCTBOBATD C
’KUBBIMH CYIIECTBAMH, HO M KaK B3JIOMaTh CHCTEMbI 0€3 HCIOJB30BaHUs TPAJAUIHOHHON sql-
HUHBEKIHH.

! !eJ'IB [236OTI)IZ HCCICOA0OBAHUC JIOTUKHU pa6OTBI Web'HpI/IJ'IO)KeHI/Iﬂ " IIOJIYYCHHUC JOCTYIIa K (bnary

Htor paGoThl: MOTYyYUTH TOCTYH A0 (hiaara

Kputepuii olleHKHU: IpeI0CTaBIeHIE KOPPEKTHOTO (hara

PexoMenryemble MpeaycTaHoBICHHbIC YTHIANTRL: Burp Suite, python

Reverse - stack here

Z[axce CHJIaMH CTYACHTOB aKaJCMHUU ApTy3a HC OCTAHOBUTH OHTOT I/IMl'IOpTOSaMeI_I_[aIOI_HI/Iﬁ BUXPb
Marvv - 1nepcia HaMu O‘leCI[HOﬁ TECTOBBIHN CTCHA, 3QJIUTHIH CUSHUEM APTYMCHTOB. HpOBCpI/IM KCE,
HACKOJIBKO 6630HaCHO BCC B OTOT pas...

Benpmak ['epainbT, ero yuenuna Llupu u cnyrauna Mennudep BHUMATENbHO H3y4alOT MaruyecKyro
KOHCTPYKIHMIO. Xa0THUYHO MepLaloIlie pyHbl Ha KaMEHHOU OalllHe CpeAy He NMpe/BEelIaloT HUYEro
xopouero. Ho HammM reposiM He BIIEPBOM CTAIKUBATHCS C HEU3BECTHOCTHIO U ONIACHOCTBIO.



[Tonkmrouenue K cepBUCy ocyliecTBisieTcs: yepes netcat: "'nc <IP> <PORT>" IP aapec u nopt
MOSIBIIIFOTCS TIOCJIE TIOAHITHE UHCTaHCa 3aJaHusl.

[{enb paOOTHL: MCCIIEOBAHUE JIOTHKH PaOOThI MPOrpaMMbl

HTor paboThl: ONIPEaeTUuTh YSI3BUMOCTh B ICXOTHOM KOJIE, MMOKCILTYaTHPOBATh ITY YSI3BHUMOCTD,
MIOJIYYUTh JOCTYII K (priary

KpuTepuii OIICHKHU: TIPEIOCTABIICHUE KOPPEKTHOTO (hara

Pexomentyemblie npeaycranoBiennsie yruauThel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
ltrace, objdump, readelf

Reverse - crackme

HIkonsHuna-senpMa 3 Hosurpama, Mapraputa, obHapyxuna B "BunorpagHom CoooOuiectse"

CBHUTOK C IIPOrpaMMOM-3aKJIMHAaHUEM Ha 3aXBaT BJIACTU. bBIBIIMH Biajesnel CBUTKA UCYE3, TOITOMY
eil mpunercs pa3o0parbes B ApeBHEN MporpaMMHONM Maruu camoctostensHo. K cuacTelo, miKkosia B
Jlomuu yxe TaBHO 00y4YaeT TaKUM HaBBIKaM.

[{enb paboOThI: MCCeA0BaHNE JOTHUKH pabOThl MPOrpaMMBbl

Htor paGoThl: ONpeAeTUTh JIOTUKY padOThl IPOTPaMMbI, OJYYUTH TOCTYH K ¢uiary

Kpurepuii orieHKH: mpeocTaBiIeHHE KOPPEKTHOTO rara

Pexomenyemblie npeaycranosiennsie yruauThel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

Reverse (pwn) - ptr

Tanuei koa ig aktuBanuu BenpMmaubero 3uaka Urau - HOJIb HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb. Ilpennoxenusiit koa aeiictBoBan ¢ 1060 o 1127 roxn, B anoxy Benukoro Beapmaxa.
Opnnako I'epanbT 1 Hupu poaunuck eme no3xe, B 1290 romy, 1 3TOT KOJI, K COKAJICHUIO, 11 HUX HE
nmogxoaut. Ilomormre HammMm  benomy Bonky wuw JlacTouke  pacKphITh  CEKPETHYIO
MOCJIEIOBATENIHOCTh U aKTHUBUPOBATh 3HAK WrHW, 4TOOBI CracTd MHp, MU3YyBEUCHHBIH BONHON C
Hunbsdraapgom.

[TonkmroueHue Kk cepBUCy ocyliecTBiseTcs yepes netcat: "'nc <IP> <PORT>" [P agpec u nopt
MOSIBJISIFOTCS TIOCJIe MOAHATHE WHCTAHCA 3a/IaHusl.

ﬂeJ'IL [236OTBIZ HCCICIOBAHUC JIOTHUKHU pa6OTBI nporpaMmaI

Htor paGoThl: ONPENeTUTh YSI3BUMOCTh B HCXOJJHOM KOJI€, TOIKCIUTYaTUPOBATh 3Ty YSA3BUMOCTb,
MOJIyYUTh JOCTYH K (rary

Kputepwii olieHKH: IpeaOCTaBJICHUC KOPPEKTHOT'O q)nara




Pexomentyembie npeaycranoBiennsie yruauTbel: gdb, ghidra, rizin, cutter, python3, pwntools, strace,
Itrace, objdump, readelf

C3MU - just nginx

I'epanbt 13 PuBun nomnyuaer HoBoe 3ananue. CereBoit jeMoH NGINX ysa3um s Cun 3na, Hy)KHO
€ro MPOaHAIM3UPOBAThH U UCTIPABUTH YA3BUMOCTH B KOH(HUTre. DTOT 3aKa3 moTpedyer ot Benpmaka
3HaHUH B KOJMHTE. .. IOMOTHTE | epaabTy BHIIOIHUTH MUCCHIO.

[{enb paboOThL: ONpeeseHre U UCIIPAaBIEHUE YSI3BUMOCTH B KOH(PUTypalluy nginx

Utor paloTsl:
3arpy3ure B IIpelocTaBlIeHHbIe (popMmbl 2 (aiina:

1. TekcTOBBIN (paii c omMCaHUEM YA3BUMOCTH
2. UCTIpaBJICHHBIN KOH(DUTypallMOHHBIN (aiin

Kpurepuu onesku:

» KoppekTHo onpezeneHa ya3BUMOCTb - 1 Gain

* KoppekTHo nucnpasieH KoHQUrypalmoHHbIN ¢aiin - 2 6anna

* HE koppekTHO omnpeneneHa ysa3BUMOCTh - MUHYC 1 6arn

* OTCYTCTBYET ONMCaHUE yI3BUMOCTH - MUHYC 0.5 Oamna

AHajm3 Tpapuka

Ha Ckesutire mpor30IILIO YTO-TO CTPAIIHOE, OXHAKO BCE YTO OCTANOCh VeHHH(pAp 1 MBIIIOBYpY Is
MPOBEJIEHUS] AKCHepTU3bl - 3amuch Tpaduka. [lomorure wyapozeiike u Jpyuay HpOBECTH
pacciefoBanue Aa0bl IPEIOTBPATUTh MOJ0OHBIE MHIUACHTHI B OyaymieM. [[1s sToro: ompenenute
IP-anpec arakyromiero, ompenenuTe THN aTakd, CO3JaiiTe mMpaBwiia iptables st mpemoTBparieHus
AHHOU aTaKH.

Pemenne pasmectute B ceTeBOM Mamke, MpoayoJMpyiTe Ha paboueM crtosie Bamiei BHpTyalbHON
MalIHbl y4acTHHKA.

BAYKHO: [P-anpec aTtakyiomiero - WHJAMKATOp pEIISHWs 3aJaHus, pPalboThl YYaCTHUKOB,
HEKOPPEKTHO \ He ONPEISTUBIINX €r0 - He MOJUIeKAT TaIbHEHIIIeH mpoBepke!

Lenbpto paboThl sIBISETCS LEMOYKU MpaBui iptables masi OJOKMPOBKU aTaku, MPEACTABICHHOW B
UCCIeTyeMOH 3amucu Tpaduka.

[Ipu sToM TpeboBaHus K MpaBuily iptables:

1. B xadecTBe Ha3BaHUS LEMOYKH MPABUII - YKAKUTE MPEIoiaraeéMblil BUI aTaKu

2. YKaxuTe MpeAeNbHOe YUCIIO MaKeTOB B €AMHHUILY BpeMEHHU (MakeThl OyIyT MPOXOAUTH MPABUIIO
TOJIBKO TMOCIIE TIPEBBIIIICHUS OTPAaHUYEHHs) paBHBIM | B CEKyHITY

3. YKaxkuTe MakCUMalbHOE 3HAUEHHE CUETYMKA MAKETOB, MPU KOTOPOM cpabaThIBAET OTpaHUUYCHUE
paBHBIM 2

YcnoBue Ha IOOOIHUTEIbHEIE OaJlIbL:




* ganmmmure shell-ckpunt (.sh) ans 610kupoBKH aTaku - 2 6aia

Htor paboTst:
1. Cnannslii B TecToBytO cucteMy [P-aapec atakyromiero

2. TexcToBslii (haiin ¢ HarMCaHHOW LIENOYKOM MpaBuil
3. shell-ckpunT nmoarpyxatomiuii mpaBuia

Kpurepuu oneHku:

* KoppexTno onpezenen IP-anpec atakyromiero - 1 6aun

* KoppekTHo onpezeneH Bua ataku - 1 6ania

» Coznano npaBwmiio iptables myst GI0KMPOBKY aTaku - 2 6asia

* 3a KaXXJ10€ OTCYTCTBYIOIIee TpeOoBaHue - MUHYC | Oart

* BeimosineHo gort. yciaoBue (.sh ckpunt moarpykaromniuii mpapuia) - 2 6anina




