IIpakTHyeckoe 3ajaHue VISl PErMOHAJIBHOI0 3TANA BCEPOCCUHCKON 0JIMMIINAbI
IIKOJbHUKOB 10 TeXHOJa0ruu 2023 — 2024 y4eOHbIii rojg
IIpopuns «MHpopMannoHHasA 0€30IACHOCTH)
11 knacc

TemaTuku 3agaHuil

B Type HeoOXomuMoO pemmTh Kak MOXHO OoJbline 3amanuii. Haboper 3a1anuii OpueHTHPOBAHBI HA
KOMILJIEKCHYIO ~ OIIEHKY HaBBIKOB YYaCTHUKOB 3aKIIOUUTEJILHOTO Typa M  OXBaThIBAIOT
MIEPEYUCIIEHHBIE HIKE TEMBI:

1. PeBepc (aHamM3 UCXOAHBIX TEKCTOB KOMIBIOTEPHBIX IPOIPAMM)

2. Web (mouck yss3BUMOCTEH Web-TIPHITI0KEHHH)

3. Forensics (mMouck cienoB HHIUACHTOB WHPOPMAIIMOHHOM 0€301TaCHOCTH)

4. Linux\Unix (HaBBIKA aIMHHHUCTPHUPOBAHUSI OTIEPAIMOHHBIX CHCTEM )

5. Anamu3 Tpaduka

6. Cpenctra 3anuTsl nHbopMaruu (C3H1).
IIpumeyanus:

Onenka 3amanuii (kpome tematuku C3U) npousBoAMTCS aBTOMATUYECKH MO (akTy
pa3MenieHus] y4acTHUKOM B TOJIE Ul BBOJIA KOPPEKTHOIO (pyiara — CTPOKU OMPEIENIEHHOTO BUIa
(mrabnoH OyaeT 03By4YeH Iepea HavyajloM Typa), JOCTYNl K KOTOPOMY SIBISIETCS HHAMKATOPOM
YCIIEIIHOTO peuIeHUs 3a1aHus.

Ouenka 3amanuii mo tematnke C3U mpous3BOAMTCA OpraHuM3aTOpaMyd Ha OCHOBAHUHU
MIPEIOCTABJICHHBIX yYaCTHUKaMH (ailsioB.

MakcumanbHO BO3MOXKHOE YKCIIO OaJTOB 3a MPaKTUYECKUi Typ — 35 6asuios.

HudpacTpykTypa yyacTHUKA
1. Ha 1K yyacTHMKa OJMMIUAJbI J1OJKEH OTCYTCTBOBATh JOCTYII B ceTh “UMHTEepHET” .
2. Ha IIK yyacTHUKa ycTaHOBIEH runepsusop VirtualBox!.
3. YuacTHUKY MIpenocTaBiseTcs o0pa3 BHPTYaJbHOM MAaIIMHBI ¢ HEOOXOAMMBIM MPOTPAMMHBIM
obecrieueHreM JUTsl pelieHus 3alaHuii. BupTyanbHyro MaliiHy y4yacTHHKA TpeOyeTcs 3amyCTHTh J10
Hayasa IpakTUYeCKOTo Typa.
4. Ha cepBepe opraHuzaTopoB 3allyckaeTcs BUpTyaibHas MamuHa ¢ [Imatdopmoil ¢ 3amanusMmuy,
KOTOpasl MCHOJb3yeTCsl JJsl pelIeHus BceX 3aJaHui, KpoMe 3amaHuii mo pabore c C3U.
Pazeepmuieanue Ilnamgpopmer ona kKaxcoozo Knacca npou3e00UmMcsa HeENOCPeOCHEEeHHO20
opzanuzamopamu He panee yem 3a 1 0env 00 npoeedenun npakmuueckozo mypa. BuptyaibHas

MalirHa C HnaT(bopMoﬁ TAaKXC OOJI2KHA OBITh AOCTYyIIHA 110 JIOKAJIbHOM CETH C MaIlliH Y49aCTHUKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Jlnsg 3arpy3ku ydacTHHUKamMH (aiyioB (CKpHHILOTOB, CKPUIITOB, KOH(MUTYPAIIHOHHBIX (ailjioB U
T.I.), TOATBEPXKJAIOMIMX BBIMOJIHEHHE 3amaHuii Tematuku C3W, opraHu3aTtopsl NpEIOCTABST
MEXaHU3M HHIUBUAYAJIbHOU 3arpy3K 3THX (ailiioB (MHIMBUAYaJbHBIC MANKU C TEPCOHAIBHBIM
JOCTYIIOM JUJIsl KayKJIOTO YYaCTHHUKA).

OO0uue TpedoBanus
1. Jlo Havajma mpakTHYECKOTO Typa HeoOxomumo obecneuuth poctyn ¢ [IK ydacTHHKOB K
[Tnardopme ¢ 3amanusiMu, pa3BepHyToil Ha cepepe. Ha skpanax [IK ydacTHHMKa OJDKHBI OBITH
BBIBE/ICHBI OKHA PETUCTPAIMU Ha IiaT(opMe ¢ 3aJaHHSIMH.
2. Ilocnme crapTa HpakTHYECKOTO Typa, YYAaCTHHUK JOJDKEH BBINOJHATH 3a/aHUsl IOJHOCTBHIO
CaMOCTOSITENIbHO. 3ajjaHusl pacnoioxkensl Ha [Tnardopme. [IporpaMMHbIi HHCTpYMEHTapHUM A UX
peleHus TOCTYNeH Ha BUPTyalbHbIX MamuHax Ha [IK ygacTHHKOB.
3. [1o oKOHYaHWY pelIeHus 3aJaHIi YIACTHUK OJIMMITHAIBI MOXKET MMOKHHYTH ayTUTOPHIO.
4. Haiinennsle ¢uaru (xkpome 3amanuii C3U) BBomstcs Ha Ilnatdopme. KonmuecTBo mombITOK

BBOJIa (py1ara He OrpaHUYCHO. 32 OITMOOYHO BBEJACHHBIN (pyiar OaJljIbl HE CHIDKAIOTCS.

Tectoseii CTFd BCOLL

Challenges

DopeH3uka

Pucynok 1 — npumepHsIil Bua 3xpanHoro unrepdeiica [lnatdopmsl ¢ 3ananusmu

ITopsimoxk nmpoBeneHus
JUTMTENBHOCTh TMPAKTUYECKOrO Typa (BBIMOJHEHHE NMPAKTUYECKUX 3aJaHMid) Jjas ydacTHHKOB 11
kiacca cocrapiser: 180 Munyt (6e3 yuera nepepbsiBoB). B ciyyae oOHapyXeHHs HEUCIIPAaBHOCTH B
00OpyZI0BaHNH, BO3HUKIIEH HE 10 BUHE Y4aCTHHUKA, M0 PELICHUIO HaOItoaTessl JaHHbIH yYaCTHUK
MOKeT rnepececTb Ha pezepBHbI [IK. Bpems, 3arpaueHHOe Ha BBISBIEHHE U YCTpaHEHHE TaKOi

HCUCIIPAaBHOCTHU, KOMIICHCUPYCTCA.



Hlugp yuacmnuka

KapTa OLHCHKH YYAaCTHHKA PETUOHAJIBHOI'0 3Tala — 11 kaace

Ne TemaTuka 3aganus Kpurepun onenku Bcero Banasl mo
3aaHus 0a/10B ¢pakrTy

1. Linux\Unix (misc) | ®akr pa3memeHus y4acTHUKOM B 1
T0JI€ 1715l BBOJIa KOPPEKTHOTO (hiara

2. Linux\Unix (adm) [ ®akt pa3memieHuss YY4acTHHKOM B 2
T0JI€ IJIsl BBOJIa KOPPEKTHOTO (hyara

3. Forensics @akT pa3MelieHus] YYaCTHUKOM B 3
T0JI€ 1715l BBOJIa KOPPEKTHOTO (hyara

4. Web @akT pa3MeleHusT YYaCTHUKOM B 3
oJie ISl BBOJIa KOPPEKTHOTo (hiara

5. Web @akT pa3MelieHusT YYaCTHUKOM B 5
oJie 1Sl BBOJIa KOPPEKTHOTo (hiara

6. Reverse @akT pa3MelieHHsT YYaCTHUKOM B 3
oJie ISl BBOJIa KOPPEKTHOTo (hiara

7. Reverse @akT pa3MelIeHUsT YYaCTHUKOM B 5
TH0JIe 7Sl BBO/IA KOPPEKTHOTO (hrara

8. Reverse (pwn) @®akT pa3MeuleHus] YYaCTHHUKOM B 6
T0JIe 7Sl BBOJIA KOPPEKTHOTO (hiara

9. C3n Kpurepun OLEHKM TpUBEIEHBI B 2
3a7aHUH

10. C3U + Anaim3 Kputepun oneHku mpUBEACHBI B 5

Tpaduka 3aJlaHUU

z 35




3aganus

Linux\Unix (misc) - ¢renika Bo3MoKHOCTEI

OOBIKHOBEHHBIN TUHEHPKEp JIIOTHK HATKHYJICS HA 0€300HTHO BBITJISIBIBAIOIIYIO 3 OJyBAHYUKOB
¢nemky. "BECIIJIATHO" - momxyman JIFOTHK, HO OKa3aJ10Ch, 9TO 3TO HE MPOCTO (hIIeIKa, a IeITblit
OyJIBDKHUK IHU(POBBIX TaifH, OCTABJICHHBIN Ha MaMsITh HEKMM 3araJ0ouHbIM 4apoJieeM, KOTOPbIH
PELIII 3aMyTUTh TaKYIO 3araJIo4uHyI0 UIPY Ha BBIY)KHMBAaHUE KJIFOUa JOCTYIIA, YTO caM Obl B HEl He
CTPaBWIICSA. .. TYT He 000MTHCH 0€3 YEeKaHHOW MOHETHI.

[lenb paGoOTHL: MOJydeHHUE NOCTYNA K (haary

Htor paGoThl: NOTYyYUTH TOCTYN A0 (hiaara

Kputepuii orieHkH: peoCcTaBiIeHNE MPAaBHIIBHOTO (priara

PexomentyeMble IpeaycTaHOBIeHHBIe yTHIUTHL: bash, python

Linux\Unix (adm) - pam postexploiatation

Ha omnom u3 Be6 cepepoB Kpenoctu Ctaporo Mops 3aMeTHIN TIO03PUTEIBHYI0 aKTHBHOCTh —
Termepb TaM OOHUTAIOT YyJOBHINA... KTO-TO MOXET BXOJIUTh B JIOObIE AaKKAayHThl - 4YTO XKe
npon3onuio? J{s pemeHus 3aganus HaiauTe diar B CKOMIIPOMEHTHPOBAHHOM CHCTEME

[{enb paboOThI: McCIeI0BaHUE 1aMIla CUCTEMbI

Htor paGoTel: HaliTH (py1ar B CKOMIIPOMETHPOBAHHON CUCTEME

Kputepuii olleHKHU: IpeJ0CTaBIeHNE KOPPEKTHOTO (hara

PexomentyemMble peaycTaHoBIeHHbIe yTrauThl: bash, python

Forensics - ransome lab incident

OuepenHO# 3aKas... y HAIIETO KIMEHTa — KyIIa JUIIb TyOJIMKAaT 3a4apOBAaHHOW CUCTEMBI ... BCE
CBUTKU 3aTeMHEHbl MarudeckuM mudpom... [IOMOI'UTE mue pacmmdpoBaTh TauHCTBEHHBIN
MepraMeHT ¢ pyHaMu Ha Ha paboyeMm cToJie.

! !eJ'IL [za6OTBIZ HCCICOAOBAHUEC JaMIla CUCTCMBI

HTor paGoThl: MOTYYUTH TOCTYI 10 (hi1ara (ONpeAeauTh JOTUKY MUu(ppOBANbIIMKA U ASIIHU(PPOBaTh

Gaiin)

Kputepwii olieHKH: IMPEAOCTAaBJICHUE KOPPEKTHOTO q)nara.

Pexomentyemble ipeycTaHOBICHHBIC YTHIUTBL: bash, python



CoxeTtnl B BeOe

Ber oOyuaerech Aperyse, (aHat TpaHcnopTa U He arobute npuwiokeHus? [Ipuaymanu kiaccHbId
KOCTBUIb - JIydIliee U3 000uX MUPOB!

[{esib paboOTHI: MCCIIEOBAHKUE JIOTHKH PAaOOThl Web-ITPUII0KEHHS U MOJTy4eHHEe AOCTYyIa K (iary

Hror paboThl: MOTYyIUTH TOCTYH J0 (haara

Kpurepuii orieHk#: npenocTaBieHue KOPPEKTHOTO uiara

PexomentyemMblie TpeycTaHOBICHHBIC YTHIUTBL: Burp Suite, python

Web - no ommokam Beaenyro

[Tocne Toro, kak I'epansT U3 PuBum ycnemno noGeans MOHCTpa, NMOSBUIOCH HOBOE UCIBITAHUE —
B3JIOMaTh CHCTEMY JIPEBHHUX MAaroB, IMOCTPOCHHYIO Ha CTPYKTYPHUPOBAHHOM XPAaHWJIMUIIE JIAHHBIX,
/1€ IO HEKOTOPBIM MPEANOI0KEHHUIM, XpaHUTCS BakHast nHGopmaiwms o [Ipennaznayenun.

Bama muccus 3akimtodyaercs B TOM, YTOOBI MPOAIKCIUTYaTHPOBATh MOTEHLHUATIbHBIE YSI3BUMOCTU B
00x0J1e OrpaHMYEHUH BBOJIa JAaHHBIX, KOTOPbIE MOTYT MTO3BOJIUTH U3MEHATh CTPYKTYPY 3aIllPOCOB K
sTomy Xpanwiuily. [loMHuTE, 4TO BEAbMaKy ITOJE3HO HE TOJBKO 3HAaTh, KAK B3aWMOJEHCTBOBAThH C
KHUBBIMU CYILECTBAMM, HO M KaK B3JOMaTh CHUCTEMbI 0€3 HCIOJb30BAHUS TPAJULMOHHOM sql-
UHBEKIIHH.

[{enb pabOTHI: MCCIIETIOBAHNE JIOTUKH pabOThl Web-TIPHIIOKEHHS U TIOJTydeHUE JTOCTYIa K ¢uiary

Htor paGoThl: MOTYIHTH AOCTYH 10 (prara

Kputepuii o1leHKHU: IpeJ0CTaBIEHIE KOPPEKTHOTO (hara

PexomMentyemble mpeaycTaHoBICHHbIC YTHINTBL: Burp Suite, python

Reverse - heap

Z[axce CHJIaMH CTYACHTOB aKaJIcMHUU ApTy3a HE€ OCTaHOBUTH I3TOT I/IMHOpTO?»aMeH_IaI-OH_IHﬁ BHUXPb
Marvu - 1nepea HaMu oqepeﬂHoﬁ TECTOBBIN CTCHA, 3aJIUTBIA CUSHUEM ApTrYMCHTOB. HpOBepI/IM XK€,
HACKOJIBKO 0€3011aCHO BCE B DTOT pas...

Bengsmak Fepaan, €ro yucHuuna ]_[I/IpI/I U CIIyTHHULA I/ICHHI/I(bep BHUMATCJIbHO NU3YYAOT MAarn4cCKyro
KOHCTPYKIIHUIO. XaoTHUYHO MCpHAOIIHUE PYHBI HaA KaMEHHOU OallrHe cpeau HE MPEABCIIAOT HUYCTO

Xopouiero. Ho namum T'eposIM HE BHepBOﬁ CTAJIKUBATHCA C HCU3BCCTHOCTBHIO N OITACHOCTBIO.

[Toaxirouenue K cepBHCy ocylecTBisieTcs uepes netcat: "'nc <IP> <PORT>" IP axpec u nopr
MOSIBJISIFOTCS TOCJIE MOJAHATHE NHCTAHCA 3aJaHUS.

ﬂem; [22[6OTBIZ HCCICIOBAHUC JIOTHUKHU paGOTBI nporpaMmaI



HTor paGoThl: ONPEaeTUuTh YSI3BUMOCTh B ICXOJHOM KOJIE, TOKCIUTYaTUPOBATh 3Ty YSI3BUMOCTH,
MOJIyYHUTh AOCTYIH K (rary

KpuTepuii OIICHKHU: TIPEIOCTABICHUE KOPPEKTHOTO (hiara

Pexomenjiyembie npeaycranoBieHHble yruauThl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse - crackme

HIkonsHuna-senpMa u3 HoBurpama, Mapraputa, o6Hapyxuna B "Bunorpamgnom Coobmectse”
CBUTOK C IIPOTpaMMO-3aKJINHaHNWEM Ha 3axBaT BJIAacTU. BbIBIIMIA Blajiener CBUTKa UcYe3, IOATOMY
eil mpuaercs pa3o0parbes B IpeBHEM MporpaMMHOM Maruu camocrostesnbHo. K cyacteio, mKoma B
Jlomuu yxe 1aBHO 00y4yaeT TaKUM HaBBIKAM.

[{enb paboOThI: MCCIE€A0BAHNE JOTMKU padOThI IPOrpaMMBbI
Htor paGoThl: OnpeAeTuTh JIOTUKY padOThl IPOTPaMMbI, OJYYUTh TOCTYH K ¢uiary

Kpurepuii orieHk#: mpeocTaBieHue KOPPEKTHOTO urara

Pexomenjtyembie mpeaycTaHoBiaeHHbIe yTruThl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse (pwn) - free me up

Tanueli xon i aktuBanuu Benpbmaunero sgaka Uram - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpennoxenusiit koa aeiictBoBan ¢ 1060 mo 1127 roa, B snoxy Benukoro
Beapmaka. Opnako I'epansT u Iupu poawnucek eme mno3xe, B 1290 romy, u 3TOT KoA, K
COKQJICHHIO, JUIsl HUX He moaxoauT. Ilomorute HammmM benomy Bonky u JlacTouke packpbITh
CEKPETHYIO TOCIIECIOBATEIFHOCTh U aKTUBUPOBATh 3HAK MrHM, 4TOOBI CriacTh MUP, U3YBECUCHHBIN
BoliHOM ¢ Hunbdraapmom.

[TonknroueHue K cepBUCyY OcyllecTBIAeTcs yepes netcat: "nc <[P> <PORT>" IP aapec u nopt
MOSIBJISIFOTCS TIOCHIE MOAHATHE WHCTAHCA 3a/IaHusl.

! !eJ'IL |za6OTBIZ HCCICAOBAHUC JIOTHUKHU pa6OTBI IIporpaMmbl

HTor paboThl: ONIPEAETUTh YSI3BUMOCTb B UICXOTHOM KOJI€, TO3KCILITyaTUPOBATh 3Ty YSI3BUMOCTb,
MOJIyYHUTh JOCTYH K (rary

Kputepwii olieHKH: IMPEAOCTAaBJIICHUEC KOPPEKTHOTO q)nara

Pexomenyembie npenycranosaennbie yruautel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf



C3MU - just nginx

I'epanbt 13 PuBun nomnyuaer HoBoe 3aganue. CereBoit aeMoH NGINX ys3um i Cuit 311a, Hy)KHO
€ro MPOaHAIN3UPOBATH U UCTIPABUTH YA3BUMOCTH B KOH(HUre. ITOT 3aKa3 noTpedyer oT Benpmaka
3HaHUU B KOJUHTE...TOMOruTe ['epanpTy BBIIOIHUTH MUCCHIO.

[{enb pabOTHI: ONpEIETICHUE U HCIIPABIICHUE YA3BUMOCTH B KOH(PHUTYypaluy nginx

Htor paboTs:
3arpy3ure B IpelocTaBlIeHHbIe (popMmbl 2 (aiina:

1. TekcTOBBIN (paiia c omMCaHUEM YA3BUMOCTH
2. UCTIpaBJICHHBIN KOH(DUTypallMOHHBIN (aiin

Kpurepuu onesku:

* KoppekTHo onpezeneHa ysa3BUMOCTb - 1 Gann

* KoppexTHo ucnpasieH KoHQUrypalmoHHbIN ¢aiin - 2 Ganna

* HE koppekTHO omnpeneneHa ysa3BUMOCTh - MUHYC 1 6armn

* OTcyTCTBYET ONMUcaHue yI3BUMOCTH - MuUHYC 0.5 Oanna

AHajm3 Tpapuka

Ha Ckenure IpoM30IIIo YTO-TO CTPALIHOE, OJHAKO BCE YTO OCTANoch MeHHu(pAp 1 MbIIoBypy
IUI TIPOBEJCHMs HKCIEepTHU3bl - 3amuch Tpaduka. Ilomorure waponeiike u Ipyuay NpOBECTH
paccienoBaHue 1a0bl MPEIOTBPATUTh MOAOOHBIE HHIIMICHTHI B OyaymeM. [lig atoro: onpenenure
IP-anpec arakyromiero, onpeneauTe TUI aTakd, CO3JaiTe MpaBuia iptables st mpeaoTBpameHus
AHHOM aTaKH.

Pemenne pasmecTute B ceTeBOM mamke, IpoayonupyidTe Ha paboueM croje Bamielr BUpTyanbHOM
MalIuHbl y4acTHHKA.

BAXKHO: IP-agpec arakyiooLiero - WHAMKATOD PELIEHWs 3aJaHus, padOThl VYACTHHUKOB,
HEKOPPEKTHO \ HE OIpEIEMBIINX €T0 - HE MOJUIEKAT NAIbHEHIIEN poBepKe!

[enpto pabOTHI SIBISICTCS LIETIOYKHW TpaBui iptables myis OJOKUPOBKM aTaku, MPEICTABICHHOW B
UCCIIEIyeMOH 3amlucu Tpaguka.

[Ipu sTOoM TpeboBaHus K MpaBuily iptables:

1. B xauecTBe Ha3BaHUs LEMOYKU MPABUII - YKQXKUTE MPEANOIaraeMblii BUJl aTaKH

2. YkaxuTe npeneibHoe YHCIO MAaKeTOB B €HHHILY BPEMEHH (MaKeThl OyayT MPOXOIUTh MPaBUIIO
TOJIBKO TMOCIIE TIPEBBIIIICHUS OTPAaHUYEHNS) paBHBIM | B CEKyHTY

3. Ykaxxute MakCUMaJlbHOE 3HAYEHHE CUETUMKA MAaKEeTOB, MPH KOTOPOM CpadaThiBaeT OTpaHUuCHUE
paBHBIM 1

YcnoBue Ha JIONOJIHUTEIbHbIE OalIbl:
* ganumute shell-ckpunrt (.sh) st GiokupoBkU araku - 2 H6anna




Utor paboTsr:
1. Cnannslii B TecToByto cucteMy [P-aapec atakyromiero

2. TekcTOBBIH (hailsl ¢ HAMTMCAHHOM HEMOYKON TPaBHII
3. shell-ckpunT nmoarpyxatomuii mpaBuia

Kpurepuu onenku:

* Koppextno onpenenen IP-anpec atakyromiero - 1 6an

* KoppekTHo onpezeneH Bua ataku - 1 6ainna

» Coznano npaBwiio iptables myst GI0KMPOBKY aTaku - 2 6asia

* 3a KaKJ10€ OTCYTCTBYIOIIee TpeOoBaHue - MUHYC | Oasut

* BeimosineHo gort. yciaoBue (.sh ckpunt moarpykaromniuii mpasuia) - 2 6ania



