IIpakTnyeckoe 3aganue I1J1s1 PeriOHAJIBbHOI0 3TANA BCEPOCCUNCKOU OJIUMITHA/IBI
IIKOJbHUKOB 10 TeXHOJI0ruu 2023 — 2024 y4yeOHbIH roj
Ipopuiab «NUupopmMannoHHass 6€30MACHOCTH»
9 knacc

TeMaTuKku 3a1aHuil

B Type HEOOX0AMMO PEInTh Kak MOXKHO Oonbiie 3agaHuii. HaGopsl 3amaHuii OpueHTUPOBAHBI Ha
KOMIUIEKCHYIO ~ OLIEHKY HaBBIKOB YYaCTHHKOB 3aKJIOUYMTEIBHOIO Typa U  OXBaThIBAIOT
MIEePEYNCIICHHBIE HUKE TEMBI:

1. PeBepc (aHanM3 UCXOIHBIX TEKCTOB KOMIIBIOTEPHBIX ITPOrPaMMm)

2. Web (mouck ys3BEMOCTEH wWeb-TTpriIoKeHui)

3. Forensics (mouck ciie10B MHIIUIEHTOB HHPOPMAIIMOHHON 0€30MacHOCTH )

4. Linux\Unix (HaBbIKK aIMUHHUCTPHPOBAHHS OIEPAIlOHHBIX CHCTEM )

5. Amnanu3 Tpaduka

6. Cpenctpa 3ammtel nHGopmanuu (C3U).
IIpumeyanus:

Ouenka 3amanuii (kpome tematuku C3M) mpou3BOAMTCS aBTOMATHYECKH IO (akTy
pa3MelleHns YYaCTHUKOM B I10JI€ JJI BBOJAa KOPPEKTHOro (hjlara — CTPOKHU ONPEAEIIEHHOr0 BUa
(mabnoH OyAeT O3BYYEH Mepea HavalioM Typa), JOCTYI K KOTOPOMY SIBIISIETCS WHIUKATOPOM
YCIIEIIHOT'O PEIIeHUS 3aJaHus.

Onenka 3amanuii mo Ttematuke C3W mpousBoauTCs oOpraHu3aTopaMH Ha OCHOBaHUU
MIPEOCTaBIEHHBIX YYaCTHUKaMH (paitsioB.

MaxkcumanbHO BO3MOXKHOE YUCIIO 0aJioB 3a MpakTHYecKuil Typ — 35 6asos.

NudpacTtpykrypa yuacTHUKA
1. Ha IIK yyacTHMKa OJIMMIMAJIbI JOJDKEH OTCYTCTBOBATh JOCTYI B ceTh “MHTepHeT” .
2. Ha IIK yuacTHuKa ycTaHOBJIEH runepsusop VirtualBox?.
3. YyacTHHMKY TpefocTaBisieTcsi o0pa3 BUPTyalbHOW MAIIMHBI C HEOOXOAMMBIM MPOrPaMMHBIM
obecrieueHneM AJis pelieHus 3a1aHuil. BupryaipHyio MalMHy y4acTHHUKA TpeOyeTcs 3alyCTUTh 110
HayaJia IpakKTU4YecKoro Typa.
4. Ha cepBepe opraHuM3aTOpOB 3aIyCKaeTCs BUPTyajbHas MamuHa ¢ Ilnatdopmoii ¢ 3agaHusIMU,
KOTOpasi MCHONBb3yeTCsl /i pelleHuss BCeX 3aJaHuil, Kpome 3agaHuii mo pabdore c¢ C3U.
Pazeepmuieanue Ilnam@opmur Ona Kaxcoozo knacca npou3eo0umcsa HenocpeocH 6eHHO20
opzanuzamopamu He panee uem 3a 1 0env 00 npoeedenusn npakmuueckozo mypa. BupryanbHas

MarmmHa ¢ [Inathopmoii Takke 1omKHA OBITH JOCTYITHA IO JIOKAJTBHON CETH ¢ MAIIMH YYaCTHUKOB.

1 https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

5. Inda 3arpy3ku y4acTHUKaMu (ailioB (CKpUHIIOTOB, CKPUIITOB, KOH(UI'YpallMOHHBIX (ailjioB U
T.I1.), NOATBEP)KJAIOLIMX BBINOJHEHUE 3amaHui Tematuku C3M, opraHuzaTtopsl NpPEeJOCTaBST
MEXaHU3M HMHIUBHUAYaJIbHON 3arpy3Ku 3THX (ailyioB (MHIAMBHIyaJbHbIC MANKU C MEPCOHAJIBHBIM
JOCTYTIOM JIJISl KaX/I0T0 yYaCTHHKA).

O01ue TpedGoBaHuUA
1. Jlo Hayama OpakTUYECKOro Typa HeoOxoaumo obecreunts goctyn c IIK ydacTHUKOB K
[Tnatdopme ¢ 3amanusmMu, pa3BepHyTol Ha cepBepe. Ha sxpanax IIK ydacTtHMka HOKHBI OBITH
BBIBE/ICHBI OKHA PETUCTPALMU Ha TIaTdopMe ¢ 3aJaHUsIMH.
2. llocne crapra NPaKkTUYECKOrO Typa, YYaCTHUK JOJDKEH BBINOJIHUTH 3alaHUs IOJHOCTBIO
CaMOCTOSITENbHO. 3a1aHus pacnoioxeHnsl Ha [1natdopme. IIporpamMmmubIil HHCTpYMEHTapuil A UX
pelIeHus 10CTYyIIeH Ha BUPTyasibHbIX MamMHax Ha [1K ygacTHuKOB.
3. Ilo oxOHUaHUU pelIeHUs 3alaHUl YyYACTHUK OJIMMIIMAbl MOXKET TOKMHYTh 8y IUTOPUIO.
4. Haiinennbsie ¢uarn (kpome 3amanmii C3U) BBogsatcs Ha I[lmardopme. KommuecTtBo mombITOK

BBOJIa (h1ara He OrpaHUyYEHO. 3a OMMOOYHO BBEICHHBIN (har 0asibl He CHUKAIOTCS.

TecToseii CTFd BCOLL

Challenges

dopeH3uKa

Pucynok 1 — npuMepHbIii Buj SkpanHoro unrepdeiica [Imatgopmsl ¢ 3agaHusIMu

ITopsinox npoBeneHus
JIMUTEenbHOCTh MPAKTUYECKOTO Typa (BBINOJHEHUE MPAKTUYECKUX 3aJaHMil) ISl YYaCTHUKOB 9
knacca cocraBisier: 180 munyT (6e3 yduera nepepsiBoB). B ciyuae oOHapyKeHUS HEMCIIPABHOCTH B
00opyioBaHUM, BO3HUKIIIEH HE MO BUHE YYaCTHHKA, 110 PEIICHUI0 HaOII0AaTeNsl JaHHBIH y4aCTHUK
MOXeET nepecectb Ha pe3epBHbI 1IK. Bpems, 3aTpayeHHOE Ha BBISIBICHHUE U YCTPAHEHHE TaKOU

HCUCITPABHOCTU, KOMIICHCUPYCTCA.



KapTra oneHKH y4acTHMKA PerHOHAJBHOI0 3Tana — 9 Kiace

HIughp yuacmuuka

Ne Temaruka 3aganus Kpurepuu ouenku Bcero Bajasl o
3a1aHus 0aJL10B paxry

1. Linux\Unix (misc) | ®akT pa3MemieHusi y4YaCTHUKOM B 1
TI0JIE JIJISl BBOJIA KOPPEKTHOTO (hiara

2. Linux\Unix (adm) | ®axkr pa3MelneHuss Y4acTHUKOM B 2
TI0JI€ /171 BBOJIA KOPPEKTHOTO (hara

3. Forensics @akT pa3MelieHHsT Y4YaCTHHKOM B 3
ToJie 711 BBOJIa KOPPEeKTHOro (ara

4. Web @axkT pa3MelleHUs YYaCTHUKOM B 3
ToJse JJ11 BBOJia KOPPEKTHOro (iara

5. Web ®dakT pa3MenieHusT Y4YaCTHUKOM B 5
TI0JIE JIJISl BBOJIA KOPPEKTHOTO (hiara

6. Reverse ®akT pa3MeuieHus: Y4YaCTHUKOM B 3
ToJie 711 BBOJia KOPPEKTHOro (iara

7. Reverse @akT pasMenieHUus YYaCTHUKOM B 5
TI0JI€ /1SSt BBOJIA KOPPEKTHOTO (hiara

8. Reverse (pwn) @akT pa3MelleHHs YYaCTHHKOM B 6
T0JI€ /1St BBOJIA KOPPEKTHOTO (hiiara

9. C3u Kpurepuun oneHku npuBeneHb B 2
3aJaHIH

10. C3U + Awnamu3 | Kpurepun OLEGHKHM IIpUBENEHBI B 5

Tpaduka 3aJlaHUU
b 35




3ananns
Linux\Unix (misc) - ¢gJiemka Bo3MOKHOCTEI
OObIKHOBEHHBIN TUHENKep JIIOTHK HaTKHYJICS Ha 6€3001/JHO BBITJISIBIBAOLIYIO U3 OJyBaHUYUKOB
¢nemky. "BECIIJIATHO" - mogyman JIFoTHK, HO OKa3a10Ch, YTO 3TO HE MPOCTO (priemnika, a menbii
OyNBbDKHMK IUGPOBBIX TallH, OCTAaBJICHHBIH Ha MaMAThb HEKUM 3arajJlouHbIM 4apojeeM, KOTOPbIi
pelInI 3aMyTUTh TaKyIO 3araJJOdyHyl0 UTpy Ha BbIy>KMBaHUE KJIIOYa JIOCTyIa, YTO caM Obl B Hel He
CIIPaBUJICS... TYT HE 000N TUCH O0€3 UEKaHHON MOHETHI.

[lenb pabOTHI: MOJIyd€HHUE 10CTYMA K (prary
HTor paGoThl: MOIYYUTH JOCTYH 10 (uiara

Kputepuii olieHKH: peaocTaBiIeHUe IPaBUILHOIO (uiara

PexomMenayembie npenycraHoBIeHHbIe yTHIUTHL: bash, python

Linux\Unix (adm) - again and again postexploiatation

Ha omnom u3 BeO cepBepoB Kasp MopxeHa 3aMeTusii MOIO3PUTEIHHYIO aKTUBHOCTH - YTO-TO
KUBET HAa HUX... U KOKABIH pa3 Kak aJIMUHUCTPATOpP yCTPAaHSIET CTPAaHHOE IMOJKIIOYEHHE CHOBA
MOSBJISAETCSA, TYT 0€3 CepeOpPSHHOM KOIIKKA He 000NTHCh. Iy pelieHus 3alaHusi HalauTe ¢uar B
CKOMITPOMETHPOBAHHOMN CHCTEME.

[{enib paOOTHI: MCCIIEIOBAHUE 1aMIIa CUCTEMBbI
Htor paboThl: HalTH (par B CKOMIPOMETHPOBAHHON CHCTEME

Kputepuii OIleHKH: IPEAOCTaBICHHE KOPPEKTHOTO uiara

PexomMenayembie npenycraHoBiieHHbIe yTHIUTBL: bash, python

Forensics - ransome lab incident

OuepenHoil 3aka3... y Halllero KIMEHTa — KyMIla JHIIb TyOJuKaT 3a4apOBaHHON CHUCTEMBI ... BCE
CBUTKH 3aTeMHEHbl MarndeckuM Immdpom... [IOMOT'UTE mHe pacmmdpoBaTh TaMHCTBEHHBIH
IepramMenT ¢ pyHaMH Ha Ha pabo4yeM CTole.

! !CJIB [Za6OTBII HCCICOOBAHUEC JaMIla CUCTEMBI

HTor paGoThl: MOTYYUTH JOCTYH 10 ¢uara (OmpeaenuTs JOTUKY MU POBaIbIINKA U AeMH(POBATH

(hatin)

Kputepuii olieHKH: MpeaoCTaBIeHUE KOPPEKTHOTO iara.

PexomMeHnayembie npeycraHoBiieHHbIe YTHIUTBE: bash, python




Web - rpy6asi cujia cTporoii 1u3bIOHKINT

Otaen pa3pabOTKH MCCIIENOBATEILCKOrO IIEHTpPa ApeETy3bl TOTOBUT PEIU3 HOBOI'O MErackomna,
OJTHAKO peaM3ali0 XCH/JIMHTA CECCHM JOBEPHJIHM CTa)epy...XOpOomio OBl TPOBEPUTH €ro
0€30MacHOCTb.

[lenb paboOThI: MCCiIEIOBaHKUE JOTUKU PabOThl Web-TIpUIIoKeHUs U MoJyYeHue JocTyna K ¢uary

HTor paGoThl: MOJIYYUTH JOCTYII 10 ¢iara

Kputepuii OIleHKH: IPEAOCTaBIEHHE KOPPEKTHOTO uiara

PexomMenayembie mpeycTaHoBIeHHbIE YTHIUTBI: Burp Suite, python

Web - humongous /Ixeiicon

[Tocne toro, kak I'epanbT U3 PuBun ycnemHo moOeans MOHCTPA, MOSBUIOCH HOBOE HCIIBITAHUE —
B3JIOMAaTh CUCTEMY JIPEBHHUX MAaroB, MOCTPOEHHYI0 HA CTPYKTYPUPOBAHHOM XPAHWJIMILE JAAHHBIX,
/i€ TT0 HEKOTOPBIM MPEIONI0KEHUAM, XPAaHUTCS BakHast nHGopmaius o [Ipenqnasnauenun.

Bama Muccus 3akitodaercs B TOM, YTOOBI MPOIKCIITYaTHPOBATH MOTEHIIMATIBHBIC YS3BUMOCTH B
00xoze orpaHMYEHUI BBOJA JAaHHBIX, KOTOPHIE MOTYT MO3BOJIUTh U3MEHSATh CTPYKTYPY 3aIPOCOB K
sToMy XpaHuiuiny. [loMHUTe, 4TO BebMaKy IMOJE3HO HE TOJbKO 3HATh, KAK B3aUMOJIECTBOBAThH C
KUBBIMH CYIIECTBAMHU, HO W KaK B3JIOMaTh CHCTEMBbI Oe3 HCIOIb30BAaHUS TPAAULIMOHHON Ssql-
WHBEKILINH.

[{enb paboOThI: MCCIIETOBAHKE JIOTUKU PAaOOTHI Web-TIPUIIOKEHHUS U TIOTyYeHUe JocTyna K ¢uiary

HTor paboThl: MOJIYYUTH JOCTYII 10 ¢iara

Kputepuii olleHKH: peaocTaBiIeHUE KOPPEKTHOTO ¢uiara

PexomMeHnayembie mpeycTaHoBIIeHHbIE YTHIUTBI: Burp Suite, python

Reverse - overflow

Z{axce CHJIaMH CTYJACHTOB aKaJICMHU ApTy3a HEC OCTAHOBUTBH DOTOT I/IMHOpTOSaMeH_laI-OH_II/If/'I BUXPb
Maruu - nepea HaMu O‘IGpG,Z[HOfI TECTOBBIH CTCHA, 3AJUTHIA CUSIHUEM ApPryMCHTOB. HpOBepI/IM XKE,
HACKOJIBKO 6C3OHaCHO BCC B OTOT pas...

Benpmak I'epanst, ero yuenuna [upu u cytHuia fleHHHd)ep BHHMATEJIbHO U3Yy4YalOT Maru4ecKylo
KOHCTPYKIMIO. Xa0TUYHO MEpIAIolMe PyHbl HA KAMEHHOM OalllHe Cpeid HE MPEIBEIIAl0T HUYEro
XOpomero. Ho mammm I'eposaM HE BHepBOP'I CTAJIKUBATHCA C HCU3BCCTHOCTHIO K OIIACHOCTHIO.

[TonxmroueHue K cepBUcCy ocyuiecTBisieTcs uepes netcat: "nc <[P> <PORT>" [P anpec u nopt
MOSIBJISIFOTCS MOCHE MOJHATHE NHCTAHCA 3a/JaHUS.

[lenb pabOTHI: HCCIEI0BAHUE JIOTUKH PAa0OTHI IPOrpaMMBI



Htor paGoThl: ONpenenuTh yI3BUMOCTh B HICXOIHOM KOJI€, IOIKCILIYaTUPOBATh 3Ty YSI3BUMOCTb,
MOJyYUTh JOCTYH K (ary

Kputepuii OlleHKU: MPeA0CTaBICHHE KOPPEKTHOTO (hiiara

Pexomenayembie npenycranoBieHnbie yruauTel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, Itrace, objdump, readelf

Reverse - crackme

IxonbHuna-seapma u3 Hosurpama, Mapraputa, obHapyxkuna B "Bunorpagaom CooOmiectse"
CBUTOK C IIPOrpaMMOI -3aKJIMHAHUEM Ha 3aXBaT BJIACTH. BbIBIINI Baziesneln cBUTKa UCUYe3, IOITOMY
el mpuaercs pazoOpaTbCs B ApeBHEN NPOrpaMMHOM Maruu camocrosTensHo. K cuactelo, 1mkona B
Jloguu yxe 1aBHO 00y4aeT TAKUM HaBbIKaM.

[{enb paGoOThL: Mcce10BaHUE JIOTUKH PpabOThl IPOrpaMMBbI
HTor paGoThl: ONpeneauTh JOrUKY paOOThl IPOrpaMMbl, OIY4YHUTh JOCTYI K (uiary

KpuTepuii OlleHKHU: MPEI0CTaBICHUE KOPPEKTHOTO (hiiara

Pexomenayembie npenycranoByieHHble yruauThl: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, ltrace, objdump, readelf

Reverse (pwn) - encoding

Takueli kox It aktuBanuu Benpmaubero 3maka Mrum - HOJIb HOJIb HOJIb HOJIb HOJIb
HOJIb HOJIb HOJIb. Ilpeanoxennsiii kox aeiictsoBain ¢ 1060 nmo 1127 rox, B snoxy Bemmkoro
Benpmaka. Opnako ['epanst m Hupm pommmmces eme mnoszxke, B 1290 romy, m 3TOT KoOI, K
COXAJICHUIO, U1 HUX He moaxoaut. Ilomorure Hamum bemomy Bonky u JlacTouke packpbITh
CEKPETHYIO I1OCJIEI0BATEIbHOCTh U aKTUBUPOBATh 3HaK WrHuU, 4ToOBI cAacTU MHD, U3YBEUEHHBIN
BoitHOM ¢ Hunbegraapaom.

[TogxmodyeHue Kk cepBucy ocyiiecTBiasercs yepes netcat: "nc <IP> <PORT>" IP agpec u nopt
HOSBIISAIOTCS TTOCIE MOJHATHE HHCTAHCA 3a/1aHus.

[{enb pabOTHI: HCCIEIOBAHUE JIOTUKH PAOOTHI IPOrPaMMBI

HTor paGoThl: ONMpenenuTh YI3BUMOCTh B HICXOJHOM KOJI€, IIOAKCILTYaTHPOBATh 3Ty YSI3BUMOCTb,
MONyYUTh TOCTYH K (ary

Kputepuii olleHKH: peI0CTaBIeHUE KOPPEKTHOTO ¢ara

Pexomenayembie npenycranoByieHHbie yruauTel: gdb, ghidra, rizin, cutter, python3, pwntools,
strace, ltrace, objdump, readelf



C3MH - just nginx

I'epansT 3 PuBun nomyyaer HoBoe 3ananue. CereBoit neMoH NGINX ysa3sum mins Cuit 3n1a, Hy»)KHO
€ro MPOaHaAIM3UPOBATh U UCIIPABUTH YS3BUMOCTH B KOH(ure. IToT 3aka3 motpedyeT oT Benpmaka
3HaHMUN B KOJIMHTE. ..lTOMOrUTe ['epanbTy BHITOIHUTH MUCCHIO.

[{enb pabOTHI: OMpeaesieHre U UCIIpaBIeHNE YsI3BUMOCTH B KOH(UTypaiuu nginx
HTor paboTel: 3arpys3uTe B IpeAocTaBlIeHHBIE GOpPMBI 2 daiina:
1. TeKCTOBBIH (aiil ¢ OMcaHNEM YSI3BUMOCTH

2. UCTIpaBJICHHBIN KOH(UTYpallMOHHBIN (haiin

Kpurepun oneHku:

* KoppekTtHo onpenenena ya3BUMOCTb - 1 6asn

* KoppekTHo uciipaBieH KOH(UTIypalluOHHBIN (aiin - 2 6ania
* HE xoppekTHO onpezeneHa ysa3BUMOCTb - MUHYC | Gam

* OTCyTCTBYET ONUCAHME YS3BUMOCTH - MuHYC 0.5 6ana

Ananu3 Tpadpuka

Ha Ckenmire mpousolLIo 4TO-TO CTPAIIHOE, OJHAKO BCE YTO OCTanoch Mexuudop u MblmoBypy
JUISL TIPOBEACHMS SKCHEpPTH3bl - 3amuch Tpaduka. [lomorute dapomerike W IPyuay IPOBECTH
paccrienoBanue 1a0bl TPEJOTBPATUTh MOA00HBIE HHIIUACHTHI B Oyaymiem. [t aToro: onpenenure
IP-anpec atakyrorero, onpeaeanuTe THI aTakKH, CO3alTe MpaBwiia iptables jis mpenoTBparieHus
JTaHHOM aTaKH.

Pemenue pazmectuTe B CETEBOM Namke, NpoayoupyliTe Ha paboueM ctojie Bamiell BUpTyasibHOM
MalllHbl Y4aCTHUKA.

BAJKHO: |IP-agpec arakyiomero - HWHOIWKATOP peELIEeHWs 3amaHus, pabdoTbl VYaCTHHUKOB,

HCKOPPEKTHO \ ne onpeACIMBIINX €0 - HC IMMOJJICKAT ,uaaneﬁmeﬁ HDOBGDKC!

Lenpro paboThl sBISETCS MEMOYKH MpaBui iptables st GIOKMPOBKHM aTakH, MPEACTABICHHOW B
UCCIIeyeMOi 3anucu Tpaduka.

[Tpu 3TOM TpeOoBaHus K paBUITy iptables:

1. B xauecTBe Ha3BaHUS IETIOYKH MPABUI - YKAKUTE MPEANOIaraeMblid BUJ aTaKU

2. VKaXuTe MpefeibHOe YUCIO MaKETOB B €IUHUILY BPEMEHHU (TTaKeThl OYAYT MPOXOIUTH MPABUIIO
TOJIBKO MOCJIE MPEBBIICHHS O PAHUYCHHSI) PaBHBIM | B CEKYHIY

3. YkaxuTe MaKCUMaJIbHOE 3HAUCHHE CUETYNKA MAKETOB, IPU KOTOPOM CpadaThIBaeT OrpaHUYCHHE
paBHBIM 3

YcmoBue Ha JONOJHHUTCJIBbHBIC 0aJUIBL:

* panmumute shell-ckpunt (.sh) nist 6;10kupoBKM aTaky - 2 H6ana



Hror paboThI:
1. CnanHblii B TECTOBYIO cucTemy IP-anpec atakyroiiero

2. TekcToBbli (haiil ¢ HAMMCAHHOM LIETTOYKON MPaBUII
3. shell-ckpunT noArpysxaromuii mpaBuia

Kpurtepun ornenku:

» Koppektno onpenenen [P-anpec aTakyromero - 1 6amn

* KoppekTtHo omnpezenen Buja ataku - 1 6anna

* CoznaHo mipaBwiio iptables st 6J10KkMpoBKY aTtaku - 2 Oania

* 3a Ka)XJ10€ OTCYTCTBYIOIIEE TpeOoBaHMe - MUHYC | Gam

* BoinosiHeHo gor. yciaosue (.sh CKpunT NoArpy Karoluii npaBuia) - 2 Gawuia



