MyHunuMNanbHbIN 3Tan No TeXHONornm
«NHdopMaumoHHas 6eszonacHOCTbY»

TexHonoruna «MHpopmaumnoHHaa 6e3onacHocTb». 11 knacc.
OrpaHuyeHue no spemeHn 90 MUHyYT

TeXHMKa, TEXHONOINMnN U TeXHn4YeckKoe #1136125

TBOpYeCTBO

B kakom rooy m kem 6bin0 BBeOeHO NnoHaTme HaHoTexHonorna?

Po6ept Képn, 1985 rog

Hosocénos KonctaHTtnn Cepreesuny, 2010 rog

Spuk Opekcnep, 1986 rog

3a peweHue 3agaun 1 6ann



TeXHI/IKa, TEXHONOINMMN U TeXHn4YeckKoe #1136128

TBOpYeCTBO

Onpegenute 3ybuaTyto Nnepenayvy m3 npeacTaBleHHOro pUCyHKa.

LLVII(J'IOVILI,aﬂbHaﬂ

CnupoungHas

O

SOBOJIbBEHTHbIE

3a peweHue 3agaun 1 6ann



ConocTaBbTe NOHATME 1 MNPOLLECChl, ONpeaensaioLwme ero.

OnepupyeT AaHHbIMY,
CBSI3aHHbIMM C BEPLUMHAMMU BeplimHHbie wenaepe
MHOFOrpaHHMKOB, Hanpumep, ¢

KOOPAUHaTaMM BEPLUUHDI
(TouKM) B MPOCTPaHCTBE, C
TEKCTYPHbIMWU KOOpANHAaTaMu, C
LLBETOM BEPLUMHbI, C BEKTOPOM
KacaTenbHOM, C BEKTOPOM
61UHOpManu, c BeKTOPOM
HopManu.

OnepupyeT faHHbIMU,
CBSI3aHHbIMU C BEPLUMHAMU U [eomeTpuyeckme weiaeps

uenbiMm NnpuMnMTMBaMn.

[MpyMUTMBOM MOXKET BbITb
OTPEe30K (ABe BEPLUMHbI) U
TpeyronbHuK (TpY BEPLLUUHDI),
npu Hanuunu nHopMaumnm o
CM@eXXHbIX BEpLUMHAaX Ans
TPeyrosibHOro NpUMUTMBA MOXET
6bITb 06paboTaHO A0 WecTn
BEPLUMH.

OnepupyeT dparmeHTamMm
pPacTpOBOro M306paXkeHns 1 C [MnKcenbHble wWenaeps
TekcTypaMu — obpabaTbiBaeT

AaHHble Takne Kak LBeT, I')'Iy6VIHa,
TEKCTYPHble KOOpAMHATDI.

LocTynHble BapraHTbl OTBETOB:

[MukcenbHbie BepwuHHble [eoMeTpuyeckme
wenaepbl wewnaepbl wenaepbl

®opmyna BblumcneHus 6annos: 0-11-0

3a peweHue 3agaum 1 6ann



ConocTaBbTe cnocob peHaepurHra 1 Npouecchl, onpeaenstoume

ero.

3aBMCUMOCTb LLBETA U APKOCTU

WsnamHr
NOBEPXHOCTM OT OCBELLEHMUS.

MeTop HaHeceHus geTanen Ha

TekcTypHOe HanoxeHwue
MOBEPXHOCTW.

MeTon MogenvpoBaHUa Menkon
HEPOBHOCTM Ha MOBEPXHOCTSX.

Bamn-MannuHr

Peskoe npoxoXkaeHune ceeTa

[Mpo3payHocTb
uepes TBepaple 06bEKTDI.

ﬂ,OCTyI'IHbIe BapmMaHTbl OTBETOB!

TekcTypHoe
HanoXeHue

[NMpo3pauHocTb bamn-MannuHr

Wsnannr

®opmyna sbluncneHus 6annos: 0-11-0

3a peweHwue 3agaun 1 6ann



TeXHI/IKa, TEXHONOINMMN N TeXHn4YeckKkoe #1136140

TBOpYeCTBO

O6uwee HasBaHMe 419 NPOrpaMM U MPOrpaMMHbIX MaKkeToB.,
npenHasHa4YeHHbIX A9 peweHns pa3InyHbIX MHXXEHEPHbIX 334a4:

PaCcYETOB, aHaIM3a U CUMYNALUN GUINYECKNX NPOLLECCOB.

O

CAD
CNC

CAM

3a peweHue 3agaum 1 6ann

CneumnanbHas yactb #1136551

Kak Ha3biBaeTcs npouecc ncrnosib3oBaHNAa Mep 6e30mMacHOCTU an4d
obecneyeHuns I(OHCI)I/I,EI,eHLI,I/IaJ'IbHOCTI/I, LeNOCTHOCTU N AOCTYMNHOCTU

OaHHbIX?

NHdopmMaumnoHHas 6esonacHocTb
Nudopmaums

KomnbloTepHas 6e3onacHOCTb

O

3a peweHue 3agaum 1 6ann



CneumnanbHas yactb #1136552

Kak Ha3biBaeTCca npouecc NpUHATUS N BbINOIHEHUS
ynpaBAeHYeCKNX peeHnin, HanpaBAeHHbIX Ha CHUKEHME
BEPOATHOCTM BO3HUKHOBEHUSA HEGNAronpmaTHOro pe3ynbTaTa U
MUHUMM3aLMIO BO3MOXKHbIX MOTEPb NPOEKTA, BbI3BaHHbIX €ro

peanunsaumen?

3oHaupoBaHue

O

Ya3BUMoOCTb

Yrposa

3a peweHue 3agaun 1 6ann

CneumnanbHas yactb #1136553

Kak HasbiBaeTca TepMuH B MHbopMaTuke (Kpuntorpadpum, Teopmm

TeneKoMMYHUKaLni, Teopmmn nHbopMaLMOHHOM 6e30nacHoCTH),
O3HAYaloLWMM, YTO AaHHbIE He BblIY U3MEHEHbI MPU BbIMOHEHUM
KaKoW-nnbo ornepaunm Hag HUMU, Byap TO Nepenaya, XxpaHeHne unm

oTobpaxkeHue?

HoctynHocTb MHbopMauum

3awmTa nHbopMaumm

O

KoHduaeHumanbHoCTb

3a peweHue 3agaun 1 6ann



CneumnanbHas yactb #1136554

Kak Ha3biBaeTcsa peXuM KoHPUAEeHLMaNbHOCTU MHOPMaLMU,
NO3BONAKOWMIN €€ 0bnajaTesnto Npu CyLLECTBYHOLWUX UK
BO3MOXXHbIX OBCTOATENBCTBAX YBE/IMUYNTD AOXOAbI, N36eXaTb
HeomnpaBAaHHbIX PAaCcXOA0B, COXPaHUTb MOIOXEHME Ha PbIHKE

TOBapOB, paboT, yCNyr Uav noiyuymTb MHYK KOMMEPYECKYHO Bbiroay?

CnyxebHas TarHa
CekpeT nponsBoacTsa

l[ocynapcTBeHHas TaliHa

3a peweHue 3agaun 1 6ann

CneuunanbHas yactb #1136555

Kak Ha3biBaeTca akKTUBHbIN FPaXkaaHWH, MpenatoLmi rMmacHOCTU
MMeBLUME MECTO UMM NpeanosiaraeMble He3akoHHbIe UK
aMoparibHble AeNCTBUS, COBEPLUEHHbIE NPABUTENbCTBEHHbIM
yuypexaeHueMm, obecTBeHHOM, YaCTHOM UM KOMMepUYeCcKom
opraHm3saumen, B KOTOPbIX COCTOUT OH CaM U/IN C KOTOPbIMU OH

coTpyAHMYaeT?

AreHT

OcBegomMuTenb

O

KypHanuct

3a peweHue 3apgaun 1 6ann



CneumnanbHas yactb #1136556

Kak Ha3biBaeTcs npouenypa npoBepkn NOAAUHHOCTU?

O

WndposaHume
KoHdumpeHumanbHocCTb

KpunTtorpadus

3a peweHue 3agaun 1 6ann

CneumanbHas yacTb #1136557

Kak Ha3biBaeTCa KOMMNaKTHOE YCTPOMUCTBO, NpeAHa3HaYeHHoe AN
obecneyeHnsa MHGOPMaLMOHHOM 6e30MNacHOCTU NMosib3oBaTenNs,
TaK)Xe UCMosb3yeTcs And naeHTUdUKaLmm ero BnagenbLa,
6e30MnacHOro yaanéHHoro gocTyna K MHGoOpMaLVOHHbIM

pecypcam?

CmapT-kapTa

O

DneKkTpoHHas undposas NOANUCH

Lindposon ceptndmkar

3a peweHue 3agaum 1 6ann



CneumnanbHas yactb #1136558

Kak Ha3biBaeTca npouenypa, B pe3ynbTaTe BbINO/HEHUS KOTOPOWM
ONA cybbeKkTa BbIIBNAETCS €ro YHMUKanbHbIM MpU3HaK, O4HO3HAYHO

onpenensarwmnin 3Toro cybbekTa B MUHGOPMaLMOHHOM cucTeme?

O

Bepudukaums
Moandukaums

ABTOpU3aLms

3a peweHue 3agaum 1 6ann

CneumanbHas yacTb #1136559

Kak Ha3biBaeTCa OQMH M3 pacnpoOCTPaHEHHbIX CNOcoboB B3/10OMa
CanTOB M NporpaMM, paboTatowmx ¢ 6azaMu faHHbIX, OCHOBAHHbIMN

Ha BHEAPEHWM B 3aMpoC COOTBETCTBYHOLLErO Koaa?

[MaTy

O

KomnbtoTepHbI BUpYC

SKcnnaonT

3a peweHwue 3agaun 1 6ann



CneumnanbHas yactb #1136560

Kak Ha3biBaeTcs cneumanbHbii HABOP CMMBOJIOB, KOTOPbIN
nobaengeTcsd K coobleHuo 1 NpegHa3HaveH ansa obecneveHuns ero

Ue/s1IoCTHOCTN U ayTeHTVId)I/IKaLI,VIVI NCTOYHUMKA OaHHbIX.

KoHTponbHas cymma

MaHaaTHbIM gocTyn

O

Xew-opyHKumMA

3a peweHue 3agaum 1 6ann

CneumanbHas yacTb #1136561

Bupa aTak Ha ya3BUMble MHTEpPAKTUBHbIE MHOPMALIMOHHbIE
cuctembl B Web; BHegpeHMe BbINONHAEMbIX Ha K/TMEHTCKOM
KOMMblOTEPE BPEAOHOCHbIX CKPUMTOB B BblAABAEMYIO CUCTEMOM

CTpaHULy NocpeacTBoM BHeapeHus koga B SQL-nHbekumtio.

Shatter attack
CSRF (XSRF)

DoS-aTaka

E-mail-nHbekuns

3a peweHue 3agaum 1 6ann



CneumnanbHas yactb #1136562

Bua aTak ncnonbsyembix ans sKCnayaTaumMm NOYTOBbIX CEPBEPOB U
MOYTOBbIX MPUNOXKEHUN, KOHCTpyUpytowmx IMAP/SMTP
BbIpayXEHWS U3 BbINOJIHAEMOTO MoJib30BaTeNIeM BBOAA, KOTOPbIM He

npoBepseTca AO/HKHbIM 0B6pasoM.
CSRF (XSRF)

DoS-aTaka
Shatter attack

SiXSS

3a peweHue 3agaum 1 6ann



ConocTaBbTe OCHOBHbIe KpunTorpadpuyeckme NpUMUTMBBI U UX

ncrnosib3oBaHuMe.
CTopOHbI-y4YacTHUKM 0bMeHa
AaHHbBIMU UMEIOT abCONOTHO
CumMMeTpuyHoe wndpoBaHme OAMHAKOBbIE K/IOYM ANs
WndpoBaHUS U pacliPpoBKU
AaHHbIX

[Mpennonaraet ncnonb3oBaHwe
B Mape ABa pasHbIX K/oua —
OTKPbITbIN U
CEeKpPETHbIN(3aKPbITbIN)

AcnMmMeTpuyHoe WindpoBaHme

[MpeobpasoBaHre BxogHOro
MaccumBa AaHHbIX MPOU3BOJIbHOM
ANVHbI B BbIXOAHYIO BUTOBYHO
CTPOKY GUKCUPOBAHHOW ANUHbI

XewwupoBaHue

ﬂ,OCTyI‘IHbIe BapmaHTbl OTBETOB!

CropoHbi-
YaCTHUKM
[MpeobpasoBaHue y
obMeHa
BXOAHOIo
AaHHbIMU
lMpennonaraet MaccuBa AaHHbIX
- nMmetoT
NCMNONb30BaHNE B NPOU3BONbHOMN
abcontoTHO
nape ABa pa3HbiX ANVIHbBI B
. OoOMHaKOBble
K/KOYa — OTKPbITbIN U BbIXOAHYO
- . KItouM ons
CeKPEeTHbIN(3aKpbITbIN) BUTOBYIO CTPOKY
- wudpoBaHus
dukcnpoBaHHoOM
n
ANVHbI
pacwmndpoBKu
LaHHbIX

®opmyna BblumcneHus 6annos: 0-11-0

3a peweHue 3agaum 1 6ann



CneumnanbHas yactb #1136564

Kak Ha3biBaeTcH npouecc yryziotTHeHMA KaHasla CBA3U, TO €CTb
nepenayvya HeCKOJIbKMNX MOTOKOB AaHHbIX C MeHblUen CKOPOCTbIO MO

OA4HOMY KaHany cBs3n?

HTTP-3anpoc
Cookie

Cokert

O

3a peweHue 3agaum 1 6ann



ConocTaBbTe 0603HaueHKe ceTeBbIX MPOTOKOMOB Nepeaaym

AaHHbIX U UX YpOBEHb/Ha3HayeHue.

DNS [MpuknagHo ypoBeHb
HDLC KaHanbHbI ypoBeHb
UDP TpaHCNOpTHbIN YpoBeHb
L2TP CeaHcoBbIV ypoBeHb

JocTynHbie BapnaHTbl OTBETOB:

KaHanbHbi TpaHcnopTHbI [MpuknagHom
YPOBEHb YypOBEHb ypOBEHb
CeaHcoBbii

YPOBEHb

®opmyna ebiumcneHuns 6annos: 0-11-0

3a peweHue 3agaum 1 6ann



Kenc-3apaHue #1136566

B kauectBe otBerta ykaxute TO/JIbKO uensie uncna. bE3 eauHu

N3MepeHus.

OnpegenuTte Bpems, Heobxoammoe nporpamMme Ana nepebopa Bcex
BO3MOXHbIX KOMBMHaLMW Npy Nnogbope Napons, eCnv U3BECTHO,

YTO MapO/Ib COCTOMUT U3 CNeAyOLWMX 3aKOHOMEPHOCTEN:
- BHavane HemsMeHseMoe cnoBo «Alinax»;
- panee cCMMBO/bI B BUAe unop B konmuyectee oT 1 go 7 wryk;

- panee oKOHYaHMe B BUAE BapuaHTOB cnoB «_lech», «_Nano» nnu

«_Mega».
Hanpumep, Alina9853456 Tech nnun Alina5_Mega.

Takoke Heob6Xx0AMMO yUYecTb, UTO BpeMsd, HeobxoanMoe NporpamMme

Ha Noabop ogHOro BapuaHTa napond, coctaengeT 1 MunancekyHay.

OTBeT 3anuIMTe B Yacax C MUHYTaMU, CEKYHAbl OTOPOCUTDL, He
okpyrnsaa (Hanpumep, 10000 cek. = 2 yaca 46 MUHYT), BpEMEHEM Ha

BBOJ Mapons v apyrve AencTensa npeHebpeysb.

Yacbl MuHyTbI



B nepBoe none BBeguTe uenoe uncno yacos. Bo BTopoe none
BBeguTe Luenoe ymncnio MuHyT. Ykaxute TOJTbKO uncna.

[MpaBuAbHbIE OTBETDI:

9

15

Pewenwne 3a4a4n:
(10 + 10% + 10° + 10* + 10° + 10° + 107) - 3 =

= (10 + 100 + 1000 + 10000 + 100000 + 1000000 + 10000000) - 3 = 33333330

KOMBUHauNM

33333330

— = 33333, 33 cekyHa
1000

33333, 33

—— = 555, 5555 MUHYT

555, 5555

T = 9 yacoB 15 MUHYT

3a peweHue 3agaum 5 6annoe



