MyHuumunanbHbIN 3Tan no Tpyay (texHonoruun) «MHpopMaumoHHas 6ezonacHoOCTb»

TexHonorus «MHpopmaumoHHas 6ezonacHocTb». 11 knacc. OrpaHunyeHne no spemern 90 MuHyT

Onpepenute oauH NpaBUNbHbIN #1151752

HaHoMaTepuanbl — MaTepuarsbl, CO34aHHbIE C UCMOMb3OBAaHMEM HAHOYACTUL, U/UNN MOCPEACTBOM HaHOTEXHONOrMIM, obnagatrome
KaKUMU-TMBO YHUKaNbHBIMU CBOMCTBaMU, OBYCNOBNEHHDBIMU MPUCYTCTBMEM 3TUX YacTul, B MaTepuane. K HaHOoMaTepuanaM oTHocAT

O6'beI(TbI, OAVH U3 XapaKTepHbIX pasMepoOB KOTOPbIX NEXUT B UHTEpBarne...

O ot 1 p0 100 1M
ot 1 no 100 mkm
ot 100 go 1000 1M

ot 100 go 1000 mkm

3a pewenue 3agaum 1 6ann

Bbi6epute BCE BepHbie oTBeTbI #1151754

B naHHoM 3agaHv HECKOIbKO BEpPHbIX OTBETOB (BO3MOXHO, OAUH). YkaxuTe Bce, koTopble Bbi cunTaete BepHbiMu, 0o4HaKo obpaTute

BHVMaHWe, 4YTO B C/ly4Yae, eC/i He BCe BepHble OTBETbl OTMeYeHbl N1 OTMe4YeH HeBeprIMv BapUaHT, 6asnn O6Hyl7}7€TCﬂ.

Ykaxu kakue ns npenctaBneHHbIX MapokK CTanemn oTHocaTcs K NHCTPYMEHTa/IbHbIM CTansaM.

(] 4X5MaC
20X

() 9xc
25XICA

®opmyna BbluncneHus 6annos: 0-11-0

3a pewenwue 3agaun 1 6ann

Onpepenute oauH NpaBUbHDLINA #1151753

BbibepuTe 13 NpencTaBneHHbIX cCaMOe TBepAoe BellecTBo, obnagatoliee TBepaocTbio no Bukkepcey B ananasone 70-150 Mma.

O JNoHcpennut
Hutpua 6opa
Snbbop

Anmas

3a pewenue 3agaum 1 6ann




Onpepenute oauH NpaBUbHbLINA #1151755

OnpegenuTte 3ybuaTyto nepenavy 13 NpeacTaBneHHOro pUCcyHKa.

MnonaHas
DBONbBEHTHbIE
CnupouvgHas

O LinknonpansbHas

3a peweHune 3agaun 1 6ann

Onpepenute oauH NpaBUNbHbLIN #1151767

Yucnosoe nporpamMMHoe ynpasseHune Kak obnacTtb TeXHUKWU, CBA3aHHada C nNpnMeHeHuem LI,I/I¢pOBbIX BblYNCNTENIbHbIX yCTpOI\/iCTB

ONS ynpasieHus Npon3BOACTBEHHbIMU MPOLIeCCaMM.

CAE

O CNC

CAM

CAD

3a pewenwne 3agaun 1 6ann

CneumanbHas yacTb #1152950

YI(a)I(VITe, KakK Ha3blBaeTCAa Kp3aKepcKada aTaka CyTb I(OTOpOIZ 3aKn4yaeTca B MCMOJIb30BaHUU NMporpaMMHbIX OLIJVI6OK, MO3BONIAKOWMNX
BbI3BaTb HapyweHue rpaHul, naMaTtmM U 3aBeplnTb pa60Ty npunoxeHmsa B aBapI/Il‘/‘IHOM pexxmme 1A BbINONHUTDb I'IpOVI3BOJ'IbeII‘/'I

6MHapHbIV KOL OT MMEHU Monb30oBaTe s, No4 KOTopbiM paboTana ysa3BMMas nporpaMma.

Ananus tpaduka (CHUbGUHr)
Mailbombing (SMT'P)
(O Nepenontenme bydepa

IP-cnyduHr

3a pewenue 3agaum 1 6ann



CneumanbHas yacTb #1152951

Y|(a>|<|/|Te, KaK Ha3blBaeTCda Kp3KepcKasa aTaka CyTb I(OTOpOl‘;l 3aK/llo4aeTcqa B nepexpaTe KaHasla CBA3M MeXxay ABYyMA cUcteMaMm u

nonyyeHveM JOCTYN KO BCel nepefaBaeMon MHGopMaLmu.

O

CoumanbHas nHxeHepus
DDoS-ataka

CeteBas pa3Beaka

3a pewenwue 3agaun 1 6ann

CneumanbHas yacTtb #1152952

YkaxuTe, Kak Ha3blBaeTCs KpIKepCKas aTaka Lie/lb KOTOPOW 3acTaBUTb CEpBEp He OTBEYaTb Ha 3arpochl.

Man-in-the-Middle
CeTeBas passenka

CoumanbHas NHXXeHepUsa

3a peweHwne 3agaun 1 6ann

CneumanbHas yacTb #1152953

YKaxuTe, Kak Ha3blBaeTCsA KpaKepCKas aTaka CyTb KOTOPOW 3aK/H0YaeTCs B UCMOb30BaHUN BEG-MPUNOXKEHNI ANS BHEAPEHUS KOAA
3/10HaMepeHHbIM Nnosb3oBaTenaMm B Be6-cTpaHuupl. [puMepamn Takoro koga senatotca HT M L-kof vi CKpUMTbI, BbINOMHAOWMECS HA

CTOpOHE KNMeHTa, Yaule scero JavaScript.

O

AsTo3anus
PHP-unbvekums kopa
SQL-uHbekums kopa

XPath-uHbekumns koga

3a pewenwue 3agaun 1 6ann



CneumanbHas yacTb #1152956

YI(a)I(VITe, KaK Ha3blBaeTCsa Kp3aKepcCKasa aTtaka CyTb I(OTOPOIZ 3aK/to4aeTca B BHeApeHUn Bblpa)KeHVIIZ B OpMFMHaﬂbeIVI 3anpoc K 6aze

OaHHbIX XML. Kak n Mpun OCTaslbHbIX BMUAAX aTakax, ya3BMMOCTb BO3MOXXHa BBUAY HefoCTaTOUYHOM NMpoOBEPKUN BXOAHbIX AaHHbIX.

AsTo3anus
SQL-uHbekums kopa
PHP-uHbekums kona

MexcaitToBbiit ckpunTuHr (XSS)

O

3a pewenue 3agaum 1 6ann

CﬂeLl,Maanaﬂ 4YacTb #1152958

Kak HasbiBalOT YieHa Kakom-1M60 rpynrbl 04SN, UMEIOLLEro AOCTYMN K MHGOPMaLMKY, HeAOCTYNHON WNpoKol ny6ivke?

O

Kanan yteuku nHbopmaumm
KomnpomeTaums

Promiscuous mode

3a peweHwne 3agaun 1 6ann

CneumanbHas yacTb #1152959

Kak HaszbiBatoT pexxmm pa6OTbI, B KOTOpPOM ceTeBasd MnJjiata No3BoNndeT rnpMHMUMaTb BCe MNaKkeTbl HE3aBMCUMMO OT TOro, KOMy OHU

appecoBaHbl?

WHcapep
Kanan yteuku nHbopmaumm

KomnpomeTauus

O

3a pewenwne 3agaumn 1 6ann



BbibepuTe BepHbIl BapuaHT OTBeTa. #1152960

Kak HazbiBaeTcs cornaweHue MHTEpHET-ornepaTopoB 06 obMeHe TpapuKOM Mexay CBOVMMMU CeTAMMU, a TakdKe TEeXHUYECKOM
B3aMMOLENCTBUM, peanunsylolWeM AAHHOE COrnalleHne: CoeauHeHue ceTell n obMeH uHbopMaLMert O CeTeBbIX MaplipyTax Mo

npotokony BGP?

O

Mposanaep
Cookie

Tpaduk

3a peweHwne 3agaun 1 6ann

CneumanbHas yacTb #1152962

Kak HasbiBaeTcs yCTpOl‘/'ICTBO VI/I/IJ'II/I nporpamMmMHoe o6ecnequMe, nosposdwoliee CcYMUTbiBaTb, aHaIM3MpoOBaTb, a B C/ly4dae

3/10HaMepeHHOCTN U UCKaXKaTb, ceTeBon Tpadwn( B MecTe cobCTBEHHOrO noakn4vYeHuns K KOMI'IbIOTepHOIz cetn?

PyTtiut

O

CkaHep nopTos

Kennorep

3a pewenue 3agaum 1 6ann

CneumanbHas yacTtb #1152963

Kak HazblBaeTcs npouecc noncka v B3soMa ya3BMMbIX Touek gocTyna 6ecrniposogHbix cetent Wi-Fi yenosexkom nmbo rpynnont nuu,

OCHaLLEHHbIX NepeHocHbIM KoMrbtoTepoM ¢ Wi-Fi-agantepom?
SkennonT

Mopt
®Ppeiim

XocTt

3a pewenwne 3agaumn 1 6ann



CneumanbHas yacTb #1152965

Kak HasbiBaeTcs KOMMblOTEPHasa nporpamMmMma, d)paFMeHT nporpaMMHOro Koga Mnu nocnenoBaTe/sIbHOCTb KOMaHA, UCNo/ib3youne

YA3BMMOCTU B NpOrpaMMHOM o6ecr|equM|A n npuMeHsemble A4 npoeefeHmnsa atakmu Ha BblHNCIUTENIbHYIO CI/ICTeMy?
XocTt

Dpeiim
BapapaiisuHr

MopT

3a pewenwne 3apgaun 1 6ann

CneumanbHas yacTtb #1152967

Bbibepute TposiHCKyto nporpaMMy aBTOpOM KOTopow ssnsetca nporpammuct Anexcanap Oemuerko (2003 r.) n koTopas akTUBHO

ncnonb3syetcsi B PyHeTe.

MyDoom

Morris worm

O

SQL Slammer

3a pewenue 3agaum 1 6ann



CneumanbHas yacTb

Ecnv Bce BapunaHTbl O4HOBpPpeMeHHO He NMoMeLaroTcsa B OKHO 6pay3epa, MOXKHO BOCMO/Ib30BaTbCS coYeTaHmneM Kaasui ctrl v (') (cmd

u (-) ana Mac) ang ymeHbeHns MacluTaba okHa.

ConocTaBsbTe TMM BpeAOHOCHbIX MporpaMm 1 onmncaHmne crnocoba Pa3sMHOXeHUS.

TeopeTtunueckn 6e306MaHbIV HabBOP AaHHbIX (HanpuMep, rpaduyeckuin
daiin nnmn ceteBoit MakeT), HEKOPPEKTHO BOCMPUHUMAEMbI MPOrpaMMoi, Sxennoit
paboTatoluelt ¢ TaKUMU AaHHBIMU.

BpenoHocHas yacTb KOMMbOTEPHOW NpOrpaMMbl, cpabaTbiBatoLLas Npu

.. JNorunyeckas 6omba
onpenenéHHoOM yCroBum.

He nMmeeT cobcTBEHHOrO MexaHu3Ma Pa3MHOXEHUS U YCTaHAB/INBAETCA KB

. . TposiHckas nporpamMma
npuaady» K None3sHow v noj BUAOM NonesHow.

PasMHO)aeTcs B npeaenax KOMMbOTEPa U Yepe3 CMeHHbIe ANCKM.
Pa3MHOXeHMe uepes ceTb BO3MOXHO, €C/IN MOJIb30BaTE b CaM BbIJIOXKUT KomnbioTepHbiit Bupyc
3apaX<€HHbIN daiin B ceTb.

CrnocobeH caMOCTOATENbHO Pa3MHOXAaTbCS MO CETU. CeTeBoit uepsb

ﬂ,OCTyI‘IHbIe BapuaHTbl OTBETOB!:

SkennonT TposHckas nporpamMMa KoMnbtoTepHbii BUpYC

Norunyeckas 6omba CeteBoit yepBb

®opmyna sbiuncnerus 6annos: 0-11-0

3a pewenue 3agaum 1 6ann

Cneuuaanaﬂ YacTb

W3 npepcTaBneHHbIX HUXKE MPOrpaMM 1 YTUANT BbibepuTe Ty, UTO NpeaHasHayeHa A/l CKaHUMPOBaHUA MOPTOB Ha Pabounx CTaHLMAX U

cepBepax Ans ornpeneneHus ya3BMMOCTEN.

Wireshark
VirtualBox

GDB

Burp Suite

3a peweHue 3agaum 1 6ann



CneumanbHas yacTb #1152972

N3 npeactaBneHHbIX HMXKe NporpaMMm U yTunuT Bbl6epI/ITe TY, UTO ABNdeTCAa I'IpOFpaMMOl‘/'I OTNnag4ynKkom, I'IOBBOJ'IFIIOLIJ,eIZ yBnaeTb, UTo

NMPOVCXOANT BHYTPU APYroi MporpaMMmbl BO BpeMsi €€ paboTbl U BbIMOIHUTL PEBEPC KOAA.

Burp Suite
VirtualBox

nmap

Wireshark

3a pewenue 3agaum 1 6ann



Kenc-3apanne. #1152976

B kavecTse oTBeTa BBOAUTE Li€/10€ YUCIIO M/IN KOHEYHYIO AECATUYHYIO Apobb. Ecauv uucno oTpuuatensHoe, BBeanTe MUHYC (-) nepes
HuM. B kauectse pasaenutens uenovi u ApobHOU yYacTeri MCronb3yriTe TOuKy nmbo 3anaTyro. Hukakux vHbIX cMMBO/IOB, Kpome

MUCMO/Ib3YEeMbIX 4715 3arCKH YUCa (B YACTHOCTU, Mpobesos), 6biTe He gomkHo. [1pumep: 15.

OnpepenuTe BpeMs HeobxoAMMOe nporpamMme asa nepebopa BCex BO3MOXHbIX KOMOUHaLMI Npy noabope napons, eC/iv U3BecTHo,

UTO MapOsib COCTOUT U3 CEAYIOWMX 3aKOHOMEPHOCTEN:

- B Hauasie HeM3MeHseMoe croBo «Sashay;

- panee cMMBONbI B Buae undp B konuuectee ot 1 go 4 wryk;

- lanee OKOHYaHVe B BUAe BapnaHToB cnoB «_Big», «_Small» nnn «_Cool».
Hanpumep, Sasha2024_Big nnu Sasha0_Cool.
Takoke HEOBXOAMMO yUecTb, YTO BpeMs HeobxoAMMoe NporpaMMe Ha NoA60p OAHOMO BapUaHT NMaposia CocTaBaseT 1 MUANUCEKyHAY.
OrTBeT 3anuwmnTe B CeKyHAax, MUIIMCEKYHAbl OTBPOCUTDb, He OKpyrnsas (Hanpumep, 56,56 cek. = 56 cek), BpemMeHeM Ha BBOL Napons u

Apyrve fencTBus npeHebpeub.

MpaBunbHbIN OTBET:

33

®opmyna BbluncneHus 6annos: 0-51-0

Pewenue 3apauu:

(10 + 10% + 10% + 10%)%3 = (10 + 100 + 1000 -+ 10000)+3 = 33330 KoMBMHaLWMi}

33330/1000 = 33,33cekyHa, T.e. 33 cex.

3a peweHwne 3agaun 5 6annos



