Tpya (TexHonorusa) 10-11 knacc. MNpodunb
"MHdopmaumnoHHaa 6esonacHocCTb"

10:00—22:00 3 ek 2024 .

OBLUAA YACTb

O6wwue Bonpocs!

16ann

Jobas NPOMbILLNEeHHaA TEXHONOTNA BbIMONHAET TpU beH,ElaMeHTaJ'Ibele TeXHoMornuyeckre 3agadn. 3T 3agadn

MOXXHO cOpMYNMPOBaTh B BUAe TpEX BOonpocoB. Kaknx? BbibepuTte Bce NpaBusibHbie

KTo 6yger o6pabaTbiBaTh?
Ha YéM obpabaTbiBaTh?
Kak obpabaTbiBaTb?

yeM o6pabaTtbiBaTb?

Korga obpabartbiBaTb?



Ne 2

16ann

V3 npennoXXeHHoro nepeyHa BblﬁepVITe cpencrtea 1 MeTofbl, OTHOCAUMEeCA K ynpaBeH4YeCKUM TeEXHONOrmam

Bblﬁepvn'e BCecnpaswubHble OTBETbI

MoTuBauUua

KOHTpPOJib

peknama

npoeKTnpoBaHune

16ann

OnpenenMTe, Kakoe 13 V|306pa>KeHI/IPI BbINO/IHEHO C NCMONb30BaHNEM q)pOHTaJ'IbHOIh JJ,I/IMeTpVI‘-IeCKOVI npoexkunn

B T

Bbi6epuTe NpaBubHbI BapuaHT



Ne 4
16ann
1 Kybryeckuin MeTp NMCToBOro Matepuana TonwmnHoin 40 mm ctout 18 000 p. Ckonbko pybneit ctonT 1 KBagpaTHbIN

MEeTp TaKoro nncTa MaTepmana?

3anuwuTe Tonbko Yncno

Yuncno

16ann

Yto n3 nepeyvYuncrieHHoro ABageTca CUHTETUYECKNM MaTepI/IaJ'IOM?

BblGepm’e BCe npaBusibHble OTBETbI

anacTtaH

BUCKO3a

Lennionosa

HEennoH

CMNMELUUAJIbHAA YACTb




Ne1

0.5 6annos

[aH cnucok yTeepxaeHuin. OueHuTe, ABNSETCA N BEPHbIM KaXaoe U3 HUX

YtBepxpaeHue 1. «PaclumpeHnne daina orpaHnyeHo ToNbko 3 cMMBONaMu»

Oa

Het

YreepxpaeHue 2. «Ecnu Bbl cTanu XepTBoMN GpULINHFA, TO BaM CrieflyeT CMEHUTb BCE CKOMMPOMETUPOBaHHbIe
naponu»

Oa

Hert

yTBep)KHeHVIe 3. «JlokanbHble pe3epBHble Konun ¢a17u103, CoXpaHeHHble Ha BalleM KoMnbioTepe, 3aluTAaT Balun

AaHHble OT NoTepu B pe3ysibTaTe aTaku nporpaMM—BblmoraTeneﬁ»

Oa

Hert

YTeepxpaeHue 4. «Lindposas nognuck NcnonbayeT KpunTtorpapuyeckne anroputMbl B CBOei OCHOBE»

HOa

Hert

YTeepxpaeHue 5. «[aHHble 0 BalleM MeCTOHaXOXAEHUU MOryT XpaHUTbCs B cookies 6paysepan

Oa

Het



Ne 2

0.5 6annos

Kakune n3 ykazaHHbIX ornepaumroHHbIX cuctem (MamM ux gUcTpubyTMBOB) UMEIOT YA3BUMOCTU NH(POPMaLIMOHHOMN

6e3onacHoOCcTM? YKaxuTe BCe BEPHble BapnaHTbl

Microsoft Windows 11

Astra Linux 1.7.4

Debian 11.8

macOS 13.4

Android 14

Intel Pentium

B cnucke Het onepaynoHHbIX cucTeM, nMerLwnx yasasBuMmocTum VIH(I)OpMaLl,VIOHHOVI

6e3onacHocTU
Ne 3
0.5 6annos
OxA * OxF =?

OxAF

0x228

0x96

OxDEAD



Ne 4

0.5 6annos

YkaxuTe, Ha KakoM u3 ypoeHel mogenu OS| npoeogutcsa ataka nogmeHa MAC-agpecoB?

MpuknagHom

MpeacTtaBneHuns

CeaHcoBOM

TpaHcnopTHOM

CeTeBOM

KaHanbHoOM

Ddunsnyeckom

0.5 6annos

I'IonyueHwe CKpbITbIX A@HHbIX, KOrga Bbl MO)XeTe N3MEeHWUTb 3anpoc, 4YTO6bI BEPHYTb AONONHUTENbHbIE pe3ynbTaTtbl -

cnencTene aKcnnyatauum ya3smmMocCcT nog HassaHUeM...

... SQLi (SQL Injection)

... X8S (Cross-Site Scripting)

... LFI (Local File Inclusion)

... RFI (Remote File Inclusion)



N2 6

0.5 6annos

YsasBumocTb XSS (Cross-Site Scripting) — MeXcaiiToBblii CKPUNTUHI — [AOBONIbHO pacnpocTpaHeHHas 6peLub B

Be6-npunoxeHusx. Kog Be6-caiita Takxe M3BeCTeH Kak «ckpunt». Ha uto HaueneHbl ataku Tuna XSS?

HaueneHbl Ha kop, (ckpunT) Be6-canTa, KOTOPbI BbiNOMHAETCA B 6pay3epe
nosnb3oBaTens

HaueneHbl Ha kop, (ckpunT) Be6-caiTa, KOTOPbI HAXOAUTCA Ha cepBepe, rae
pacnonaraetcs AaHHbIA canT

HaueneHbl Ha kop, (ckpunT) Be6-canTa, KOTOpPbIN NepeaaeTcs N NCMONHAETCH Ha
npyrom seb-cante

0.5 6annos

HononHute npasuno Kepkroddca, Bbibpas npaBubHbIN BapuaHT oTBETa.

CrovikocTb KpMﬂTOFpa¢MVeCKOﬁ CUCTeMbl JO/IKHa 3aBUCEeTb TOJIbKO OT...

... BBIUNCINTENIBHOW C/IOXXHOCTU 3afjaun HaXoXAeHUsl 3HauYeHns OTKpbITOro
KJlo4a

... BBIUNCINTENIbBHOW CJIOXKHOCTM 3afauu HaXoXAeHUsl 3HaueHunsa 3aKpbiToro
KJilo4ya

... CKOPOCTU Nepepayu gaHHbIX Npu pabote KpunTtorpaduyeckom cucTeMbl

... ANINHbI 3HAa4YeHUNA 3aKpPbITOro Kn4ya



N2 8

0.5 6annos

A3bIK CTPYKTYpPUpPOBaHHbIX 3arnpocoB (SQL) — 3To A3blK NPOrpaMMUPOBaHUS AN XpaHeHUs n 06paboTkn
VHbOopMaLMK B penaumMoHHON 6a3e AaHHbIX. YCTaHOBUTE COOTBETCTBUE MeXAY KOMaHAAMU 3TOro A3blka U TeM, AN

yero 3Ta KOMaHAa ucnonb3yeTcs

SELECT obbeanHsAET OaHHble N3 HECKOMbKUX Tabnuuy,
Ha OCHOBE 3aaHHbIX YCIOBUA

UNION BbIBMPAET CTPOKM, 3HAYEHNS KOTOPbIX
COOTBETCTBYIOT 3aAaHHOMY LAG/OHY

WHERE yKasaHue Tabnuubl N npeacrasneHns, N3
KOTOPOW HY>XHO BblbpaThb faHHble
DROP
ocyulectsnseT GUnNbTPaLUnIo AaHHbIX Ha
OCHOBE 3alaHHbIX YCNOBUI
LIKE
06beanHNET pesynbTaTbl HECKOMBbKMX
SELECT-3anpocos B ognH Habop gaHHbIX
JOIN
BbIOVpaeT faHHble 13 6a3bl 4aHHbIX MO
3aaHHbIM KpUTEPUAM
FROM

yoanaet Ta6ﬂVILL\/, 663y OaHHbIX N NHOEKC



N2 9

0.5 6annos

Bbi6epuTe 13 cnucka Bce crnocobbl ayTeHTuduKaumm, oTHocswmecs K paktopy “f ectb”:

CKanposaHme oTne4yaTka nanbua

CoobuweHne pamunmm, UMeHn N oT4yecTBa

BBop noruHa

WcnonHeHne nuyHon nognucy Ha rpadunYeckoM nnaHueTe

Pacno3HaBaHue nuua

MpounsHeceHne B MUKPOGOH ¢ppasbl C IKpaHa yCTPONCTBA

N210

0.5 6annos

OfHWM 13 caMblx NPOCTbIX WKPOB sBNAETCs Wndp NpocTol 3aMeHsbl. [ng Takoro windpa 3awndpoBaHme
3aKroyaeTcs B TOM, YTO Kaxhas 6yKBa OTKPbITOrO TEKCTA 3aMeHsieTcs Ha Kakoe-To apyroe o6o3HayeHune (6ykay,
n3obpaxkeHne nnu Nbon gpyron curHan) Ha oCHoBe TabnuLbl, 0AHO3HAYHO COMOCTaBAAIOLEN CUMBOS OTKPbITOMO

TeKCTa U ero 3ameHy.
TakuM WNDHPOM ¢ HEKOTOPbIM (HEM3BECTHBIM) 3amnonHeHeM Tabnuubl 6bi1 3aWwrdpPoBaH TEKCT:
U ckopo rnyTeluecTBeHHVIKY OKa3a/Imch cpeamn Heob03pyMoro MaKoBoro osis.

OnpepenuTe, Kakol U3 WKUEP-TEKCTOB MO GbiN MONyYEH B pe3ynbTaTe.

3 IMAXXA ECMBYBNMNBIT3M3 AMBKBP3Ib MNBE3 MBAOAK)X3OALLA
OBMATALLIA EAPS.

3 IMAXYKA ECNBYBAMIIBIT3M3 AMBKBP3b MXBE3 TBAOAKX3OATA
OBMANALLIA EAPS.

3 IMAXXA ECMYYBNMNBIT3M3 AMBKBP3b MYXBE3 MBAOAK)X3OALLA
JBMAJIALLIA EAPS..

3 MIMAXXA ECMBYBMMNBIT3M3 AMBKBP3Ib MYXBE3 MBAOAK)X3OALLA
OBMAJALLIA EAPS.



NeT

16ann

B HekoTopoi NporpaMMe Naposb ANVHOW 7 CYMBOJOB COCTaBMAOT U3 3arnaBHbIX byKB (3a4ecTBOBaHO 26
pasnnyHbIx ByKB) 1 AecaTnyHbIX Lndp B ntobom nopsake. Kaxablii Takolh HOMeEp B KOMMbIOTEPHON NporpamMMe
3aMmncblBaeTCA MUHMMASbHO BO3MOXHBIM 1 O[IMHAKOBbIM LieNTbiM KONMYecTBOM 6alT (Mpy 3TOM UCMONb3YoT

NOCYMBOJbHOE KOGMPOBaHVIE N BCE CUMBObI KOAUPYHOTCSH OANHAKOBBIM U MUHMMANbHO BO3MOXHBIM KOMMYECTBOM
ouT).

OnpepenuTe 06bem namaTu B 6aiiTax, OTBOAUMbIN 3TON NporpamMmoii ansa 3anucu 30 naponeii

3anuwunTe oTBET B BUAE NPOCTOro Ynucna (pa3mepHocTb - 6aiiT)

Yucno

Ne12

16ann

NmeeTcs cnepylowmin 3anpoc B 6a3y AaHHbIX:
SELECT Userld, Name, Password FROM Users WHERE Userld = 105 or 1=1;

Ba3za naHHbIX UMeeT crnefytolime anemMeHTbl: Userld — ngeHTudukatop nons3osatens, Name - ums nonb3oBaTtens,

Password — naponb nonb3osartens.

Kakas YA3BMMOCTb UCMOJb3yeTCs 3/10yMbILWIEHHNKOM B laHHbIM 3anpoce B Gasy AaHHbIX?

OTBet




N213

2 6anna

LLindp Mneiidepa- 3axknoyaeTcs B 3aMeHe nap CMBOOB, CTOSLWMX OAWH 3a APYrM, Ha Napbl CUMBOJIOB TOMO e
andasuTa. 3aMeHa NPOUCXOAUT Mo CrefdyoWeMy NPUHLMMY: CUMBOIbI andasuTa BHOCATCS B NPSAMOYTONbHYH0

Tabnuuy B cnyyaiHoM nopsake, HanpuMep, Tak:

g B e & B |&m
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m W o E »
U o8 W o
=
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= e

bl M 4

[anee B Tabnuue HaxopsTcs ByKBbl LWUNDPYEMOI Napbl:

e ECNM OHU CTOST B OAHOI CTPOKeE, TO AN KaX Ao 13 Hux 6epetcs ee cocef cnpasa. [ns 6ykBbl B KpaiHeM
npaBoM cTonbLe cocefoMm crpaBa byaeT cuntaTbes ByKBa TOW e CTPOKMW 13 KpaliHero nesoro ctonbua.
CoBnagatolive ByKBbl CYMTAIOTCA CTOAWMMN B 0AHOM cTpoke. Hanpumep, “O[l" 3awndpoBbiBaeTcs napom

"BL" (ns kaxgom bykBbl cocen bepeTca Hesasucumo), “JI1" -" 040", "OH" - "BO".

o Ecnv oHn cToAT B 04HOM cTonbLe, TO ANs Kaxaoi n3 Hux bepetcs ee cocef, CHW3Y. [1ns 6yKBbl U3 HNXHEN
CTPOKM COCEMIOM CHI3Y cuMTaeTcs ByKBa TOro e cTonbua us BepxHell cTpoku. Hanpumep, “YB" - "1®",
THAY - UL,

e ECnn oHM CTOST B pa3HbIX CTPOKax 1 ctonbuax, To ana onpefeneHuns 6yks 3ameHbl TpebyeTcs MbICIeHHO
pPacnonoXmTb 3T OyKBbI B MPOTUBOMONOXKHbIX Yriax NPsSMOyrofbHIKa, Tak, YToObl COeANHSIOWMIA NX
OTPE30K ABMS/CA ero AnaroHanbio. BykBbl 3aMeHbl JOMKHbI HAXOAUTLCSA B APYTMX Yriax NpPAMOyrofnbHMNKa, a
3anucatb WX HY>KHO, ABMras no Apyroi gmaroHany B npoT1BOMNONOXHOM HanpasneHuu. Hanpumep, “3Y" -
“TA", "OT" - "LULL".

TakuM Wndpom ¢ gaHHon Tabnuuel 6bin 3awmndposaH TekcT: BJIECK U3YMPYOHOIO rOPOAA OCNENUN

MYTHUKOB.

3anuwuTe nonyumsluniica 3aluMdpoBaHHbI TekcT (6onbwmMmn 6ykBamm)

OTtBeTt



N214

3 6anna

MpocTenwnm wndpom asnseTcs Wndp NPocToil nepecTaHOBKU. [ns 3awmnmdbpoBaHnsa TEKCT pasaensetcs Ha 6roku,
cofepxallye cornacoBaHHOe C NoflyYaTeneM YMCio CMMBOSOB (MPo6enbl 1 3HaKU NpenuHaHKs MoryT Kak
YUUTbIBATLCA, TaK U HET - 3TO TOXe YacTb AOrOBOPEHHOCTM Mexay aboHeHTaMun), Nocse Yero B KaxAoM TakoM
610Ke MPOVCXOANT N3MEeHeHMe NopsaKa CYMBOJIOB MO OOHOMY 1 TOMY Xe npaBuny. Hanpumep, 4Tobbl
3alwndpoBaTh TEKCT «3aBTpa, BEPOATHO, OXKNAAETCSA COMHEYHbIN AeHb» C ANNHOK 610Ka 4 1 ¢ y4eToM Npo6enos u
3HaKOB NpenuHaHns, Nepsbli 6NoK ByAeT BbIMSAETb KaK «3aBT», BTOPOW - KaK «pa, », TPETUIN - «Bepo» U T. 4. Ecnn

npaBuno 3ameHbl 6yaeT «3, 2, 4, 1», To «3aBT» OyAeT 3allMPPOBaHO B «BAT3», «pa, » B «,a P», a KBEPO» - B PDEOBY.

OnpenenMTe npaBuo 3aMeHbl, NPMMeHEeHHoe AN cieayloLero TekcTa, eCnm N3BecTHO, YTo AnnHa 6noka He

npesbiwaet 4 cumsonos. W pacwudpyiTe ero.

YBE CMW, J1 AABTPC?W JIBAP AMEB!Q

3anuwuTte BepHoe NpaBuio 3amMeHbl B Buae pag umep (6e3 npobenos n 6e3 3anarbix. Hanpumep: 2341 unn 132

Yncno

3anuwuTe pacwmngpoBaHHoe BbipaxeHue (Bce 6ykBbl AomkHbl 6b1Tb BOJIBLUUE, ¢ npo6enamun 1 3Hakamu

npenuHaHus Mexay crnosamm)

OTtBeTt



N2 15
3 6anna

VickyccTBeHHbIN nHTennekT (M) gocTur HoBbIX BbICOT — Tenepb C HUM MOXXHO BCTyNaTb B AManor u gaxe

roKasbIBaeT XecTbl U pucyHKU! Ho BOT Hesafaya, ogviH 13 Hawmx VIV 6bin B3anoMaH 31biM xakepoM. OH Bce eLle
BCE MOHVMAaEeT, NOKa3bIBaeT XEeCTbl 1 PUCYHKN, HO OTBEYaeT KaK-To CTPaHHO... Mbl Moo6bLWanncs ¢ HAM, HO He A0
KOHLL@ MOHVMaeM, 4YTO OH HaM oTBevaeT. BoT, ocTancsa TonbKo Ananor ¢ HUM. Y3HalTe, YTO Cly4YMnoch 1 y3HanTe

UMs XakKepa, KTO OCYyLeCTBM/1 B3NNIOM cucteMbl! Bo3aMoxHo, BaM npurognTca Tabnuua, KOTOPYO OH HaM npucnan B

KOHUEe gnanora.

Yenosex HH
[Tpuser!

207 240232226 226242 33

Yro ciayanaocs?

CC ES ED FF 20 E2 E7 EB EE EC EO EB E8

Kto?
213E0234E5F0
Hazosu nmsa
205E520ECoE3243
[ouemy?
CEED 231224mumdp238226224235 E8ECs
Kax?

Mugp20EFEE228241242E0H08234E8

Hanwminu Bee, uto
3Haellb, MBI IOMOMXKEM

MIngp3A20C0F2225224248
[Ipaenno20E7MmeED2513A
E7EOECESEDEO iEDEOD n-i+1
E3E4ES n—247E8241 EBEE20E1F3EAE220
EOED227235niick EEE3EE20E02352442248uF2E0
199224mndp238226224EDEDEEESEBECa3A204B766776105




Dec |Hex| Cumpoan | Dec [Hex| Cumeoan |Dec|Hex| Cumpon | Dec | Hex | CunmBont
cuen. SP
0 0 | cneu. NOP| 32 20 | (IlpoGen) | 64 | 40 @ 96 60
1 1 |cnen. SO | 33 21 ! 65 | 41 A 97 61 a
2 2 |cneu. STX | 34 22 v 66 | 42 B 98 62 b
3 3 |coneu. ETX| 35 | 23 # 67 | 43 C 299 63 c
4 4 | cneu. EOT | 36 24 s 68 | 44 D 100 | 64 d
5 S |coen. ENQ| 37 | 25 %o 69 | 45 E [ 101 | 65 e
6 6 |cneu. ACK| 38 | 26 & 70 | 46 F 102 | 66 8
74 7 | cneu. BEL | 39 27 ! 71 | 47 G 103 | 67 o
8 8 cneu. BS 40 28 ( 72 | 48 H 104 | 68 h
9 9 cneu. Tab | 41 29 ) 73 | 49 1 105 | 69 i
10| DA | cneu. LF 42 | ZA *. 74 | 4A J [ 106 | 6A J
11 | 0B | cneu. VT 43 | 2B -+ 75 | 4B K 107 | 6B k
12 | 0C | cnen. FF 44 | 2C 76 | 4C L 108 | 6C 1
13 | 0D | cnen. CR 45 | 2D - 77 | 4D M 109 | 6D m
14 | OE | coeu. SO 46 | 2E 3 78 | 4E N 110 | 6E n
15 | OF cneu. SI 47 | 2F 74 79 | 4F O 111 | 6F o
16 | 10 |cneu. DLE | 48 | 30 0 80 | 50 P 112 | 70 p
17 | 11 | conen. DCI | 49 | 31 I 81 | 51 Q 113 | 71 q
18 | 12 |cnen. DC2 | S0 | 32 2 82 | 52 R 114 | 72 r
19 |13 | cineu. DC3 | 51 33 3 83 | 53 S [ 115 | 73 s
20 | 14 | cnen. DC4 | 52 | 34 -4 B84 | 54 T | 116 | 74 t
21 15 |cnen. NAK | 53 | 35 5 85 | 55 | ] | 117 | 75 u
22 | 16 |cneu. SYN | 54 | 36 6 86 | 56 v 118 | 76 v
23 | 17 | cnen. ETB | §5 | 37 7 87 | 57 W 119 | 77 w
24 | 18 |cnen. CAN| 56 | 38 8 88 | S8 X 120 | 78 X
25| 19 | cmen. EM | §7 | 39 9 89 | 59 X 121 | 79 y
26 | 1A |cneu.SUB| S8 | 3A : 20 | SA Z 122 | 7A z
27| 1B | cnen. ESC | 59 | 3B 5 91 | SB [ 123 | 7B 3
28 | 1C | cnen. FS 60 | 3C < 92 | 5C \ 124 | 7C |
29 | 1D | cneu. GS 61 | 3D = 93 | SD ] | 125 | 7D 1
30| 1E | cneun. RS 62 | 3E = 94 | SE N | 126 | 7E -~
31| 1F | cneu. US 63 | 3F ? 95 | SE - | 127 | TF
Dec |[Hex | CumBodt | Dec | Hex | Cumpoa | Dec| Hex | Cuvipon | Dec | Hex |CumB ot
| 128 | 80 5] 160 | AO 192 | CO A 224 | EO a
[ 129 | 81 I 161 Al Y 193 | C1 B 225 | E1 o
| 130 | 82 - 162 | A2 G 194 | C2 B 226 | E2 B
| 131 | 83 r 163 | A3 J 195| C3 I 227 | E3 r
| 132 | 84 * 164 | A4 =) 196 | C4 I 228 | E4 b §
| 133 | 85 S 165 | AS r 197 | CS5 E 229 | ES ]
| 134 | 86 T 166 | AG ! 198 | C6 K 230 | E6 K
135 | 87 T 167 | A7 8 199 | C7 3 231 | E7 3
| 136 | 88 € 168 | AB E 200)| C8 151 232 | EB u
| 137 | 89 Po0 169 | A9 k) 201 | C9 [ 233 | E9 i
| 138 | BA Jb 170 AA < 202 | CA K 234 | EA K
139 | 8B < 171 | AB « 203 | CB Ji 235 | EB 1
| 140/ | 8C I 172 | AC —= 204 | CC M 236 | EC 154
[ 141 | 8D K 173 | AD 205 | CD H 237 | ED H
| 142 | BE T 174 | AE a0 206 | CE O 238 | EE o
| 143 | 8F L1 175 | AF 1 207 | CF I1 239 | EF n
[ 144 | 90 h 176 | BO = 208 | DO P 240 | FO P
[ 145 | 91 . 177 | B1 - 209 | D1 C 241 | F1 c
146 | 92 ” 178 | B2 1 210 | D2 T 242 | F2 T
| 147 | 93 o 179 | B3 i 211 | D3 Y 243 | F3 b
| 148 | 94 " 180 | B4 r Z1Z2| D4 L & 244 | F4 §
[ 149 | 95 - 181 BS j1t 213 | DS X 245 | FSs X
| 150/| 96 — 182 | B6 1 214 | D6 LT 246 | F6 n
[ 151 | 97 — 183 | B7 - 215| D7 Yq 247 | E7 b
| 152 | 98 < 184 | B8 & 216 | DS 111 248 | F8 (17
153 | 99 ™ 185 | B9 Ne 217 | D9 IL[ 249 | F9 Jii 3
[ 154 | 9A Ih 186 | BA < Z218| DA = 250 | FA B
155 | 9B > 187 | BB > 219| DB bl 251 | FB &1
| 156 | 9C H 188 | BC i 220 | DC b 252 | FC B
| 157 | 9D < 189 | BD S 221 | DD 5] 253 | FD. >
| 158 | 9E h 190 | BE s 222 | DE 10 254 | FE O
| 159 | 9F u 191 BF 1 223 | DF A 255 | FE £




17]1Qq

25|Yy

B oTBeTe ykaxute nMa xakepa (B aHrnuinckoin packnagke, HaumHasa ¢ bonbwoii 6ykebl, 6e3 npo6enos)

OTBet

KENC

BbinonHute kelic-3agaHue. [ns drKcaumm cBoUx OTBETOB MCMONb3yinTe NucTbl A4 dopmaTa, a ecnm ecTb

Heo6Xx04MMOCTb, TO 0POPMUTE 3TU INCTbI B COOTBETCTBMM C TpeBoBaHNAMU 3adaHus.




Ne1

0 6annos

Keric: Yassnmas kopnopauus

Bbl pabotaeTe B 6bICTpO pacTyLieit koMnaHuy 1 obecnednBaete knbepbesonacHoCTb, YTOObI NOOOEPKMBATL €€
poxofl. PaHee 3a kmbepbesonacHocTb oTBevana IT-cnyxba, Ho, Tenepb C cerogHaLHero aHs 6bina chopMrupoBaHa
KoMaHaa no obecneyeHunto MHOOPMaLMOHHOM He3onacHOCTM ¢ BaMuW BO rmase. Bam Heobxoaumo B NepBbiil LeHb
BbI6paTb NepBUYHbIE feACTBUS AN obecnedyeHns Mep No NOCTPOEHWIO 3aLMLLEHHO NHGPaCTPYKTYpbI
Kopnopauuu. Bel orpaHuyeHbl B pecypcax. Y Bac ecTb orpaHuyeHHoe puHaHcmpoBaHue B pasmepe 100 Toic. py6. n

BCEro oAuH AeHb - 244. Kaxgoe 13 pelweHnin TpebyeT BnneaHns GUHaHCOB U/UNN BpEMEHU.

Bawa 3agaya cocTouT B TOM, 4TO6bI npoaHannsnpoBaTb NCXOOHOE COCTOAHME KOMMaHNM U HefaBHMNE cobbiTus, a
3aTeM Bbl6paTb npnHNMMaeMble pelleHns, ncxonosa N3 orpaHNYeHHOCTU pecypCcoB. Bbl He MOxeTe npesBbICUTb

pacxoppl (noTpaTuTb 6onble 100 Tbic. py6.) Unn NckasnTb Bpems (NoTpaTuTb 6onblie 244.)

|. OnucaHmne kopnopauuu: Cetb nuuuepuit «<by6y Muuua» 15 nekapeH 1 15 otaenoB o6CNyXMBaHWA KIVEHTOB 1
foctaBku, 1 15 3aBefeHUin, a Take 3 Manblx CEpPBEPHbIX, Kaxaas U3 KOTopbix 06bednHAeT 5 nekapeH, oTaenos
[OCTaBKU 1 3aBefeHNin 1 1 LeHTpann3oBaHHbIN CepBep, KOHTponMpyowmin 3 manbix. Kaxablin otoen
06CnyXrBaHWA COLEPXKUT NOKanbHbIA 0pUC, a Kaxkaoe 3aBefeHNe N NeKapHsa — Mo HECKOMIbKO TePMUHAaNoB
camoobCnyX1BaHWA NOCETUTENEN 1 TEPMUHANOB AN COTPYAHMKOB. YCNo 3aKa30B OHMANH 1 noceTuTenei 8
3aBefeHNsaX HeyKIOHHO pacTeT, WTaT COTPYAHMKOB YBEeMYMBaeTCs, U BCA MHPPaCTPyKTypa paboTaeT Ha npefene

CBOWX BO3MOXXHOCTEN.

1l. HepaBHue cobbiTus: Cobbitne A. KoopanHaumoHHbi ueHTp CERT coobuaeT, uto: «bbina obHapyxeHa
cepBepHas ya3sumocTb Tuna SHELLSHOCK. BceM koMNaHMaM HacToSTeNbHO peKOMeHayeTcs 06HOBUTL CBOM

cepBepbl. 3aTtsarueaHue ¢ yCTaHOBKOIZ 0BHOBNEHUSI MOXET npMBeCTN K Cepbe3HbIM npo6neMaM ons Bcen

MHPPaCTPYKTYpPbI».

CobbiTne b. OnepaunoHHas cuctema ogHoOM N3 paboymx CTaHUMIN NoKanbHOro odrca HECKOMNbKO pas Bblgana
KPUTUYECKYIO CUCTEMHYIO OWKnbKY — BSOD — cuHuin akpaH cmepTtu. AT-genaptaMeHT coobLmn, 4To OQUH 13

CUCTEMHbIX ,D,DaVIBepOB OI'IepaLI,I/IOHHOI?I cucTeMbl bbin noBpexaeH.

Co6biTue B. YyacTunuch yBeooMIeHNs COTPYAHMKOB O MoTepe CTapbixX 1 Npocbbbl O BblAaye HOBbIX Naposnei ans
[0CTyna K NMMYHbIM KabuHeTaM 1 TepMrHanam. MosBunmnch coobLLEeHNs 0 MCNONb30BaHUM TUMKUX CTUKEPOB C

naponaMun, KoTopble COTPYOHVKN NPUKPEeNnaoT Ha CBOV MOHUTOPbI, 4yTO6bI He 3abbITb VIX.

11l. NepeyeHb pecypcos: OuHaHcbl: 100 Thic. py6. Bpemsa: 24 vaca

IV. NMepeyeHb BO3MOXHbIX peLeHuni:

Pemenne 3arpatel B puHancax Bpemennsie
(TBIC. PYD.) 3aTpaThl (1ACOB)

1. MaccoBas cmena naponeit n Bbliada 0 TeIC. PYO. 44
HOBBIX
2. Ycranoska 3amutst ot DDOS-arak 50 TIC. PYO. 6u
3. YcTaHoBKa CHCTEMb] aBTOMATH4ECKOTO 50 teIC. pYO. Su.
yIpaBiaeHHsI 0OHOBIEHHSIMH ONEPaLHOHHBIX
CHCTEM
4. YcraHoBka 0OHOBIEHHS OT 0 TeIC. PYO. 44
SHELLCHOCK nns cepsepos
5. IlpoBenenne TpeHUHTA MO 70 teIC. PYO. 12 u.
HH(OpPMALMOHHOI Oe30macHOCTH 1
COTPYAHUKOB
6. IlpoBepka u ycraHoBka 0OHOBIEHHIT 0 TeIC. PYO. 54
padO4YHX CTAHLIKIT TOKATLHEIX O(HCOB
7. YcTaHOBKA pe3epBHOTO KOTTHPOBAHUS U 40 teiC. pyd. 8u
BOCCTAHOB/IEHHS B O()MCHO# ceTH

3apaHne:

1) Ykaxxute Bbi6paHHbIe pelleHNs Ha KaXAoe U3 yKasaHHbIX co6bITUIA 1 060CHYTE BbIGOP KaXAOro N3 HNX

2) Kakoi1 BbiIBOg, MOXHO cfienaTtb Nno noBogy npouecca Bbibopa NpMHMMaeMbIX peleHnii u obecrneyeHunio 3aWwnTbl oT

yrpo3 uHdopmaLmoHHol 6e3onacHocTn?



OTBeTbl 3anuwunTe Ha nucte A4 1 nepepalite akcnepTy

Mocne okoHYaHWSA BbINONHEHUS NOCTaBbTe COOTBETCTBYHOLLYIO OTMETKY

Kenic BbinosHeH

Kenc BbINONHEH YaCcTNYHO

Kelc He BbINnonHeH



