BCEPOCCUNCKA S OJIUMITUAIA IITIKOJIbHUKOB
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BE30ITACHOCTb». 2024-2025 yu. r. MYHULIUITAJIBHBIN DTATI
9 KIIACC

MaxkcumanbHblii 6211 3a padoty — 100.

OO01ag yacrhb

1. V MOCKOBCKOTO TpaHCHOpTa MOSBWJIMCH TPHU HOBBIX MacKoTa (IMepcoHaxka-
TaJMCMaHa).

JlaHHBIE TIEPCOHAXKM MMEIOT B Ka4e€CTBE MPOTOTUIIOB BUJBI TpaHcropta. Kakomy
BHJIy TPAHCIIOPTa COOTBETCTBYET MAacKOT Ne3?
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2. PaccmoTtpuTe n300pakeHue pydyHoro HHCTpyMmenTta. Kak oH Ha3biBaeTcs?
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3. Paccmorpute ororpadun uzgenuit HapoAHbIX TpombiciaoB Poccuun. Cpenn
MPEIIOKEHHBIX N300paKeHN BEIOEpUTE IBA, HA KOTOPBIX MPEICTABICHBI U3/IETHS,
BBITIOJTHEHHBIE B TEXHUKE KOCTOBCKOU POCITHUCH.
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4. B marazune 1 xr anenscuHoB ctowt 120 py6sieit. Bo BpeMst mpoBeieHUs aKIuu
1I€Ha Ha arneyibCuHbl cHU3MIach Ha 15%. CkoiabKko py0Jiel HYKHO 3aIiaTuTh 3a 1 Kr
500 rpamMMOB aneabCUHOB MO AKIUU?

5. B mapke pazouiu npsMoyroyibHy0 Kiiym0y. [{nnna kiaym6s1 paBaa 20 M, mimpruHa
paBHa 5 wmerpam. [lo mepumerpy KiymMObl B OAMH PSIA PELIWIA BBUIOKHUTD
JIEKOPAaTUBHYIO JOPOXKKY M3 KBaIPATHBIX IITUTOK. CTOPOHA KaXKI0M MIIMTKUA paBHA
25 cm. CKONBKO TaKMX IUIMTOK MOHAAOOUTCS [Uisl HOopokku? CuurTaiTe, 4YTO
NEPBOHAYAIBHO BOKPYT KJIyMOBI HET HU OJJHOU TUIMTKH.
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CnenuajbHas 4acTh

6. CioBo, cBsizaHHOE C WH(GOPMAIIMOHHONW OE30MacHOCThIO, B COOTBETCTBHH
C HEKOTOPBIM TIPABHJIOM BITUCAHO B KJIETKU TaOmuIel. OnpenenuTe 3TO MPaBUiIo,
NPOYUTANTE CIIOBO U 3AIMIIUTE €r0 B OTBET.
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7. BoiOepuTe Bce BEpHbIE YTBEPKACHUS, KACAIOIINECS PEIbIIYIIEH 3a0auH.

e Bce OykBbI pycckoro ajaBuTa UMEIOT POBHO 4 BapraHTa BHEUIHETO BUa, KOTAa
ux nosopauuBaroT Ha 0, 90, 180 u 270 rpamxycos.

e Eciu noBepHyTh Ha 90 rpamycoB camy TaOJMIly, TO BCE€ CHpsITaHHbIE B HEM
COOOIICHHS MOXKHO OyeT HAMTH 10 TAKOMY K€ MIPUHITUITY.

e TakuM 00pa3oM MOXKHO CHPSTATh CIOBO TOJBKO Ha PYCCKOM SI3bIKE.

e 3Hasg cmoco0, C TMOMOIIBK KOTOPOrO0 COOOIIEHUE CIPSATAaHO B TaOJUILY,
JIOCTAaTOYHO 3HATh TOJBKO MECTOIOJIOKEHUE TMEePBON OYKBBI, YTOOBI MPABHIHHO
MPOYUTATH COOOIIICHHE.

8. [lan xBajpat, Ha3bIBAIOIIUICSI MarndeckuM. B KaxKoi ero cTpoke, B KaKIOM €ro
CTOJIOIE M B KOKIOW €ro AuaroHanu cymma nudp ogunakosa. M3BecTHO, 4TO KIFOYOM
K mudpoBaHUI0 OBbUT TMPEJCTABICHHBIA Ha KapTUHKE KBanpar. Pacmmdpyiite
nocinanne CXBTPKAOE. B orBeT 3anummTe norydnBIIEECs CIOBO.

2 7 6
9 5 1
4 3 8

9. CkoNbKO CYHIECTBYET MarmuecKux KBaJpaToB IMOpsiAKa 3, €clu CUYHUTATh
OJIMHAKOBBIMH T€, YTO MOJIyYEHBI IOBOPOTAMH U OTPAXKEHUSIMU ?
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10. 3ammdpyiite mocinanue «3amMTA JAAHHBIX — BaKHbIN aCNeKT B MHUPe
NMOKYMOK» C TOMOIIbIO TMOBOPOTHOM peméTku. JlJIss 3TOro uCHonab3yuTe
npeacTaBleHHbIN Hibke Tpadaper. UEpHbIM 0003HAUEHBI KaK Obl BBIPE3aHHbBIC
kieTku. [ mudpoBaHus HYKHO HAJIOXKUTh TpadapeT Ha TaOIMIy TaKOro ke
pa3Mepa U BIIUCATh OYKGbl B «BBIPE3AHHBIE) KIIETKU M0 CTPOKAM, HaUMHAas C BEpXHEH
OISl BHU3, B KAXK/IOM CTPOKE ClieBa HAMPaBo (Kak MpU OOBIYHOM YTEHHUH TEKCTA).
Hanee ciemyer mpojenath TO K€ camoe, MmoBepHyB Tpadaper Ha 90, 180 u 270
IpaaycoB MPOTUB YaCOBOM CTPEJIKU. B OTBET BhIMUIIIUTE BCE OYKBBI MOTYUYUBIIEHCS
Ta0JIMIIBI CIEBA HAIIPABO, HAYMHAS C BEPXHEH CTPOKHU.

11. BriGepute npaBMIIbHOE YTBEPKICHUE, Kacarolieecs MpeIbLIyIIei 3aauu.

e Ecnu keTku B peméTke BBIPE3at0TCsl TAKUM 00pa3oM, 4TOOBI P €€ MOBOPOTaAX
MOXHO OBLIIO 3aMKCaTh CTPOTO MO OYKBE B KaX0€ MECTO Ha Oymare, TO CyIIeCTBYET
pOBHO 12 Takux pemeéToK nopsaka 3.

e JIIMHA OTKPBITOTO TEKCTA MOYKET OBITh MEHBIIIE, YeM BCETO KIIETOK B TpadapeTe.
o Jlns pacumdpoBanus mudprekcTa HEAOCTATOYHO UMETH TpadapeT: Hy>KHO 3HAThH
JUTUHY OTKPBITOTO TEKCTA.

e MoxHo 3amudpoBaTh J11000€ CIOBO IJIUHBI 5 ¢ MOMOIIBIO PEIMIETKH MOPsIIKa
2 TaK, 9TOOBI B K&KIOW KJIETKE HAXOIUIach TOJIBKO O/THAa OyKBa.

12. 3nOyMBIIINICHHUK ~ cOOMpaeTcsl CKpbITh TeKcToBoe coobmienne B RGB-
n3o0paxkenun pazmepoM 100x100 nukceneil, B KOTOPOM MaKCUMAaJIbHOE 3HAYEHHE
WHTEHCHBHOCTH KaXXaoro u3 1BeroB coctabisier OxFF. 3noymbiiieHHUK Oyaer
ucnosnn3oBath Meton LSB (Least Significant Bit). Ckoapko CHMBOJIOB OH CMOXKET
CKPBITh B M300paKEHUH, 3aMEHSIS TI0 OJJHOMY 3HaualleMy OWTY, €CIIM OJWH CHUMBOJ
3aHUMaeT § OuT?
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13. Boibepute Bce BEepHBIE YTBEPKIACHHUS.

e Meron LSB (Least Significant Bit) mo3BossieT ckpbITh HHMOPMAIIHIO, U3MEHSIS
crapiue OUTHl HKCeNneil n300pakeHusl.

e B cereBoii cTeranorpadun nHpopMaIys He MOKET OBITh CKPBITAa B 3ar0JIOBKaX
CETEBBIX IMAKETOB.

e [Iporokon UDP (User Datagram Protocol) He mnommepKuBaeT MeXaHH3M
KOPpEKIUU OMIHOO0K, YTO JIeJaeT ero 0ojiee moABEpKEHHBIM CTEraHOrpauIecKum
arakam, yeM TCP (Transmission Control Protocol).

e OnMH W3 OCHOBHBIX HenoctatkoB LSB-meTona 3akimoyaercss B €ro
BOCIIPUMMYUBOCTH K M3MEHEHHUSM M IIyMaM B JaHHBIX, YTO MOKET NPHBECTU
K IOTEpEe CKPBITON HHPOPMALIUH.

14. W3BeCTHO, YTO 3JOYMBINUICHHUK CHBIMUTHPOBAJI BCTPAUBAaHUE COOOIIECHUS
B CEKPETHBIN CTErOKOHTEHHEp, CUMBOJIAMU KOTOPOTO SIBJISIIUCH OYKBBI PYCCKOTO
andasura. JlJis 3TOr0 OH MHBEPTUPOBAJI MO MOCIEAHEMY OUTY B KOJE KaKJIOTO
CUMBOJIa KOHTEITHEPa, CLIMUTUPOBAB cTeraHorpadguueckuit meroa LSB. U3BecTHO,
4TO KOJ KaXJOro CHUMBOJIa KOHTEHHepa MNpeACTaBisieT cOO0H HOMEp CHUMBOJIA
B PYCCKOM aidaBuTe, NEPEeBEAEHHBIH B JIBOMYHYIO CHCTEMY CUMCICHHUS U
JIOTIOJIHEHHBIM HE3HAYalllMMU HYJSIMU 110 JJUHBI B BoceMb OuUT. Kak BbIrsgen
(dparMeHT CTErOKOHTEHHEPA JI0 €ro NOBPEXKACHUS 3I0YMBIIITICHHUKOM?

00001101 00010101 00010001

15. HapymmwmTens XoueT ChIMHUTHUPOBATh BCTPAMBAHHUE CEKPETHOTO COOOIIECHUS
B u3BecTHBIN crerokoHTeinep «IIYCK». Jlns aToro on coobupaercst ”HBEpTUPOBATh
Mo TMocleqHeMy OWTy B KOJE KaXJO0T0 CHUMBOJa KOHTEHWHEpa, HWMHUTUPYS
creranorpadpuueckuii  Merox LSB. Kox kaxmoro cumBoja KOHTEHHepa
MPEACTaBIIET CO0OM HOMEpP CHUMBOJA B PYyCCKOM aindaBuTe, IMepeBeNEHHBIN
B JIBOUYHYIO CUCTEMY CUHCIICHHS U IONTOJTHEHHBII HE3HAYaIUMU HYJISIMH J0 JJIMHbI
B BoceMb Out. Onpenenute, Kak OyZeT BHINISIETh (hparMeHT KOoHTeHepa. B oTBete
YKQKHUTE CyMMapHOE KOJIMYECTBO €AUHUIL B KOAAX MOJYYHBIINXCS CUMBOJIAX.
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16. ConoctaBbTe  pacmiupeHus (aiaoB ¢  omnucaHueM THUIOB  (HaijIoB,
COOTBETCTBYIOIIUX 3TUM PACIIUPECHUSM.

Pacwupenus ¢painos: xml, .dll, .cfg, .sql, .dmp.

I[aMHBI IMaMATH, UCIIOJIb3YCMBIC IJI1 dHAJIN3a HHIIUACHTOB Cfg

danel ¢ 3alrpocaM, KOTOPBIC MOT'YT HUCIIOJIb30BATHCA xml
ML TCCTUPOBAHUA y5[3BPIMO0T€ﬁ 0a3 JaHHBIX

Daiinel pacmMpsieMoro A3bIKa pa3MeTKU dll

Kongurypanronusie ¢haiabl, KOTOpbIE MOTYT COJIEPKaTh .dmp
HACTPOUKHU O€30MacHOCTH

bubnnoreku, KOTOpbIE MOTYT COAEPKATh BPEAOHOCHBIE sql
(YyHKUIHMH UM UHCTPYMEHTHI

17. ComocTaBbTe Ha3BaHUS MPOTOKOJIOB C MX HA3HAUYCHUSIMU.
Haszesanus npomoxonos: ICMP, SIP, DNS, NTP, MFA.

[IpoTokona MHOro(pakTOpHOU ayTeHTU(DUKATUN NTP
JUTSI IOBBIIIIEHUS O€30IIaCHOCTH BXO0J1a

[TpoTOKOI MEKCETEBBIX YIPABIIAIOIIMX COOOIEHUI SIP

[TIpoToKoJI 1711 CHHXPOHU3AMHA YaCOB KOMIIBIOTEPOB DNS
U CETEBBIX YCTPOUCTB

[IpoToxon 1 HHUIMALIMH, YIPABICHUS U 3aBEPILICHUS MFA
CEaHCOB MYJIbTUMEINA

[IpoTokon nms pa3pelieHus: AOMEHHbIX UMEH B IP-anpeca ICMP

18. VYcraHoBHTE COOTBETCTBUS MEXKAY CpPEIACTBAMHU 3alIUTHl HH(POpPMAIIH
Y aTakaMH Ha HHQOPMALMOHHYIO CUCTEMY.

Hcnonp3oBanne 3alMIIIEHHBIX ATaka HyJeBOTO JTHS
coenuHenuit (Harpumep: VPN)

MmuorodakTopHas ayTeHTUDUKAIISL MITM-araka
(Man-In-The-Middle attack)

CkaHep ysI3BUMOCTEM Bbpytdopc-araka
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19. YcraHoBuTE COOTBETCTBUSA MEXYy TEPMUHAMHU, OTHOCAIIUMHUCS K COLIMATBHON
WHXCHEPUH, U UX ONIMCAHUSIMU.

Tepmunbl u3 coyuanbHou uHMceHepuu: CIy(OUHT, TAUTICKBOTTUHT, MPETEKCTHUHT,
CMUIIIUHT.

e MoIleHHHYECKOe JIeHCTBHE, OTpaOOTaHHOE IO 3apaHee COCTaBICHHOMY
CIIEHApPHUIO M COCTOsIIIee B BbIJaue ceOsl 3a JPYroro 4esjaoBeKa I MOJy4YCHHs
KEJIaeMbIX JAHHBIX.

e OrtmpaBneHue xepTBe SMS-cooOmmeHus, CcoAepKaIIero CChUIKY Ha CaiT
Y MOTHBUPYIOILIETO BOMTH HA 3TOT CAMT.

e JlonmynieHue OWMMOKM NpHU BBEACHHWM HMEHH CaidTa B aJPECHYI0 CTPOKY
Y TIOTIa/IaHKEe Ha 3epKaJio CaiTa, CO3IaHHOTO CIIEIUAIBHO 3JI0YMBIIIIICHHUKAMH.

¢ [logMena TeneOHHOro HOMEpa WM ajipeca dJIEKTPOHHOM MOYTHI.

20. BriGepute Bce BEpHBIE BBICKA3bIBaHUS 00 YSI3BHUMOCTSIX KHOEpOE30M1acHOCTH.

e HesakoHHOE TOJIy4eHHE TMOBBIINICHHBIX IIPaB JOCTyNMa K pecypcaM CHCTEM
Ha3bIBAIOTCS OpeIIamu.

e biiokupoBKa T0JIB30BAaTEIIbCKUX AaKKAYHTOB OTHOCHUTCS K aTakaMm IPsSMOTo
JOCTYyTIA.

o JlelicTBue, IeIbI0O KOTOPOTO SBIISICTCS 3axXxBaT KOHTPOJS HaJ yAAIEHHOM
BBIYUCIIUTEILHON CUCTEMOM, €€ aecTabmnu3anus MO0 OTKa3 B OOCITY>KUBAaHUH,
Ha3bIBACTCSA KPIKEPCKOU aTaKOM.

e bpemm mporpaMMHOTO0 OOCCICUYCHHSI HCIOIB3YIOTCS IS PacIpOCTPaHCHUS
KOMITBIOTEPHBIX BUPYCOB.

21. Bam mpejacTaBiieH CKPUHIIOT BBIBOJIA PA0OTHI KOHCOJIBHOM YTHUIUTHI nhmap,
KOTOpasi UCIOJIb3YETCS 1JIsI CKAHUPOBAHUS CETEU U ONPEJEIEHUS OTKPBITHIX IOPTOB
Ha ycTporcTBax. M3yuure npencTaBieHHbIN BBIBOJ U OTBETHTE HA BOIIPOCHI.

Starting Nmap 7.91 ( https://nmap.org ) at 2023-10-05 14:32 UTC
Nmap scan report for 192.168.1.10

Host is up (0.0045s latency).

Not shown: 995 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

3306/tcp open mysqgl

8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 0.23 seconds
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e (CKOJBKO MOPTOB OBUIO OOHAPYKEHO OTKPHITHIMU Ha ycTpoiicTBe ¢ IP-anpecom
192.168.1.107

e Kaxoit mopt ucnonszyercs s 6e3onacHoro BeO-ceppuca? B oTBeTe yKakurte
HOMED IOpTa.

e Kakoil mopT MOXKET HCHOJB30BATHCS I YIAIEHHOTO JOCTyNla K YCTPOWCTBY
yepe3 KOMaHJHYI0 CTpoKy? B oTBeTe ykaxxuTe HoMep Mmopra.

e UYro o3navaet craryc "Host is up" B BeiBosie nmap?

1. YerpoiicTBo ¢ yka3aHHBIM |P-ampecoM HETOCTYITHO U HE OTBEYAET Ha 3arpOCHI.
2. YCTpo#CTBO ¢ yka3zaHHbIM [P-apecom nocTymmHO U OTBEYaeT Ha 3alpOChI.

3. YCTpO#CTBO BpEMEHHO OTKJIFOUYEHO OT CETH.

4. YcTpoicTBO 3a0JIOKMPOBAHO OpaHIMaydIPOM U HE MOXKET ObITh 0OHAPYKEHO.

3anummuTe HOMCD BCPpHOI'O BapHaHTa OTBCTA.



